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1. O6mas xapakTepucTHKa padoyeil MporpaMMbl AUCHUITIHHBI

1.1 MecTo AMCHMIINHBI B CTPYKTYpPe OCHOBHOI 00pa30BaTe/IbHOI POrpaMMBbI

VYuebnas aucimiuinHa «Kpunrorpadgudeckue cpeacTsa 3aliuThl HHPOPMALMWY SBIISIETCS 003aTeIbHOM 4acThI0
npodecCHOHANBFHOTO IMKJIa OCHOBHOM 00pa3oBaTebHOM nporpaMMbl B cootBetcTBr ¢ PI'OC mno cnennansroctu 10.02.05
«Obecneyenne nHGpOPMAMOHHOI 6€30IT1aCHOCTH aBTOMaTH3UPOBAHHBIX CHCTEM.

VYuebnas aucuumuinHa «Kpunrorpadudeckre cpencTsa 3amuTsl nHpopMaum» odecreynBaeT GopMUPOBAHNE
pogeCCHOHANBHBIX M 00mix KoMIeTeHuil B coorseTcTBUH ¢ @T'OC mo criermansrocTH 10.02.05 «Obecnieuenue
nH(pOopManMOHHOH 6€30IaCHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM.

1.2 Tleab n niaHupyeMble pe3yJibTaThl 0CBOCHHS AMCUHMILIMHBI, COOTHECEHHbIE ¢ IIAHUPYEMbIMHU Pe3y/IbTaTaMu
O0CBOEHHUSI 00pa3oBaTe/bHOI MPOrpaMMbl

OcBoeHHe TUCTIMIUIMHBI HAIIPaBIIEHO Ha (hopMupoBaHHE: OOIINX KOMITETCHITHHA:

OK 01. Berbupats crioco0s! perreHus 3a1aq npopecCHOHATBHON NeTeTbHOCTH, IPIMEHUTENBHO K Pa3INYHBIM KOHTEKCTaM.
3HaTh: crI0co0BI pelIeH s 3a1a4 IPOPECCHOHATBHON e TeIbHOCTH, IPUMEHUTEIIBHO K Pa3IMYHBIM KOHTEKCTaM;
YMeTb: BEIOMPATh CIIOCOOBI PEIICHN 3314 PO(eCCHOHANBHOM AeSTENFHOCTH, IPUMEHHTENIBHO K Pa3IMYHBIM KOHTEKCTaM;

OK 02. OcymiecTBIATE MOUCK, aHATH3 M HHTEPIIPETAIIUIO HHPOPMALIUH, HeOOXOIMMOM IS BRITOTHEHUS 331249 MPO(ecCHOHATEHON
JIeSITEIIEHOCTH.

3HaTh: UICTOYHHKH, BKIFOUas JIEKTPOHHBIE PECYPCHI, MEAUapecypchl, IHTepHeTpecypChl, EPHOANIECKUE U3IaHHS TI0
CHELHaTbHOCTH IS pEIICHNUS MPOQECCHOHANBHBIX 3a1a4;

YMeTh: UCTIONIB30BATh PA3IMYHbIC HICTOYHNUKH, BKIOYast SJICKTPOHHbIE PECYPCHI, MEAUapecypesl, IHTepHETpecypChl,
MIEPUOANIECKUE U3IaHHS TI0 CIICIHAILHOCTH JUTS PEIIeHHs TPO(heCCHOHANbHBIX 3a/a4;

OK 09. Ucnonp3oBaTs HHOOPMAITOHHEIE TEXHOJIOTHH B IPO(PECCHOHATBHOM NesTeTFHOCTH.
3HaTh: NHOOPMAMOHHO-KOMMYHHKAIIMOHHBIC TEXHOIOTHH MPO(eCcCHOHANBHOH NeaTeIbHOCTH;
YMeTh: NCTI0JIb30BaTh HH(POPMAIMOHHBIE TEXHOJIOTHH B TPO(ECCHOHATBHON AEATEIBHOCTH;

po¢heCCHOHATBHBIX KOMITCTCHITHIA:

IIK 2.4. OcymiecTBisaTh 00pabOTKy, XpaHSHUE U Tiepeady HH(POpMaIUi OTPaHMYCHHOTO JOCTYTIA.

3HAaTh: OCHOBHBIC OHATHS KPUITOTPaQHU U TUIOBBIX KPUIITOrPahUISCKAX METOOB M CPEICTB 3alIUThI HHGOPMAIIUU; Y METh:
MIPUMEHSITh MATEMAaTHYCCKUI anmapaT IS BBIMOJHEHHS KPUITOTpahuIecKux npeodpa3oBaHUil; HCIIOIb30BaTh THIIOBBIC
MIPOrpaMMHBIE KPUIITOTpaQUIECKHE CPEICTBA, B TOM YHCIIE DJIEKTPOHHYIO OJNMUCH; METh MpakTUYeCKUil OMBIT: IPUMEHEHHUS
AIEKTPOHHON MOJIMUCH, CHMMETPUYHBIX M aCHMMETPUYHBIX KPUNTOTPpahUUECKUX aNTOPUTMOB U CPEJCTB MU(POBAHUS
JAHHBIX;yuéTa, 00pabOTKH, XPAaHCHUS U Mepeaadn HHHOPMAIIUH, 111 KOTOPOH YCTAHOBJICH PEXKHM KOH(PHICHIIMATBHOCTH;

B pe3ysabTaTe 0cBOeHMSI TUCHHUILUINHBI 00y4aloluiicss B 0011eM 10 AUCHUIIMHE I0JIKEeH

3HaTh:

- CHOCOOBI pelIeHus 3a/1a4 MPOPECCHOHATBHOM IEeITeTFHOCTH, IPUMEHHUTEFHO K Pa3IMYHBIM KOHTEKCTaM;

- HCTOYHHKH, BKJIFOYAs AIEKTPOHHBIE PECYPChl, Menuapecypchl, MTHTepHeTpecypChl, IepHoInIecKre H3IAHHS M0 CIIEIHAIIEHOCTH
IUTA pelIeHUs IPO(EeCCHOHANBHBIX 3a/1a4;

- UHQOPMAIHOHHO-KOMMYHHKAIIHOHHBIC TEXHOJIOTHH MPO(PECCHOHATBHOMN NeATeITbHOCTH;

- OCHOBHBIC MTOHATHUS KPUNTOTPA(pUH U TUMOBBIX KPUNTOTPaQHISCKIX METOIOB U CPEICTB 3AIUTH MH()OpMAITHH;

VYMmeTs:

- BBIOMpATH CTIOCOOBI pelieHus 3a/1a4 MPOPECCHOHANBHOMN JAEITeTbHOCTH, TPUMEHUTENBHO K PAa3JINIHBIM KOHTEKCTaM;

- WCTOJIb30BaTh Pa3MyuHbIe HCTOYHUKH, BKITIOUYAs JIEKTPOHHBIE PECYPCHI, MeAnapecypchl, THTepHETpeCypChl, TEPUOANIECKUE
M3JIaHUS TI0 CTIEUATBHOCTH JUTsl pEIIeHUs MPO(eCcCHOHANBHBIX 3314,

- HCIOJIb30BaTh HH(POPMAITMOHHBIE TEXHOJIOTHHU B POPECCHOHANTBHON AEITETHHOCTH;

- TIPUMEHSTh MAaTEeMAaTUYECKUH ammapaT JJIsl BBIMOJIHSHUS KpunTorpadguaeckux nmpeoOpa3oBaHmii; HCIIOIb30BaTh TUIIOBBIS
MIPOTpaMMHEIC KpUNTOTrpahUIeCKUe CPEICTBA, B TOM YHCIIC IICKTPOHHYIO ITOAIHCH;

HNMeTh npakTHYECKU OTBIT:

- [PUMEHECHHS JIICKTPOHHOH MOAIUCH, CAMMETPUYHBIX M ACHMMETPHYHBIX KPUITOTPa(QUISCKUX alTOPUTMOB U CPENICTB
mdpoBaHus TaHHBIX;y4éTa, 00pabOTKH, XpaHEHHS U Mepeadyn HHYOpMAaLuy, Ui KOTOPOH YCTAHOBIICH PEKIM
KOH(HICHIIMATBHOCTH;

2. CTpykTypa ¥ comep:KaHue TACHHILTAHBI

2.1 O0beM JMCUHUILIMHBI M BHIbI Y4€0HO# padoThl

KoanuecTBo yacoB

®opma 00yueHUs!
oo 30 030

Kypc 3/ Cemectp 5

O0BLeM JMCHUILTHHBI 120

B TOM YHCJIC:

lexyuu, ypoxu 50




KoauyecTBo yacoB
®opma 00yueHHst
oo 30 030

liabopamopuuie pabomel

npakmuueckue 3auHamust 40

KoHcyspraumu 6

CamocTosiTenbHas padoTa 18

[IpoMexxyToUHas aTTecTalus 6

NHauBuayanbHOE IPOSKTUPOBAHUE

DopMa IPOMEKYTOYHOM ATTeCTALUMN 3K3aMEH

2.2 TemMaTH4YeCKUIi NJIaH U colepPKAHUE JIUCUMILINHBI

HaumenoBanue Conep:xanue yueOHOro MaTepuasa u (OpMbl OPraHU3aANMU JIeSITEILHOCTH Ob6bem B
pa3aesioB u TeM o0yuarommxcsi yacax
Bgenenue.
Ulexyuu
[Mpenmer u 3amaun kpunrorpaduu. Vctopus kpunrorpadun. OCHOBHBIC TEPMUHEI. 1
Camocmosmenvhas paboma obyuarowuxca.: Vicropust pasBUTHsA Kpunrorpadhuu 1
Pa3gen 1. MaremaTtnieckre OCHOBEI 3aIIUTH HH(POPMAIHN
Tema 1.1. MaTemaTH4YecKHe OCHOBBI KpUNTOrpadun
Ulexyuu
Jlexuus 1.1.1. DnemeHTbl TEOpUHM MHOXECTB. ['pymniibl, Koabua, MoJis. 1
Jlexuusa 1.1.2. denumocts yncen. [lpuznaku nenumoctu. [IpocTeie U cocTaBHbIE YKCHa. 1

Jlexmst 1.1.3. OcHoBHas Teopema apudmeruku. Haubomsmmii o0muii nenmurens. Bzanmao
rpocteie yncia. AnroputM EBknnna nns Haxoxaenus HOJ.

—

Jlexums 1.1.4. OtHomenus cpaBHuMocTH. CBolcTBa cpaBHeHHi. MoayisipHast apudmerHka. (1

Jlexuus 1.1.5. Knaccsl. [lonHas u npuBeaeHHas cuctema BelueToB. OyHKIuA Ditnepa.

. 1
Teopema depma-Diinepa. AIropuTM OBICTPOrO BO3BEJCHUS B CTENEHB 110 MOIYIIIO.
Jlekuust 1.1.6. CpaBHeHus nepBoii creneHu. JInHelHble [10(GaHTOBEl YpaBHEHHUSI. 1
Pacmupennslii anroput™ EBkinaa.
Jlexmmst 1.1.7. Kuraiickas Teopema 00 octaTkax. 1
ekt 1.1.8. IIpoBepka umcen Ha MPOCTOTY. ANTOPUTMBI T€HEPAITH TPOCTHIX YHCEIL. 1
MeTon poOHBIX Jenenuid. Pemmero Oparocdena.
Jlexums 1.1.9. Pasnokenue uncna Ha MHOXKHUTENN. AJITOPUTMBI (PaKTOPU3aLINH. 1
dakropuzanus Gepma. Merop [lonnapna.
Jlexums 1.1.10. Anroput™sl quckperHoro jorapudmupoBanus. Merox [onnapaa. Meron 1
Illoppa.
Jlexmus 1.1.11. ApudmMerndeckre onepaniy HaJl OOJIBITUMH YUCIAMHU. 1

Jlexkumst 1.1.12. DmummnrTuueckue KpUBbIE U X MPUIOKEHHS B KpUIITOrpaduu. 1




HaunmenoBanue
pa3aesioB u TeM

ConepxaHue y4eGHOro MaTeprasia i (popMbl OPraHu3aNUHU eI TETLHOCTH
o0yuarommxcsi

O0bem B
gacax

Hpakmuqecmte 3aHAMuUA

[IpaxTnueckoe 3anarue 1.1.1. [Ipumenenue anropurMa Epxnnaa ans vHaxoxnaenus HOJI.

Perrenne TMHEWHBIX THO(AaHTOBBIX YPaBHEHUH 1
[MpakTraeckoe 3ararue 1.1.2. [IpoBepka gucen Ha IPOCTOTY 1
[MpakTrdeckoe 3amarue 1.1.3. Pemenne 3aga4 ¢ aieMeHTaMi TEOPUH YHCE. 1
Camocmosmenvhasn paboma obyuarowuxcs
1.1.1. IIporpammMHas peanm3ariis KIaCCHYECKIX IUPPOB 2
Paspnen 2. Kinaccnueckass kpunrorpapus
Tema 2.1. MeToabl KpUNTOrpaguuecKoro 3alMThl HHGOPMALNHU
Ulexyuu
JTexuus 2.1. Knaccudukaiys OCHOBHBIX METOIOB KpUNITOrpapuyecKoii 3amurel. Metoasr (1
CHMMETPHYHOTO MH(PPOBAHMS
Jlexmms 2.1. IIudpsr 3amensl. [Ipoctas 3aMeHa, MHOTOAI(AaBUTHAS ITOJACTAHOBKA, 1
[IPOTIOPIIMOHANBHBIHN MNP
Jlexrus 2.3. MeTos! HepecTaHOBKH. TabnuuHas mepecTaHOBKA, MapIIpyTHAs epecTaHoBKa. |l
["ammupoBanue. ['aMmmupoBaHUe ¢ KOHEYHON M OECKOHEUHOI raMMaMu
[ Ipakmuueckue 3aHamus
[pakTrdeckoe 3aaarue 2.1.1. [[puMeHeHNe KIIaCCHYECKUX IMU(PPOB 3aMEHBI 1
[pakTrdeckoe 3ararue 2.1.2. [[puMeHeHNE KIIAaCCHYECKUX MMU(PPOB IMePeCTaHOBKH 1
[Ipaktuueckoe 3ansarue 2.1.3. [lpuMeHeHre MeTo1a raMMHPOBAHUS 1
Camocmosmenvras paboma oby4aowuxcs
2.1.1. [IporpaMMHas peanu3aius KJIacCHIeCKUX muppoB 2
Tema 2.2. Kpunroanaims
Ulexyuu
Jlexums 2.2.1. OcHOBHBIE METOBI KpHITTOaHAIM3a. Kpunrorpaduieckue aTaky. 1
Jlexums 2.2.2. Kpunroraguyeckas CTOHKocTb. AOCOIIOTHO CTOWKHE KPUIITOCHCTEMBL. 1
[Mpuanmns Kupkxoddcea
Ulexrust 2.2.3. [lepcrieKTHBHBIE HAIIPABICHNUS KPUIITOAHAIN3a, KBAHTOBBIN KpunToaHamms. |1
\lIpaxmuueckue 3auamus
[TpakTryeckoe 3ansitue 2.2.1. Kpunroananus mudpa npoctoi 3aMeHbl METOAOM aHAIN3a 1
JaCTOTHOCTU CHMBOJIOB
[TpakTudeckoe 3ansaTue 2.2.2. Kpunroanaims KIacCHYeCKUX MHU(PPOB METOJOM MOJHOTO 1

repedopa Kiouei




HaumeHnoBanmue Conep:xkanue yuedoHOro MaTepuaja u GOpMbl OPraHU3ANMH IeSITeILHOCTH Oo0bem B
pAa3/esIoB U TeM ol0yuyarmommxcs yacax
[MpakTrueckoe 3aaarue 2.2.3. Kpunroananns mudpa Brokunepa 2
Camocmosmenvhas paboma o6yuaiowuxcs
2.2.1. OnTIMA3anus METOIOB YaCTOTHOTO aHAJIN3a MOHOAI(aBUTHBIX mH(poB. 1 2
Tema 2.3. [ToTouHble WIM(PBI U TeHEPaTOPbI NCEBAOCTYYANHBIX YHCEJI
Vlexyuu
Jlexmus 2.3.1. OcHOBHBIE IPUHITUIBHI TOTOYHOTO T poBaHus. [I[puMeHeHEe TeHEPaTOPOB 1
[1CY B xpunrorpaduu
Jlexrust 2.3.2. MeTos! oMydeHus nceBaocyyaiineix nocnenoparensHocreil. JIKI, meton 1
dubdonauuu, meroa BBS.
[ Ipakmuueckue 3aHamus
[Ipaktuueckoe 3ansarue 2.3.1. Ilpumenenune meronoB rerepanuu [1CH 2
Pasnen 3. CoBpemennasi kpunrorpadgus
Tema 3.1. KonupoBanue nndpopmanun. Komnbrorepuzanus mundpoBaHus.
Ulexyuu
Jlexrwst 3.1.1. Koguposanue nnpopmanuu. CuMBonbsHOE KoaupoBaHue. CMBICIOBOE
KonupoBaHue. Mexanuzauus mudposanus. [IpencraBnenue vHGopMalru B IBOUIHOM Koze.|1
Tabmnua ASCII
Jlexmst 3.1.2. Kommerotepuzanus mmdpoBaHus. ATmapaTHOe W IPOTrpaMMHOE (P POBaHHE
CranaapTH3alys NporpaMMHO-aNapaTHbIX KPUNTOTPahUUECKUX CUCTEM U CPEJCTB. 1
3ydeHne COBPEMEHHBIX MIPOTPAMMHBIX 1 alllapaTHBIX KPUNTOTPahUUECKUX CPEACTB
[ Ipakmuueckue 3aHamus
[MpaxTrueckoe 3anarue 3.1.1. Koguposanue napopmarmn 2
[MpakTryeckoe 3ansitue 3.1.2. [IporpaMMHas peam3anusi KJIacCHUECKUX MIH(POB 2
[MpakTryeckoe 3ansitue 3.1.3.M3yuenne pean3anuy KJIaCCUYECKUX MH(POB 3aMEHbI 1 >
nepectaHoBkH B iporpamme CrypTool uim ananore.
Camocmosmenvuas paboma o0y4aowuxcs
3.1.1. MeToapl MexaHu3auu mu@poBaHUs 2
Tema 3.2. CHMMeTpHYHBIE CHCTeMbI INN(POBAHUSA
Ulexyuu
Jlexmus 3.2.1. O6mue cBepaenns. CTpYKTypHAs cXeMa CHMMETPHUYHBIX KPUITOTpahHIeCKuX 1
cucteM
Jlexmust 3.2.2. OreuectBenHble anroputMel Marma u Kysneuuk u crannaptel TOCT P
34.12-2015 u TTOCT P 34.13-2015. Cummerpuunbie anroputmsel DES, AES, TOCT 28147-89,1
RC4




HaunmenoBanue
pa3aesioB u TeM

ConepxaHue y4eGHOro MaTeprasia i (popMbl OPraHu3aNUHU eI TETLHOCTH
o0yuarommxcsi

O0bem B
gacax

Hpakmuqecmte 3aHAMuUA

[IpaxTryeckoe 3ansTue3.2.1. M3yueHue nporpaMMHON peanu3alui COBPEMEHHBIX

CHUMMETPHYHBIX MIH(POB 2
Camocmosmenvhasn paboma obyuarowuxcs
3.2.1. AHamM3 COBPEMEHHBIX CHMMETPHYIHBIX KPHUIITOAITOPUTMOB 1
3.2.2. Hudpposoe npeacTaBiIeHUE PA3INIHBIX GOPM HHPOPMALIUN 1
Tema 3.3. AcuMMeTpUYHbIE CUCTEMBbI IIM(POBAHUSA
Ulexyuu
JTexrwst 3.3.1. KpuntocucTeMBbl ¢ OTKPHITHIM KiTtouoM. HeoOpaTHMOCTh cucTeM. 1
CTpykTypHasi cxema IH(POBaHUS C OTKPBITHIM KIIFOYOM.
Jexrust 3.3.2. DIIeMEHTH TEOPHH YHCEN B KPUMITOTPadUH ¢ OTKPBITHIM KITFOUOM. 1
[ Ipakmuueckue 3aHamus
[Ipaktuueckoe 3anarue 3.3.1. [lpuMeHeHNe pa3IUUHbIX ACUMMETPUYHBIX AJITOPUTMOB. 2
[IpakTuueckoe 3ansarue 3.3.2. M3yueHue nporpaMMHON peaanu3alui aCUMMETPUYHOTO >
anroputMa RSA
CamocmosmenvHas paboma o0dyuaowuxcs
3.3.1. AHasIM3 COBPEMEHHBIX ACUMMETPUYHBIX KPUIITOAITOPUTMOB 1
Tema 3.4. AyreHTuukanus JaHHbIX. DJIeKTPOHHAS NOANUCH
Ulexyuu
Jexmmst 3.4.1. Ayrertudukanus ganask. Oomme norsatust. 1. MAC. OmHoHanpaBiIeHHBIC 1
xenr-(OyHKIHNA. ANTOpATMBI IU(POBOH moamIcH
[Ipaxmuueckue 3anamus
[MpakTryeckoe 3austue 3.4.1. [IpuMeHenue pa3anyHbIX QyHKINH XEMINPOBAHUS, aHAIN3 >
ocoOeHHOCTEH Xeleit
[MpakTryeckoe 3austue 3.4.2. [IpuMeHeHne KpUNTOrpaduuecKx aTak Ha Xxem-QpyHKunu. |2
[IpaxkTryeckoe 3anarue 3.4.3. M3ydeHue nporpaMMHO-aNNapaTHbIX CPEJICTB, PEaTU3yOLINX >
ocHoBHBIE (yHKINH DI1
Camocmosmenvuas paboma o0y4aowuxcs
3.4.1. CpaBHHTENBHBIN aHATN3 QYHKIINH XSITUPOBAHNS 1
3.4.2. AyreHTH(UKALUS COOOIICHUIA 1
Tema 3.5. ATropuT™MbI 00MeHa KJII04eil M IPOTOKOJIbI ayTeHTH(hUKAIINH
Vlexyuu
Jlexmus 3.5.1 ANTOpUTMBI pactpeesieHns KI0Yel ¢ MPUMEHEHHEM CUMMETPUIHBIX 1 1




HaunmenoBanue
pa3aesioB u TeM

ConepxaHue y4eGHOro MaTeprasia i (popMbl OPraHu3aNUHU eI TETLHOCTH
o0yuarommxcsi

O0bem B
gacax

acHMMeETpUYHBIX cxeM [IpoTokonsl ayreHTH(GUKanuy. B3anuMmHas ayTeHTHOUKALSL.
OHOCTOPOHHSIS ay TEHTU(HUKALIUS

Hpakmuqecmte 3aHAMuUA

[Tpaktudeckoe 3ansarue 3.5.1. [Ipumenenue nporokona Audpu-Xemmana s ooMeHa
KITFOYaMU IU(PPOBAHHUS.

[IpakTudeckoe 3anaTue 3.5.2. I3ydeHue MpuHITUIIOB pabOTHI TPOTOKOJIOB Ay TEHTHU(PUKAITAN
C UCTIOJIb30BAHKUEM JIOBEPCHHOM CTOPOHBI Ha IpuMepe mpoTokona Kerberos.

N

Tema 3.6. KpunrTozamura nndgopmanum B ceTax nepeaaqyu JaHHbIX

Viekyuu

Jlexmus 3.6.1. AGoneHTcKOe mudpoBanue. [lakeTHOe mmdpoBanue. 3amuTa IeHTpa
reHepanuu Kmodeit. Kpunromapmpyrtusarop. [lakeTHBIN QHIBTP

Jlexmus 3.6.2. Kpunrorpadudeckas 3aniura 0€CIPOBOIHBIX COCTUHCHHH B CETAX CTaHIapTa
802.11 ¢ ucnonp3oBaHNEM MPOTOKOJIOB

Y

Tema 3.7. 3amuTa HHPOPMALMH B 3JIeKTPOHHBIX IUIATE:KHbIX CHCTEMAX

Ulexyuu

Jlexmus 3.7.1. [TpuHIUIE QYHKIIMOHUPOBAHUS JJIEKTPOHHBIX IIJIATEKHBIX CHCTEM.
JJIeKTPOHHBIC IIACTUKOBBIC KapThl. [lepCcOHANBHBIN UICHTH(PHKAITMOHHBIA HOMED

Jlexmust 3.7.2. TlpumeneHne KpUNTorpa@uIeckux MPOTOKOJIOB sl 00ecTieueHHs
0€3011aCHOCTH AJIEKTPOHHONH KOMMEPIIUH.

Hpaxmuuecxue 3AHAMUA

[Ipaktraeckoe 3anarue 3.7.1. [[puMeHeHNe ayTEeHTH()HUKAINHN 110 OTHOPA30BBIM TAPOIISIM.
Peannzanus aaropuTMoB CO3/1aHUs OJHOPA30BBIX MapoJien

Camocmosmenvuas paboma o0y4aowuxcs

3.7.1. 3akOoHOIATEIHCTBO B 00JaCTH KPUIITOTpadHIeCKON 3aIUTH HHPOPMALIIT

Tema 3.8. Komnbiorepnas creranorpagus

Ulexyuu

Jlexums 3.8.1. CkpblTas nepenaya nHGopManuy B KOMIBIOTEPHBIX crcTeMax. [Ipobiema
ayTeHTH(UKAIMK MyJIbTUMEIMHHON HH(POPMAIMH. 3aliTa aBTOPCKUX TPaB.

ekt 3.8.2. MeToas! KoMIbloTepHOU creranorpadun. L{ndposeie BoasHbBIEC 3HAKH.
Anroputmbl BcTpauBanus 1[B3

Hpaxmuuecxue 3aAHAMUA

[MpakTryeckoe 3ansitue 3.8.1. O630p M cpaBHUTEIBHBIN aHAN3 cymecTBytomero [10 s
BcTpanBaHus [[B3

[Tpaktudeckoe 3ansaTue 3.8.2. Peanmu3anus npocTeHmmx creraHorpauuecKux anropuTMoB




HaumeHnoBanmue Conep:xkanue yuedoHOro MaTepuaja u GOpMbl OPraHU3ANMH IeSITeILHOCTH Oo0bem B
pa3aesioB u TeM o0yuarommxcsi yacax

Camocmosmenvhas paboma obyuarowuxcs

3.8.1. I[IporpamMHas peanu3aiysi COBPEMEHHbBIX KPUIITOAITOPUTMOB 1

3.8.2. [lepcrieKTHBHBIC HATIPABJICHUS KPUIITOTpadUI 1
KoncyabTanuu 6
I[IpomesxkyTouHas arrecrauus B gopme 3K3aMeHa 6
\Bcezo 120

3 Marepua/jibHO-TEXHHMYECKOe U Y4eOHO-MeTouYecKoe odecnevyeHue JUCUMIIMHBI (MOLYJ1s1)
3.1 CrenuajibHble TOMeINEHHUs 115 PeaJu3aluu MPorpaMmsbl
Hannuust yueGHOro kabuHera «MH(OOPMaLMOHHOH 6€3011aCHOCTH, 1a00PATOPUN HH(POPMAIIMOHHBIX TEXHOJIOTHID).
Oo6opynoBanue yue0HOro KabuHera:
- TMOCaJOYHBIC MECTa MO KOJINIECTBY 00yUJarOIINXCs;
- pabouee MeCTO IpENoaaBaTeIs;
- KOMIUIEKT y4eOHO-HarBIIHBIX mocoouit « MHpopmanmnonHas 6€30macHOCTDY;
- 3JEeKTpOHHOE ydeOHOe mocodue.
TexHuueckue cpencTsa 00ydeHUS:
- KOMIBIOTEP C JUIICH3NOHHBIM IIPOTPaMMHBIM 00eCTICUeHHEM, My TbTHMEIUHHBIA THATIPOSKTOP, MHTEPAKTHBHAS TOCKA.
3.2 HnpopmanuoHHOe ofecnevyeHne peajan3anui MPorpaMMbI
3.2.1 OcHoBHas JUTEpPaTypa

1. Kasapun, O. B. [IporpaMMHo-anmnapatHple CpeJCTBa 3alIUThl HHYOPMAIMH. 3aLIUTa IPOTPAMMHOT0 00ECIICUeHHSL.:
yueonuk u npaktukyM aist CITIO / Kazapun O. B., 3a6a0ypun A. C.. - Mocksa : FOpaiit, 2021. - 312 c. - ISBN 978-5-53413221-2.
- URL:https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-
obespecheniya-476997. - TekcT : 37I€KTPOHHBIH.

3.2.2. JlonoJHUTEIbHAS JINTEPATYypa

1. bBab6enko, JI. K. Kpunrorpadpudeckas 3ammura nHGOpMAIHA: CHMMETPHIHOE ITU(PPOBAHKE.: YIeOHOE TocoOne st
By3oB / babenko JI. K., Umykoa E. A.. - Mocksa : IOpaiir, 2020. - 220 c. - ISBN 978-5-9916- 9244-1. -
URL:https://uraitru/book/kriptograftcheskaya-zaschita-informacii-simmetrichnoe-shifrovanie-452871. - Texcr :
3JIEKTPOHHBIH.

2. BBenenue B TEOpPETHKO-YHCIOBEIE METOBI KpUnITorpaduu : yaedHoe mocodue / M. M. I'myxos, U. A. Kpyrnos, A. b.
[Mukyp, A. B. Uepemymknun. — Cankr-IletepOypr : Jlans, 2022. — 400 c. — ISBN 978-5-8114- 1116-0. — TekcT : 251eKTpOHHBIH
// Jlaup : 3nmeKTpoHHO-OMOMHoTeuHas cuctema. — URL:https://e.lanbook.com/book/210746. — Pexum mocTyna: IUis aBTOPH3.
MOJIb30BaTeNEeH.

3. Huxudoposa, /1. ®. Kpumunanuctuueckre npodieMbl pacciieloBaHusI NPECTYIIIEHHH, COBEPILIEHHBIX C
ucronbp3oBaHueM kpunrorpaduueckux Bamot / JI. @. Huxudoposa ; FOpugmuecknii axynaprer; MUHHCTEPCTBO CEIBCKOTO
XO03sICTBa Poccuiickoii Ddenepanyu. - Kpacuonap : 6.u., 2019. - 79 c. -
URL:http://biblioclub.ru/index.php?page=book red&id=594174. - TekcT : 3MeKTPOHHBIH.

4. EpmakoBa, A. 0. Kpunrorpadgudeckne merons! 3amutel HHGopManuu : yueOHO-MeToandeckoe mocodue / A. FO.
EpmakoBa. — Mocksa : PTY MUPDA, 2021. — 172 ¢. — Tekcr : 31eKTpoHHBIHN // JIaHb : 2IeKTpOHHO-OMOIMOTEeTHAsS CUCTeEMA. —
URL :https://e.lanbook.com/book/176563. — Peskum gocTyma: Juist aBTOPH3. TIOJIb30BATENEH.

3.2.3 MeToanueckas JuTeparypa

1. IIpodeccroHanpHBINl MUK : METOAMYECKHE MaTepHANbl i OoOydarommxcs HampasieHus moarotoBku 10.02.05
"Ob6ecnieuenrne MHPOPMAITMOHHON 0€30MaCHOCTH aBTOMATH3MPOBaHHBIX cucTeM" / Ky30acckuii rocyapCTBEHHBIH TEXHUISCKUH
yuuBepcuteT uM. T. @. TopbauyeBa ; Kadenpa wmapopmanmonnoit 6ezomacHoctH, cocraButenu: E. B. Ilpoxomnenko, A. B.
Mengenes, A. I'. Kupenbepr. - Kemeposo : Ky3I'TV, 2020. - 290c.-
URL.:http://library.kuzstu.ru/meto.php?n=9964. - TekcT : 2I€KTPOHHBIIA.

3.2.4 UnTepHeT pecypcesbl

1. DUOC Ky3I'TV:
a) Onekrponnas oubnuoreka KysI'TY. - Tekcr: anekrponnsiii / Hayuno-texuuueckas oubnnorexka Kysbacckoro


https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-obespecheniya-476997
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-obespecheniya-476997
https://urait.ru/book/kriptograficheskaya-zaschita-informacii-simmetrichnoe-shifrovanie-452871
https://e.lanbook.com/book/210746
http://biblioclub.ru/index.php?page=book_red&id=594174
https://e.lanbook.com/book/176563
http://library.kuzstu.ru/meto.php?n=9964

rOCYIapCTBEHHOIO TeXHHYECKOTo YHUBepcuTeTa uM. T. @. T'opbauesa : caiit. - Kemeposo, 2001 - . - URL: https://elib.kuzstu.ru/ . -
TeKkcT: 211eKTPOHHBIH.

b) Topran.Kys['TY : ABromarusupoBanuas Mudopmarmonnas Cucrema (AUC) : [caiit] / Ky36acckuii rocynapcTBeHHbIH
TexHuueckuil yausepeutet uM. T. @. Topbauesa. - Kemeposo : Ky3I'TV, [6. 1.]. - URL: https://portal.kuzstu.ru/. - Pexxum noctymna:
JUISl aBTOPH3. TIOJIb30BAaTeNeH. - TeKCT: 3IeKTPOHHBIH.

C) DOnekrponnoe obyuenue : [caiit] / Kys6acckuii rocyapcTBeHHbIN TexHMYeCKHi yHuBepcuteT uM. T. @. 'opbauesa. -
Kemeposo : Ky3I['TV, [6. 1.]. - URL: https://el.kuzstu.ru/ . - Pesxum moctyma: aist apropus. monbk3osareneit Ky3['TVY. - Teker:
3JIEKTPOHHBIH.

2. ©OCTOIK Poccun : @enepanbHas ciyxk0a 0 TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO : opHIHANBHEIH caiit / DAY « THUNN
M[T3U ®CTIK Poccumny». - Mocksa, 2004 - . - URL: www.fstec.ru. - Tekct: 21eKTpOHHbIH.

3. SecurityLab.ru : nHGOpMaIHOHHBIH TOPTAT MO GE30MacHOCTH : callT. - Mocksa. - URL.: https://www.securitylab.ru/ . - Tekct:
3JIEKTPOHHBIN.

4. JlenaprameHt o6pa3oBanus Bomorojckoii o6macty : oduimanbHeii caiit. - Bonoraa. - URL: http://depobr.gov35.ru/ . - Tekcr:
3JIEKTPOHHBIN.

5. BIOMETRICS.RU : Poccuiickuii GHOMETpHICCKHI mopTan : caiT. - Mocksa, 2000 - . - URL: www.biometrics.ru . - TekcT:
3JIEKTPOHHBIN.

6. InformationSecurity/Mudopmarimornas 6e30macHoCTb : cailT. - Mocksa. - URL: http://www.itsec.ru. - TekcT: 271eKTpOHHBI.
7. eLIBRARY.RU : nayuHast a;eKkTpoHHas Oubnuoreka : cait. - Mocksa, 2000 - . - URL: https://elibrary.ru. - Pexxum nocrymna:
JUTS 3apETUCTPHUP. TTONIB30BaTeNeH. - TeKCT: SIeKTPOHHBIH.

8. TapaHnr. py : HHGOPMAIIMOHHO-IPABOBOM MOPTAaN : caldT. - Mocksa, 1990 - . - URL: https://www.garant.ru/ . - Tekcr:
3JIEKTPOHHBIH.

9. Koncynbrantllnioc : KOMIObIOTEpHAs CIIPABOYHO-TIPABOBasi CUCTeMa : caiiT. - Mocksa, 1992 - . - URL: www.consultant.ru .

- TeKcT: 3JIeKTpOHHBIH.

10. EauHOe OKHO J0CTYyMa K 00pa3oBaTeIbHBIM pecypcam : nHpopmalnonHas cuctema : caiit / ®I'AY T'HUU UTT «udopmukay
. - Mocksa, 2005 - . - URL: http://window.edu.ru/ . - TekcT: 3JeKTPOHHBIH.

11. Poccuiickoe oOpazoBanue. denepanbHblii 00paszoBaTebHbIi mopTain : caiit / ®I'AOY 1O LIPT'OIT u UT. - Mockaa, 2002 - .
- URL: www.edu.ru . - TeKkcT: 3IeKTpOHHBIH.

4. Opranusanys caMoCTOATeJbLHOI padoThl 00yUYaroLIuXcst

CamocTosTensHas padoTa 00y4aromuXcs OCYIIECTBIAETCS B 00beMe, YCTAHOBICHHOM B pa3/iesie 2 HaCTOSIIIeH IPOrpaMMBbl
JUCTIATUTHHBI (MOZYJIA).

Jlist caMoCTOsITeNbHOM paboThl 00YJaIOIIMXCSl IPELYyCMOTPEHBI ClICIIHaJIbHBIE TOMEIIEHNS, OCHAILIEHHBIC KOMITBIOTEPHOI
TEXHUKOH ¢ BO3MOKHOCTBIO TTOJKITIOUEHUS K HH(OPMAIIHOHHO-TEIEKOMMYHUKAITMOHHOH ceTH "MHTepHeT" ¢ o0ecrieueHneM
JIOCTYIA B 3JIEKTPOHHYI0 MH(OpMaMOHHO-00pa3zoBarenbHyto cpeny Kys['TVY.

6. Unble cBegeHus v (M1M) MaTepPHAJIbI

1. OOpa3zoBarenbHbIi MPOLECC OCYIIECTBISIETCS C UCIOJIB30BAHUEM KaK TPAAMIUOHHBIX, TAK U COBPEMEHHBIX MHTEPAKTHBHBIX
TexHosoruit. [Ipy kKoHTaKTHOMW paboTe Mearornueckoro paboTHUKA ¢ 00YYAIOIIUMHUCS IIPUMEHSIIOTCS CIIE/IYFOLIIE 3JIEMEHTBI
WHTEPaKTHUBHBIX TEXHOJIOTHIA:

- COBMECTHBIH pa30op MPOOIEMHBIX CUTYaIIHA;

- COBMECTHOE BBISIBJIICHHE IIPHYMHHO-CIIEICTBEHHBIX CBs3eH Bellel U COOBITHI, TPOUCXO/SIIMX B OBCETHEBHOW KU3HH, U UX
COIOCTABJICHUE C YUeOHBIM MaTEPHAJIOM.

2. TlpoBesneHHe rpyNIIOBHIX U MHAUBUAYaJIbHBIX KOHCYJIBTAIMH OCYIIECTBISIETCSI B COOTBETCTBHHM C PACIIMCAHHEM KOHCYJIbTAIIMH
10 TeMaM, 3asIBJICHHBIM B paboyel mporpaMme AUCUUIUIMHBL, B IIEPHUO]] OCBOSHHS IUCIUIUIMHEL U TIEpe MPOMEXyTOUHOMH
aTTecTalMel ¢ y4eTOM pe3yJIbTaToB TEKYIIEro KOHTPOJIS.
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