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1. O6mas xapakTepucTHKa padoyeii MporpaMMbl JHCHUILTHHBI

1.1 MecTo IUCHMIIJIMHBI B CTPYKTYpPe OCHOBHOI 00pa30BaTeIbHOM MPOrpaMMblI

VYuebnas aucuuiurHa «[IporpaMMHBIC U MporpaMMHO-aNIIapaTHEIE CPEACTBA 3aUUTHl HHHOPMALUI) ABISETCS 003aTEIbHOM
4acThi0 MPo(ecCHOHANFHOTO UKIIA OCHOBHOM 00pa3oBaTelbHOM nporpaMmMsel B cootBetcTBuH ¢ PI'OC mo cnennanbHOCTH
10.02.05 «O6ecnieuenue HHGHOPMAIIMOHHOM 6€30MMACHOCTH ABTOMATH3UPOBAHHBIX CHCTEM).

VYuebnast quciuiuinHa «IIporpaMMHbIe ¥ IPOrpaMMHO-aNNapaTHbIE CPEICTBA 3alIUThl HH(OopMaLm» obecrieunBaeT
(dopmupoBanue npodeccHoHANBHBIX 1 001uX KomneTeHuui B cootBeTcTBrU ¢ GI'OC no cnennansHoctu 10.02.05
«Obecneuenne NHOOPMALMOHHOM 0E€30MIACHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEMY.

1.2 Ileas u nIaHupyeMble pe3yJIbTAThI 0CBOEHHSI TUCIUILINHBI, COOTHECEHHBIE C MJIAHHPYEMBIMH pe3yJbTaTaMu
0CBOEHMS 00pa30BaTEILHOI NPOrPaMMBbI

OcBoeHNe QUCIUIUIMHBI HAIIPaBIIeHO Ha (HOpMUPOBAHHE:

00X KOMITETEHIIHA:

OK 01. BeiGupats criocoOsb! pemeHus 3a1a4 npoheccnoHanbHOM A TeTbHOCTH, IPUMEHHUTEIBHO K Pa3INUHBIM KOHTEKCTaM.
3HaTh: aKTyaJbHBII NPO(ECCHOHAIBHBIN U COLMAIBHBIA KOHTEKCT, B KOTOPOM IIPUXOIHUTCS pabOTaTh ¥ XKUTh; OCHOBHBIC
HCTOYHUKH HH(POPMALMH U PeCypChI I peLIeH:s 3a1a4 U mpodieM B Npo(heCCHOHABHOM H/UITH COLMATEHOM KOHTEKCTE;
YMeTb: pacno3HaBaTh 3a1a4y W/HiIH NpodlieMy B Mpo(ecCHOHATEHOM W/HIIM COLMATbHOM KOHTEKCTE;

OK 02. Ocy1ecTBsTh MOUCK, aHAIM3 M MHTepIpeTauio nHGopManny, He0oOX0IUMOM AJIs BBIOJIHEHHS 33/1a4
npo(hecCHOHAIBHON EITEIBHOCTH.

3HaTh: HOMEHKJIATYPY HH()OPMAIMOHHBIX HCTOYHUKOB MPUMEHSIEMBIX B IPO(ECCHOHATIBHON IeATeNbHOCTH; IPHEMbI
CTPYKTYypHpOBaHHs HHPOpMarun; GopMaT 0HOpPMICHHS pe3yIbTaTOB IIOMCKa HHPOPMALIUH;

VYMeTb: OnpeaeNiTh 3a1ady HoucKa HHGOPMAIUK; ONPeNelsITh He0OX0 UMbl HCTOYHUKH HHPOPMAIHH; IUIAHUPOBATh
NpOLECC MOMCKA; CTPYKTYPHPOBATh MOTydYaeMyto HHPOPMALIUIO; BBIISIATE HAaNOOIee 3HAYMMOe B IIepeyHe HHPOpMAaIHy;
OLICHUBATH NMPAKTUYECKYIO0 3HAYMMOCTh PE3yJIbTATOB MOUCKA; OQOPMIIATH PE3yIIbTAaThI TOUCKA;

OK 03. [TraHupOBaTh U pearTn30BBIBATh COOCTBEHHOE MPO(ECCHOHATHHOE H TMIHOCTHOE pPa3BUTHE.

3HaTh: BO3MOYKHBIC TPASKTOPHH MPOPECCHOHATBHOTO Pa3BUTHA U caMOOOpa30BaHUS;

YMeThb: BEICTpanBaTh TPACKTOPUH MPO(ECCHOHATHLHOTO 1 TMYHOCTHOTO Pa3BUTHS,

OK 04. PaboTaTh B KOJUIEKTHBE 1 KOMaH[E, 3PPEKTHBHO B3aUMOACUCTBOBATE C KOJIICTaMH, PYKOBOJCTBOM, KINCHTAMHU.
3HaTh: MICUXOJIOTHIO KOJUIEKTHBA; TICUXOJIOTHIO JITTHOCTH;

YMeTh: OpraHu30BBIBaTH pabOTy KOJIICKTHBA U KOMaH/IBI; B3aUMOACHCTBOBATE C KOJIETAaMH, PYKOBOICTBOM, KIFEHTAMH;

OK 09. Ucnonb30BaTh HHMOPMAIIMOHHBIE TEXHOJIOTHH B TIPO(PECCHOHANEHON ACATEIEHOCTH.

3HaTh: COBPEMEHHBIE CPEJCTBA M YCTPOHCTBA MH(POPMATH3AINH; TIOPSAAOK X IPUMEHEHHS ¥ IPOTrpaMMHOE 0OecriedeHue B
IpodeCCHOHANBHOMN NEeSITeNbHOCTH;

YMeTh: MPUMEHATH CPeACTBa MH(YOPMAMOHHBIX TEXHOJIOTHI IS peIIeHNs TPO(eCCHOHATIBHBIX 331a; NCTIOIb30BATh
COBPEMEHHOE TPOrpaMMHOE 00eCTICueHHE;

OK 10. [Tomp30Bathcs npodeccHoHaTsHON JOKYMEHTAINEH Ha TOCYJapCTBEHHOM W HHOCTPAHHOM SI3BIKE.

3HaTh: IpaBHJIa MOCTPOSHMS MPOCTHIX M CIOXKHBIX MPEATIOKEHHH Ha IPO(ecCHOHaIbHbBIE TEMBI; OCHOBHBIC
o0mmeynorpeduTenapHbIE TI1arois! (ObITOBast U MPodecCHOHANIbHAS JIEKCHKA); TEKCHUECKHMH MUHIUMYM, OTHOCSIIHHCS K
OTIMCAHUIO MIPEAMETOB, CPEACTB U MPOIECCOB MPO(HECCHOHATBHOMN AEATEIPHOCTH; 0COOCHHOCTH MIPOU3HOLICHUS; IIPaBHIIa
YTEHUS TEKCTOB MPO(EeCCHOHATIBHOI HAaNPaBICHHOCTH;

YMeTh: MOHUMATh OOIINIT CMBICI YETKO ITPOM3HECEHHBIX BBICKA3bIBAHUI Ha M3BECTHBIC TEMBI (TPOQECCHOHANBHBIE 1
OBITOBBIC), TOHUMATh TEKCTHI Ha 6a30BbIe MPOQECCHOHATBHBIE TEMBI; YIaCTBOBATH B THAJIOTaX HAa 3HAKOMBIE 00IIHe U
podeCcCHOHATIBHBIE TEMBI; CTPOUTH IIPOCTHIE BRICKA3bIBAHMUS O ce0e M 0 CBOEH MPO(eCCHOHANBHON ACSITENBHO CTH; KPaTKO
000CHOBBIBATh M OOBSICHUTH CBOM JIEMCTBHUS (TEKYIIUE U TUIAHIUPYEMBIE); IHCATh IIPOCTHIE CBA3HBIE COOONICHNS Ha 3HAKOMBIE
WA UHTEPECYIoIne MPo(hecCHOHATBHBIE TEMBI;

Ipo¢heCCHOHATIBHBIX KOMITETEHIIHIA:

[IK 2.1. OcymiecTBIATh YCTAaHOBKY M HACTPOHKY OTJCIBHBIX MPOrPAMMHBIX, IPOTPAMMHO-AMIIapATHRIX CPEICTB 3aIUTHI
nHpOPMAaLNH.

3HaTh: 0COOEHHOCTH H CITOCOOBI MPUMEHEHHS MPOTPAMMHBIX M IPOTPAMMHO-AIIapaTHBIX CPEACTB 3aIIUTH HHPOPMAIU, B
TOM 4YHCJIe, B ONIEPAIlMOHHBIX CHCTEMaX, KOMITBIOTEPHBIX CETAX, 0a3ax TaHHBIX; Y METh: YCTaHABIHBATH, HACTPAUBATH,
MIPUMEHSTH IPOTPAMMHBIE ¥ IPOTPaMMHO-aNIapaTHBIE CPEICTBA 3alUTHl HH(popManny; IMeTh IpakTHYECKHUil OTBIT:
YCTaHOBKH, HACTPOHKH MPOTPAMMHBIX CPEJICTB 3aLTUTH HH(POPMAINK B aBTOMATH3NPOBAHHOM CHCTEME;

[IK 2.2. ObecneunBaTh 3aMUTy HHHOPMAIIMH B aBTOMATH3HPOBAHHBIX CUCTEMAaX OT/JCIBHBIMU IIPOTPaMMHBIMH, IPOTPAMMHO
- annapaTHBIMU CPEICTBAMH.

3HaTh: 0COOEHHOCTH ¥ CIIOCOOBI IPUMEHEHHMS IIPOrPaMMHBIX ¥ IPOTrPaMMHO-AINAPATHBIX CPEJCTB 3alIUThl HHHOPMALIH B
OTIEPALIMOHHBIX CHCTEMaX; 0COOCHHOCTH ¥ CHIOCOOBI IPUMEHEHHMS IIPOrPaMMHBIX M IPOTPaMMHO-aNIapaTHEIX CPEJCTB
3aIIUTHl HHPOPMAIMU B KOMITBIOTEPHBIX CETAX, 0a3aX JaHHBIX; YMETh: YCTaHaBIMBATh U HACTPaUBATh CPE/ICTBA
AQHTUBHPYCHOM 3aIINTHI B COOTBETCTBHH C NPEABSIBIIICMBIMU TPEOOBAaHUSMHE; yCTaHABINBATh, HACTPANBATh, IPUMEHSThH
IIpOrpaMMHBIE M IPOrpPaMMHO-aIIapaTHbIe CPECTBA 3alUThI HHpOpMayy; FIMeTh NpakTHYECKHUii ONBIT: 0OeCcTIeYeH s
3aIUThl aBTOHOMHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM MPOTPAMMHBIMU U IPOTrPAMMHO-aNNapaTHBIMU CPEACTBAMUY;
HCIIONIb30BAaHMS IIPOTPAaMMHBIX U IIPOTrPaMMHO-alIapaTHEIX CPEACTB JUIS 3aIUThl HHpOpMaLuy B CETH;

[IK 2.3. OcymiecTBisATh TeCTHPOBaHUE (DYHKLMH OTAEIBHBIX MPOrPAMMHBIX U IIPOTPAMMHO-AIIIAPATHBIX CPEJICTB 3aIUThHI



nHpOpMAITUH.

3HaTh: METObI TECTUPOBaHMS (PYHKIHMI OTAENBHBIX IPOTPAMMHBIX U IPOrPaMMHO-AIIIAPATHEIX CPEICTB 3aIUThI
nHpOpMAaINH;, YMETh: TUATHOCTHPOBATH, YCTPAHITH OTKA3bl, 00ecIeunBaTh paboTOCIIOCOOHOCTE U TECTHPOBATH (DYHKIIUU
MPOrPaMMHO-AIIAPATHBIX CPEACTB 3alMUTh HHpOpMauy; MIMeTh IpaKTHYECKHUI OIBIT: TECTUPOBAHUS (DYHKLUH,
JIMarHOCTHKH, YCTPaHEHHsI OTKa30B M BOCCTAHOBJIEHUs pa00TOCIIOCOOHOCTH MPOrPaMMHBIX M IPOTPAMMHO -aIapaTHBIX
CpPE/CTB 3aIUTH HHPOPMAINK;

[K 2.4. OcymiecTBasaTh 00pabOTKy, XpaHEHUE U Nepeavy HHPOPMaIUH OrpaHHYSHHOTO JIOCTYIA.

3HaTh: 0OCOOCHHOCTH M CIIOCOOBI MPUMEHEHHUS! IPOrPaMMHBIX M IPOIPaMMHO-ANNapaTHBIX CPEJCTB 3alUThl HHYOPMALNH, B
TOM YHCJIE, B ONIEPALHOHHBIX CUCTEMAaX, KOMIIBIOTEPHBIX CETAX, 0a3aX JaHHBIX; 0COOCHHOCTH U CIIOCOOBI IPUMEHEHHS
MPOTPAaMMHBIX U ITPOTPaMMHO-aNNapaTHBIX CPEJCTB 3alUThl HHYOPMALIMH B KOMIIBIOTEPHBIX CETSX, 0a3ax JaHHBIX; TUIIOBbIE
MOJICIIH YIIPABJICHHS IOCTYIIOM, CPEZCTB, METOJIOB ¥ MIPOTOKOJIOB UACHTU(DUKALINY U ayTEHTU(HKALUH; OCHOBHBIC TIOHATHS
KpHNTOTPa(UH U TUTIOBBIX KPUITOTPA(QUIECKUX METOIOB U CPEICTB 3aMIUTHl HHYOPMALUH; Y METh: IPUMEHSITh IPOrPaMMHBIC
Y IIPOTPaMMHO-aNIapaTHBIE CPEICTBA I 3aIUTHI HHpOpManuy B 6a3aX AaHHBIX; TPOBEPSATH BHIIOIHEHUE TPEOOBAHUI 11O
3amuTe nHpOpManN OT HECAaHKIIMOHUPOBAHHOTO AOCTYTIA TIPH aTTECTallni 0OBEKTOB HHPOPMATH3ALMH 1TO0 TPEOOBAHUIM
6e3omacHOCTH HH(POPMAIUHY; IPUMEHITh MAaTEMaTHIECKUH anmapaT IS BHITOJIHEHUS KpUNTOrpadguieckux npeodpazoBanHuii;
WCIIONIb30BaTh THITOBBIE IPOTPaMMHBIC KPUNITOrpauIecKue CPEeACTBa, B TOM YHCIIE 3JIEKTPOHHYIO OAIHUCE; MIMeTh
MpaKTHIECKU ONBIT: pemenus 3a1ad 3anmtsl oT HCJl k mH(OpManuy orpaHi4eHHOTO JOCTYTIA ¢ IOMOIIBIO TPOTPAMMHBIX H
MPOrPaMMHO-AIIAPATHBIX CPEACTB 3alMThl HHPOPMaIMY; TPUMEHEHUs! JJIEKTPOHHOH MOINCH; TPUMEHEHNSI CHMMETPUYHBIX
Y aCUMMETPHYHBIX KPUNTOrpapUIECKUX allTOPUTMOB; UCIIOJIb30BAHMS CPEJCTB IIU(PPOBAHUS JaHHBIX;

[1K 2.5. YHnuToX)aTh MHPOPMAIHMIO M HOCUTENN HH(POPMAIMHU C UCTIOIb30BaHUEM ITPOTPAMMHBIX U IPOIPaMMHO -aIapaTHBIX
CpEICTB.

3HaTh: OCOOCHHOCTH M CIIOCOOBI MPUMEHEHHS! IPOIPAMMHBIX CPEJICTB M T'ApaHTHPOBAHHOTO YHUUTOXKEHHS HH(DOpMaLuy;
0COOCHHOCTH M CIIOCOOBI TPUMEHEHHMS alliapaTHBIX CPEACTB rapaHTUPOBAHHOTO YHUUYTOXKEHHS HHDOPMALUH; Y METh:
MPUMEHSTH CPEICTBA TaPaHTHPOBAHHOTO YHUYTOXKEHUSI MH(POPMAIMKU; BEIOUpATh CPENICTBA TaPaHTUPOBAHHOTO YHUYTOKEHUS
uHpOopManuy; MIMeTh MpaKTHYECKHH OMBIT: y4éTa, 00paOOTKH, HHPOPMALIMH, ISl KOTOPOH YCTAaHOBJICH PEXKUM
KOH(HICHINATBHOCTH; XpPaHSHU U Niepeayr HHPOpMaLHH, Uil KOTOPOH YCTaHOBJIEH PEXKUM KOH(PHICHINATBHOCTH;

[IK 2.6. OcymmecTBIsTh pEruCTPALMIO OCHOBHBIX COOBITHII B aBTOMAaTH3MPOBAHHBIX (MH(OPMAIMOHHBIX) CHCTEMAaX, B TOM
YHCIIe C UCTIONB30BAHUEM ITPOTPAMMHBIX M IIPOTPaMMHO-aIIapaTHBIX CPEACTB 0OHAPYKEHUS, TPy PEXCHUS 1
JUKBUJALIUH MOCIEICTBUM KOMIBIOTEPHBIX aTaK.

3HaTh: THIIOBBIE CPEJICTBA M METO/IBI BEJICHNUS ayINTA, CPEACTB U CIIOCOOO0B 3aIUTH HH(OPMANH B JIOKAJIBHBIX
BBIUUCIIUTEIBHBIX CETAX, CPEJCTB 3aLIUTHI OT HECAHKIIMOHUPOBAHHOI'O 0CTYyMNa; YMETh: yCTaHAaBIUBATh, HACTPAaUBaTh,
MPUMEHSTH IPOrpaMMHBIE U IIPOrpaMMHO-aIIapaTHbIe CPEACTBA 3aUTH HHPOPMAIINHU; OCYIIECTBIATH MOHUTOPHHT U
PETUCTpaNHIO CBEACHNUI, HEOOXOAUMBIX IS 3aIIUTHl 00BEKTOB HH(POPMATH3AINH, B TOM YHCIIE C UCIIOJIB30BaHUEM
MPOTPAMMHBIX M IPOTPaMMHO-ANIAPATHRIX CPEACTB OOHAPYKEHUS, IPEIYNPEKACHNS U JTUKBUIAIINH [TOCTIEICTBIH
KOMIIBIOTEPHBIX aTak; VIMeTh MPaKTU9IeCKUi OIBIT: pabOTHI C MOJICHCTEMaMH PETUCTPAIIUU COOBITHI; BBIABIICHHUS COOBITHH U
MHIUJCHTOB 0€30MacCHOCTH B aBTOMaTH3UPOBAHHON CHCTEME;

B pe3yabTaTe 0cBOeHUS IMCHMILIMHBI 00y4YaloOUIUiicsl B 0011eM MO AMCHUTIMHE T0JIKEeH

3HaTb:

- aKTyanbHBIH MPo(ecCHOHANBHBIN U CONMANBHBIA KOHTEKCT, B KOTOPOM MPHXOIUTCS paboTaTh U KUTh; OCHOBHBIE
MCTOYHUKN HH()OPMAIIH U PECypCHI I PeIeHNS 3a7a4 B IpobJieM B IPOo(PeCcCHOHATEHOM W/HIIN COITMAIbHOM KOHTEKCTE;

- HOMEHKJIaTypy MH(OPMAIIMOHHBIX HCTOYHHKOB IIPUMEHSEMBIX B MPOGECCHOHATIBHON IESITENbHOCTH; IPHEMBI
CTPYKTYpHpOBaHus HHPopMaruu; Gpopmar ohopmIIeHUs pe3ysIbTaTOB IOMCKAa HH)OPMALIUH;

- BO3MOJKHBIE TPAEKTOPHH IPO(YECCHOHATBLHOTO PA3BUTHS U CaMOOOPa30BaHMS;

- ICHUXOJIOTHIO KOJJIEKTUBA; ICUXOJIOTUIO INYHOCTY;

- COBpEMEHHBIE CPEJICTBA M YCTPOHCTBAa MH(OPMATH3ALIMK; OPSIOK MX MPUMEHEHHS ¥ IIPOrpaMMHOE 00ecrieyeHnE B
npodeccHoHaTBLHON AesITeIbHOCTH;

- TpaBmIa MOCTPOSHUS MMPOCTHIX M CIIOXKHBIX HPEIOKEHUH Ha PO eCCHOHATIBHBIE TEMBI; OCHOBHBIE 00IIEyTIOTPEOUTENEHEIE
riaronsl (OBITOBas U PO eCCHOHATbHAS JIEKCHKA); IEKCHIECKUH MUHUMYM, OTHOCSIIIUICS K OIIMCAHHUIO TPEIMETOB, CPENICTB
1 TIPOIIECCOB MPO(PECCHOHANBHON AEATENbHOCTH; 0COOSHHOCTH IIPOM3HOIICHNUS; TIPaBIJIa YTCHHUS TEKCTOB MPO(eCcCHOHATBHON
HaIpaBJIeHHOCTH;

- 0COOEHHOCTH M CIIOCOOBI IIPUMEHEHUSI POTPAaMMHBIX U TPOTPAMMHO-AIIAPATHBIX CPEJICTB 3aIIUTHI HH(pOpManny, B TOM
YHCIIe, B ONIEPALIMOHHBIX CHCTEMaX, KOMITBIOTEPHBIX CETsIX, 0a3aX JaHHbIX;

- 0COOEHHOCTH M CIIOCOOBI MPUMEHEHHSI IPOTPAaMMHBIX U ITPOTrPaMMHO-aNIIapaTHBIX CPEJCTB 3alUThl HHQOpMaLUK B
OIEPAIIMOHHBIX CHCTEMAX; OCOOCHHOCTH M CIIOCOOBI IPUMEHEHHS! IIPOrPaMMHBIX M IPOTPaMMHO-aIINAPaTHBIX CPECTB 3alUThI
nH(opMaLuK B KOMIBIOTEPHBIX CETsX, 0a3aX JaHHBIX;

- METOAbl TECCTUPOBAHUSL Q)yHKHI/Iﬁ OTACJIbHBIX MPOrPaAMMHBIX U IPOTrPAMMHO-ANIAPATHBIX CPEACTB 3aIUThI I/IH(l)OpMaHI/II/I;
- 0COOEHHOCTH U CIOCOOBI MNPUMECHCHUSA MPOTPAaMMHBIX U IPOrpaMMHO-aIIapaTHbIX CPECACTB 3allIUThI I/IH(l)OpMaHI/II/I, B TOM 4UCIJIC,
B OIICPALMOHHBIX CUCTEMAX, KOMIBIOTCPHBIX CCTAX, bazax JaHHBbIX OCOOEHHOCTH U CIIOCOOBI NPUMCHCHUSA MTPOTrPaMMHBIX U



MIPOrPaMMHO-AMIAPATHBIX CPEACTB 3aIUTHI MHHOPMAIIK B KOMIIBIOTEPHBIX CETAX, 0a3axX MaHHBIX; THIIOBBIC MOJCIH YIIPaBICHUS
IIOCTYTIOM, CPEICTB, METOIOB M IIPOTOKOJIOB MACHTHU(HUKAIINY M ayTEeHTH(PHUKAINN; OCHOBHBIC TIOHATHA KPUITOTPa(UK M THIOBBIX
KpUNTOTpaQpUIECKUX METOIOB U CPEACTB 3aIIUTH MH(POPMAITUH;

- 0COOCHHOCTH U CTIOCOOBI MPUMEHEHHUSI TPOTPAMMHBIX CPEJICTB M TAPAHTUPOBAHHOTO YHHUTOXKCHUS UH(POPMAITUH, OCOOCHHOCTH H
CcrocoObl MPUMEHEHHUS aNMapaTHBIX CPEICTB FapaHTHPOBAHHOTO YHUYTOKEHHS HHPOPMAIIUY;

- THIOBBIC CPEICTBA M METOIBI BEICHUSI ayTUTa, CPEACTB U CIIOCOOOB 3aIUTH HH)OPMAIIMH B JIOKAIBHBIX BHIYACITHTEILHBIX
CEeTSIX, CPENICTB 3aLIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

YMeTs:

- pacmo3HaBaTh 33Jauy U/Wid IpodaeMy B MPoGeCCHOHATBHOM H/WITH COITUATLHOM KOHTEKCTE;

- OIpEeNeNsATh 3a/Ia4H MONCKa MH(POPMAIIH; OTIPeeNATh He0OX0MMbIe HCTOYHUKH HH(POPMALINH; ITIAHUPOBAThH MIPOIIeCcC TIONCKA,;
CTPYKTYPHPOBATH MOTydaeMyI0 HH()OPMAITHIO; BELACIATH HanOoJee 3HaYMMOE B TIepevHe MH()OPMAITHH; OIICHUBATH MTPAKTUIECKYIO
3HaYMMOCTD PE3YJIbTAaTOB IIOMCKA; 0(OPMIIATE Pe3yNIbTAaThl TIOMCKA;

- BBICTPaMBATh TPACKTOPHUH MPOPECCHOHATHHOTO W IMIHOCTHOTO Pa3BUTHS,

- OpraHM30BHIBATH PA0OTY KOJUICKTHBA 1 KOMAH/IBL, B3aNMOIEHCTBOBATh C KOJUIETAMHU, PyKOBOJICTBOM, KIINEHTAMHU;

- TPUMEHSTH CpeAcTBa MH(POPMAITMOHHBIX TEXHOJIOTHHA IS peIIeHus MPo(eCCHOHATBHBIX 3aa4; NCTI0Ih30BaTh COBPEMEHHOE
pOrpaMMHOE 00eCIeYCHHE;

- TOHUMATH OOIIUI CMBICT YETKO MPOU3HECCHHBIX BBICKA3bIBAHHI HA M3BECTHBIC TEMBbI (IIPO(ECCHOHATBHBIC H OBITOBEIC),
MMOHUMATh TEKCTHI Ha 0a30BbIe MPOQPECCHOHANBHBIC TEMBI; YYaCTBOBAThH B THAJIOTaX HAa 3HAKOMBIE 00IIUe U MPO(eCCHOHANb HBIE
TEMBI; CTPOUTH MPOCTHIC BHICKA3BIBAHUS O ceOe M 0 CBOCH MPOoeCCHOHATIBHOM NEATeIbHOCTH; KPATKO 00OCHOBBIBATh U OOBICHUTH
CBOHM JICUCTBUS (TEKYIIHE U INIAHUPYEMBIC); MUCATh MPOCTHIC CBA3HBIC COOOIICHUS Ha 3HAKOMBIC MITH HHTEPECYIOIIUE
po¢eCCHOHATHHEIC TEMBI;

- YCTaHaBJIHBATh, HACTPAUBATh, IPUMEHSITH IPOTPAMMHBIC H IIPOTPAMMHO-AIMAPATHBIE CPEICTBA 3alIUTHl HH(POPMAIIHH;

- YCTaHABJIMBATh M HACTPAMBAThH CPEACTBA AHTUBUPYCHOM 3alIUTHI B COOTBETCTBUH C TPEABSIBISIEMBIMH TPEOOBAHHUSIMU;
YCTaHABJIHNBATh, HACTPANBATh, IPUMEHATH MPOTPAMMHBIC U ITPOrPaMMHO-AIMApaTHEIC CPEICTBA 3alIUTH HHPOPMALINY;

- IMarHOCTHPOBATh, YCTPAHATH OTKA3bl, 00ECIIEYNBATE pAOOTOCIOCOOHOCTh U TECTUPOBATH (DYHKIIMU IIPOTPAMMHO - allllapaTHBIX
CPEICTB 3alIUTH HHPOPMALINH;

- TOPUMEHSTH IPOTPAMMHBIC ¥ ITPOrPAMMHO-AMIAPaTHBIC CPSICTBA JIs 3aIIUTHl HHPOPMAIIUH B 6a3aX JaHHBIX; IPOBEPSATH
BBIMOJIHEHHE TPEOOBAHUIA M0 3anuTe HHOOPMAIMK OT HECAHKIIMOHUPOBAHHOTO TOCTYTIA MPH aTTeCTAI[UH O0BEKTOB
HHPOPMATU3AIUH 10 TPEOOBAHUSIM 0E30MACHOCTH HHPOPMALIUH; MPUMEHATH MATEMATHICCKUN annapar sl BHIITIOTHEHUS
Kpunrorpapuyeckux npeodpa3oBaHUi; HCIOIH30BATh THIIOBBIC IPOTPAMMHBIC KPUNITOrpadhUUECKUE CPEICTBA, B TOM YHUCIIE
3JIEKTPOHHYO MOJIHUCH;

- TNPHUMEHSTh CPEACTBA FAPaHTUPOBAHHOTO YHUUTOKEHUS WH(OPMAIINHY; BEIOUPATh CPEICTBA FApaHTUPOBAHHOTO YHUUTOKECHHUS
HHPOPMALINY;

- yCTaHaBIUBaTbh, HACTPAUBATH, IPUMEHATH IIPOTPAMMHEIEC U IIPOTPaMMHO-aNIIapaTHBIC CPEACTBA 3AIIUTH HH()OPMAITHH;
OCYIIECTBISITh MOHIUTOPUHT U PETUCTPAIINIO CBEICHUH, HEOOXOAUMBIX IS 3alIUTHI 00BEKTOB MH()OPMATH3AINH, B TOM YHCIIE C
HCTIOJIB30BaHUEM MIPOTPAMMHBIX H IIPOTPAMMHO-AIMAPATHBIX CPEACTB O0OHAPYKEHHS, IPEAYIPEKICHIS U INKBAIAIINN
MOCTICICTBUIA KOMITBIOTEPHBIX aTakK;

NMeTps npakTHYECKUN OMBIT:

- YCTaHOBKH, HACTPOMKH MPOTPAMMHBIX CPEJCTB 3aIIUThHI HH(HOPMAIIMY B aBTOMATU3UPOBAHHOW CUCTEME;

- oOecreyeHws 3aIUTh ABTOHOMHBIX aBTOMATH3UPOBAHHBIX CUCTEM MPOTPaMMHBIMH U MTPOTPaMMHO -allapaTHBIMU CPEJICTBAMU;
HCTIOJIb30BAHUS MPOrPAMMHBIX U MPOrPAMMHO-AMIAPATHBIX CPEICTB IS 3AIIUTHl HH()OPMAIUH B CETH;

- TeCTHUpOBaHUS QYHKIHH, TUATHOCTHKH, YCTPAHEHHUS OTKa30B M BOCCTAHOBIEHHS pabOTOCTIOCOOHOCTH MPOTPaMMHBIX U
MIPOrPaMMHO-AMIAPATHBIX CPEACTB 3aIUTHI HHPOPMAIINH;

- pemenus 3aaa4 3amuthl 0T HC/I k nH(pOpMay OrpaHIYEHHOTO OCTYIIA C TOMOIIBI0 IPOTPAMMHBIX H IPOTPAMMHO -
amnmapaTHBIX CPEJICTB 3aIMUTHI HH()OPMAIII;, TPUMEHEHHUS IICKTPOHHON MOIIUCH; TPUMEHEHUS CHMMETPUYHBIX H ACUMMETPUIHBIX
KpUNTOTpapUIECKUX aIrOPUTMOB; UCTIOL30BAHUS CPEICTB MH(PPOBAHUS TaHHBIX;

- yuéra, 00paboTKH, HHPOPMALIUY, I KOTOPOH YCTAHOBJIICH PEKUM KOH(PHUICHIINATHHOCTH; XpPAaHSHUS U Tiepeaydl HHPOpMAIIHH,
U KOTOPO# YCTaHOBIICH PEKUM KOH(PUICHITNATHHOCTH;

- paboTHI C MOJICUCTEMAMU PETUCTPAIIMY COOBITHIA; BBISBICHHS COOBITUI U WHITHICHTOB 0€30IIaCHOCTH B aBTOMaTU3UPOBAHHOM
CHCTEME;

2. CTpyKTypa H colep:KaHue AUCIHUTLIHHbI

2.1 O0beM AUCUMILIMHLI U BUALI V4eOHOH padoThl

KoandecTBo yacoB
oD 3D 03d

®opma 00yuyeHHUs

Kypc 3/ Cemectp 6

O0BbeM TUCHHUIIHHBI 114

B TOM 4HUCJIC:

exyuu, ypoxu 46




KoanyecTBo yacoB
®opma 00ydeHUst
oo 30 030
iabopamopuvie pabomuol
npaxmuueckue 3aHAMuUs 54
Koncynpranum
CamocTosTenpHas pabora 14
TIpoMexyTOoUHas aTTecTalus
MuauBHayanbHOE IPOSKTHPOBAHUE
DopMa NPOMEKYTOYHOM aTTecTAlMU
Kypc 4 / Cemectp 7
O0BbeM TUCHUIIINHBI 162
B TOM YHCJIC:
exyuu, ypoxKu 38
iabopamopuvie pabomul
npakmuueckue 3aHAmMus 60
Kypcogoe npoexmuposanue 30
KoHcynpranuu 10
CamocTosTenpHas pabora 24
[IpoMe)kyTOUHAs aTTeCcTaIs
MHauBHayanbHOE IPOCKTHPOBAHUE
DopmMa IPOMEKYTOYHOM aTTecCTALMU KII
2.2 TeMaTH4YeCKHUH IVIAH U COJEP/KAHNE AMCIMILINHBI
HaumeHoBaHue ConepxkaHue y4eOHOro MaTepuaa u GopMbI OPraHU3AIMM JeATETbHOCTH O0beM B
pa3aesioB H TeM 00yJaroImuXcs Jacax

Paznen 1. OcHOBHBIE IPHUHIMITBI IPOIPAMMHOM 1 MPOTPaMMHO-AIIAPATHOH 33U Thl HH(OPMAIHH

Tewma 1.1. [Tpeamer ¥ 3a1auu IPOrpaMMHO-aNIIaAPaTHON 3aIIATHI HHPOPMAITHHI

Jlexun

Jlexmust 1.1.1 Tpeamet u 3aja9u porpaMMHO-aIIIapaTHON 3aIUTHl HHPOPMAIIUH.
OCHOBHBIE MOHATHS MPOTPaMMHO-aITapaTHON 3amuTel HHpopmannu. Kinaccudukamms
METOJIOB M CPEACTB MPOTPaAMMHO-ANIAPATHOHN 3aINThl HHPOPMAIUU

Tema 1.2. CrangapTsl 6€3011aCHOCTH

Jlexn

Jlexust 1.2.1. HopMaTHBHBIE TPaBOBBIE aKThl, HOPMATUBHbBIE METOAUUYECKHE JOKYMEHTHI, B
COCTaB KOTOPBIX BXOJAT TPEOOBAaHUS N PEKOMEHAALUH 110 3al[iTe HHPOPMaIUU
[IPOTPaMMHBIMH M ITPOTPaMMHO-AIMapaTHBIMU cpeacTBaMu. [Ipodunn 3amuTs
[TPOTPAaMMHBIX H [IPOTPAMMHO-AIIIAPaTHBIX CPEACTB (MEKCETEBBIX IKPAHOB, CPEJICTB
KOHTPOJISI CheMHBIX MAIIMHHBIX HOCUTEIEeH HHPOPMAIINH, CPECTB TOBEPEHHOM 3arpy3KHy,
CpPEICTB aHTHBHUPYCHOH 3aIUTHI)

ekt 1.2.2. CtargapTsl o 3amuTe nHGOPMALNH, B COCTaB KOTOPBIX BXOJIAT TPeOOBaHUS
1 pEKOMEHAIUH 110 3alIiuTe HHPOPMALMU TPOTPAMMHBIMHU M TIPOTPaMMHO-aIlapaTHBIMU
cpeacTBaMu.

HpaKTI/I‘ICCKI/IC 3aHATHA

[Tpaktudeckoe 3ansatue 1.2.1. O630p HOPMATHBHBIX MTPABOBBIX AKTOB, HOPMATHUBHBIX
METOIMYECKHX JOKYMEHTOB I10 3aIlnuTe HH)OPMALMH, B COCTaB KOTOPBIX BXOIST
TpeOoBaHuUs U PEKOMEH/IAINH T10 3aIIUTe HHOPMALMH IIPOrPAMMHBIME U IPOTPAMMHO-
anmapaTHBIMU cpesicTBamMu. PaboTa ¢ coiepkaHueM HOPMATHUBHBIX NMPABOBBIX aKTOB.

[Tpaktuaeckoe 3anasaTue 1.2.2. O630p crangapToB. PaboTa ¢ conepkaHueM CTaHIapTOB

Tema 1.3. 3amunienHas aBToMaTU3UPOBAaHHAs CHCTEMA




ek

JTexmust 1.3.1. ABromaru3sanst mporecca 00padboTku napopmarmu , [lonstue
ABTOMATH3UPOBAHHOU cHCTeMbI. , OCOOCHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM B
BalMIIEHHOM UCTIOTHeHUH., OcHOBHBIE BUABI AC B 3alIMIIIEHHOM UCIIOJIHEHUH., MeTOo bl
co3maHms 0e30MacHBIX CUCTEM, MeTO0TI0THS IPOSKTHPOBAHUS TapaHTHPOBAHHO
samumeHHbx KC, JIuckpermmonHbpie MoAei, MaHaaTHbIC MOJCITH

[IpakTHyeckue 3aHsATUs

[IpakTudeckoe 3anarue 1.3.1. Yuer, 00paboTka, XpaHeHUE U Niepeaada nHPOpMAIUU B
AVC, OrpanndeHne JoCcTyIa Ha BXOJT B CUCTEMY., VIIeHTUDUKAIINS U ay TS HTUPUKAITAS
nosnp3oBareneil, Pasrpannyenue gocryrma.

[Tpaktudeckoe 3aasatue 1.3.2. Peructpanus coObrtwii (ayauT)., KOHTpOIIb 11EIOCTHOCTH
TaHHBIX, Y HUUTOXCHHE OCTATOYHOH MH(OpMaIvH.

[Tpaktudeckoe 3ansatue 1.3.3. Ypasnenue moantukoi 6esonacHocty. [1labmoHb
6e3zomacHocty, Kpunrorpapudeckas 3amura. O630p nporpamm mupoBaHUs JaHHBIX,
Ynpasnernne monutikol 6e3onacHocTy. [l1abmoHbr 6e30macHOCTH

Tema 1.4. JlecTaOMIIM3HpYIOIIee BO3CHCTBHE HA 00BEKTHI 3aIIUTHI

Jlexun

Jlekrwst 1.4.1. McTouyHuKH AeCTaOMIM3UPYIONIETO BO3ICHCTBUS HA O0BEKTHI 3aIUTHI.
CriocoObl Bo3/iciicTBUS Ha HHPOpMaIuio. [I[pHUHHBI U yCIOBUSA AeCTaA0MIA3UPYIOIIETO
BO3ICHCTBUS Ha MH(POPMAITHIO

[IpakTHuecKue 3aHsITHs

[IpakTudeckoe 3ansatue 1.4.1.Pacnpenenenre KaHaIOB B COOTBETCTBUU C HCTOUHUKAMHU
Bo3/ieiicTBYSI HA HH(OpMaLIUIO

Tema 1.5. [IpuHIMIBI TPOrpaMMHO-aNNapaTHOHN 3aIMThl HHPOPMAIMU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

Jlexun

Jlexrmst 1.5.1. TToHsTHE HECAaHKIITMOHUPOBAHHOTO AOCTYyMA K nH(popMaruu. OCHOBHEIC
o IXoAb! K 3amute nHpopmanuu ot HC

Jlexkums 1.5.2. Opranuszanust qoctyna K ¢aiinam, KOHTPOJIb JOCTYIa U pa3rpaHU4YeHHe
T0CTyIIa, HEPapXUUECKUil TOCTyM K ¢aitnam. Oukcanus noctyna K ¢aitnam. JlocTym K
JTaHHBIM CO CTOPOHBI TIpolecca

Jlexrwst 1.5.3. OcobeHHOCTH 3alMTH JaHHBIX OT u3MeHeHus. [lludposanue.

[IpakTHuecKue 3aHsITHs

[Tpaktudeckoe 3ansarue 1.5.1. Opraamzanms noctyna K dainam

[TpaxTrueckoe 3anarue 1.5.2. O3HaAKOMIIEHHE ¢ COBPEMEHHBIMHU MPOrPaMMHBIMH 1
[IpOrpaMMHO-aNmapaTHBIMU cpeacTBamu 3amuthl oT HCJL

CamocrosiTenpHas paboTa

Cucremarnyeckas IpopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHOH 1 criennaibHON
TeXHIYECKOH InTepaTypsl (110 BoIpocaM K naparpadam, riiaBaM ydeOHbBIX IT0COOunH,
coCcTaBIICHHBIM NpenoaaBateneM). [ToaroToBka kK mpakTHUECKUM padboTam ¢
HCTIOIb30BaHHEM METOAMYECKIX PEKOMEHIANNH pernoaaBaTens, ohopMiIeHne
[IPAKTUIECKUX paboT, OTIETOB K MX 3aIIHUTE.

Pazmen 2. 3amuTa aBTOHOMHBIX aBTOMATH3UPOBAHHBIX CHCTEM

Tema 2.1. OCHOBEI 3alIUThI ABTOHOMHBIX aBTOMATU3UPOBAHHBIX CUCTEM

Jlexn

Jlexmmst 2.1.1. Pabora aproHoMHO# AC B 3amuiieHHOM pexxume. AsroputM 3arpy3ku OC.
[lItaTHbBIE CpeacTBa 3aMblkaHus cpeabl. Pacmupenue BIOS kak cpencTtBo 3aMbIkaHUs
porpaMMHOi cpefsl. CucTeMbl TUIIA DNEKTPOHHBIN 3aMOK. O3 ¢ IPOBEPKON LIETOCTHOCTH
nporpamMMuoi cpeapl. [lorstne AMJI3 (moBepenHas 3arpyska). [[pumeHeHre 3aKIaI0K,
HaNpaBJICHHBIX Ha CHIKEHHE 3(P()EKTHBHOCTH CPEACTB, 3aMBIKAIOIINX CPELY.

Tema 2.2.3amura nporpaMM oT U3y4eHUs

Jlexiun




Jlexuns 2.2.1. U3yyenue u ooparnoe npoekruposanue [10. Crioco6s! nzyuenus I10:
CTaTHYecKoe U TUHAMHYECKOE N3yUYeHHUE. 3a/1a4H 3alIUThl OT U3yUEHHUS U CIIOCOOBI MX
penIeHus. 3anuTa OT OTJIAIKH. 3alrTa OT IU3acCeMOTMPOBaHMS. 3alInuTa OT TPACCUPOBKH
[0 IPEPHIBAHUSIM.

Tewma 2.3. BpenoHoCHOE porpaMMHOE 00eCTIeUCHHE

Jlexun

Jlexmus 2.3.1 BpenoHocHoe mporpaMMHOe oOecTiedeHre Kak 0COOBIN BHJT pa3pyIaroIux
BoznekicTBui. Kitaccupukamnusi BpeJOHOCHOTO MTPOrpaMMHOTO obecrieueHus. Cxema
3apaxxenust. CpeactBa HeWtpanu3armu BpenonocHoro [10. Ipodunaktika 3apakeHus.
[Touck cnenoB aktuBHOCTH BpenoHocHoro [10. Peectp Windows. OcHOBHBIE BETKH,
coneprkaie nHopmanuro o BpegoHocHoM [10. JIpyrue o0beKTHI, coeprkarine
nHpopmanuio o BpenonocHoM [10, ¢aiinsl prefetch.bor-nerst. [TpuHImn
(dyHKIoHrpoBaHus. Metozpl oOHapyxenus. Knaccugukanus aHTHBUPYCHBIX CPE/ICTB.
CUrHATYpHBIN ¥ 9BPUCTUYECKUIA aHAIH3. 3alIMTa OT BUPYCOB B ""pPyUYHOM pexumMe".
OCHOBHBIE KOHIIETIIIMU TIOCTPOCHHUS CHCTEM aHTHBHPYCHOM 3aIlIUTHI HA MPEIIPUSTHH.

[IpakTHuecKue 3aHsITHs

[Ipaktudeckoe 3aasaTue 2.3.1. [IpuMeHeHus cpeAcTB HeceaoBanus peectpa Windows s
HaXO0XJICHUS CJIeI0B aKTUBHOCTH BpeaoHocHOro [10

Tema 2.4. 3anmmra nporpaMM M JaHHBIX OT HECAHKI[MOHHUPOBAHHOTO KOIMPOBAHUS

Jlexun

Jlexrust 2.4.1. HecaHKIIMOHMPOBAaHHOE KOMUPOBAaHHUE MPOTPaMM KakK THII
HC/I.IOpuanveckue acnekThl HECAHKIIMOHUPOBAHHOTO KOMUpoBaHus mporpamm. Ooriee
MTOHATHUE 3aLIUTHI OT KonupoBaHus. [Ipussska 110 k anmapaTHOMY OKPYKEHHIO U
HOCHTEIIIM.3aIlUTHBIE MEXaHU3MbI B COBPEMEHHOM IPOTPaMMHOM OOECIIeYeHNH Ha
npumepe MS Office.

[IpakTHuecKue 3aHsITHs

[MpakTuyeckoe 3ausitue 2.4.1. 3amura “HGOPMAIMK OT HECAHKIIHOHUPOBAHHOTO
KOIMPOBAHUS C MCIOJIb30BAaHUEM CIICI[HAIM3UPOBAHHBIX POTPAMMHBIX CPEJICTB.
3amuTHBIE MEXaHU3MbI B puItokeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tewma 2.5. 3anmmra nHGOpPMAIHK HA MAIIMHHBIX HOCHTEIIAX

Jlexun

Jexmmst 2.5.1. TIpoGirema 3amuThl OTYy)AaeMBIX KOMIOHEHTOB [I9BM. MeTobl 3anuThI

nH(opManny Ha oTuy)kJaeMbIx Hocutessix. [lngpposanue. CpencTBa BOCCTAHOBIECHHS

ocraTouHO# nHpopMarmu. Co3naHue moceKTopHBIX 00pazoB HXKM/I.IIpumenerne cpencts

BOCCTaHOBJICHHUS OCTATOYHOH MH(POpMaINH B CyA€OHBIX KpUMUHAIMCTHIECKUX

PKCTIepTH3ax M IPH pacciieloBaHNK MHIMIeHTOB. HopmaTuBHast 6a3a, TOKyMEHTHPOBaHHUE
e3ynpTaToB. be3Bo3BpaTHOE yaneHne JaHHbIX. [IpHHINOB M aJTOPUTMEL.

[IpakTHueckue 3aHsATUs

[Ipaktuueckoe 3anarue 2.5.1. [lpuMeHeHue cpeacTBa BOCCTAHOBIEHUSI OCTaTOYHOM
nHpOopManuu Ha npuMepe Foremost win aHamora

[Ipaktudeckoe 3ansaTue 2.5.2. [[puMeHeHne crienuain3upoOBaHHOTO MPOTPAMMHO CPEJICTBA
TSI BOCCTAHOBIIEHUS YJaICHHBIX (haiiiioB

[MpakTryeckoe 3anstue 2.5.3. [IpuMeHeHre nporpamMM AJst 6€3BO3BPAaTHOTO yIalIeHUS
TAaHHBIX

[MpakTuyeckoe 3austue 2.5.4. [IpuMeHenune nporpamMm AJist H(POBaHUS JaHHBIX Ha
CHEMHBIX HOCHTEIISIX

Tema 2.6. AnmapaTHble CpelICTBa UACHTH(OHUKAIIMK U ayTeHTU(UKAIINY TTOJb30BaTENCH

Jlexun

Jlexkuns 2.6.1. TpeOoBaHus K annapaTHbIM CpeJCcTBaM UACHTU(QHUKALMY U ay TCHTU(HUKALIH
mosib30Baresei, npumernseMbiM B O3 u AIIM/I3. Ycrpoiictea Touch Memory.

Tema 2.7. Cucrembl 00HapyKEHHsI aTaKk U BTOPKEHUH

Jlexiun

Jlekuus 2.7.1. COB u COA, ominuust B GyHKIHAX. OCHOBHBIE apXUTEKTYPbI




COB.lcnonb3oBanue ceteBbix cHUBGepoB B kadyecTBe COB. AnmaparHblii KOMIIOHEHT
COB.IIporpammusiii koMmnoHeHT COB.Monenu cucteMsl 00HapyKEHUs! BTOPKEHHUH,
Knaccugukanus cucteM o0HapykeHHs1 BTopeHni. OOHapyKeHUe CUTHATYP.
O6HapyxeHHne aHoMasni. J[pyrue MeToapl 00HApYKeHHsI BTOP)KEHHUH.

[IpakTHyeckue 3aHsATUs

[TpakTudeckoe 3anatue 2.7.1. MoaenupoBaHre poBeaeHMs aTaku. V3ydeHne
MHCTPYMEHTAJIBHBIX CPEICTB 00HAPYKEHHS BTOPKEHUI

CamocTosTenpbHas pabora

Cucremarnyeckas IpopadoTKa KOHCIIEKTOB 3aHSTHI, y4eOHOH U crienuaibHOMI
TeXHHYECKOH IuTepaTypsl (110 BOIIpocaM K naparpadam, riaBaM yueOHbIX TOCOOUH,
COCTaBJICHHBIM NpenoaaBaresieM). [loaroToBka kK NpakTHYECKUM paboTaM ¢
MCIIOJIb30BaHMEM METOANYECKUX PEKOMEHALNH NpernoaaBaTeis, o(hpopMIIeHUe
[IPaKTHYECKUX PabOT, OTUETOB K UX 3alHTE.

Pasnen 3. 3amuTa nHbOpPMAIIMHU B JIOKATBHBIX CETSIX

Tewma 3.1. OCHOBBI IOCTPOCHUSI 3aLTUIIIEHHBIX CETEH

Jlexun

Jlexums 3.1.1. CeTn, paGoTaromiye 1Mo TeXHOJIOTUH KOMMYTaluy naketoB. CTek
nporokonoB TCP/IP. OcobenHoctu Mapuipytusauuu. llITaTHbIe cpecTBa 3alUThI
nHpopmanuu creka nporokosioB TCP/IP. Cpencrea naentudukanum u ayTeHTHOUKANN
Ha pa3HbIX ypoBHsX mporokona TCP/IP, nocTonHCTBa, HEIOCTATKH, OTPAHUYCHUS.

Tewma 3.2. CpenctBa opranuzaimn VPN

Jlexkun

Jlexrust 3.2.1. BuptyanbHas yacTHas cetb. OyHKINM, Ha3HAUCHUE, IPUHIINI IIOCTPOCHUSL.
Kpunrrorpadudeckue u Hekpunrorpadudaeckue cpeacrsa opranmsanun VPN. YerpoiicTsa,

ApXHUTEKTypa, MOAENb HAPYIIUTENS, JOCTOMHCTBA U HepocTaTku. Kpunroduistp.
[TpuHOMIIBL, APXUTEKTYpa, MOZETb HAPYIINTES, JOCTONHCTBA U HEAOCTATKH.

oOpasyrommre VPN. Kpunromapmpyrtusarop u kpunrodmistp. Kpunropoyrep. [TpuHIHITEL,

10

[IpakTHuecKue 3aHsTHs

‘HpaKTHI{ecxoe 3anstue 3.2.1 PazpepreiBanne VPN

10

Pasnen 4. 3ammra nHbDOpMAIMH B CETAX 00IIEro AOCTyNa

Tema 4.1.06ecneueHne 0€30MaCHOCTH MEXKCETEBOI0 B3aUMOAEHCTBUS

Jlexn

Jlexmus 4.1.1. MeToas! 3amuTsl ”HPOPMAITUH TIPU pabOTe B CETAX OOIIETO AOCTYTIA.
Me:xceteBble 3kpanbl Trmna firewall. JlocTonHCTBA, HETOCTATKH, pEATU3YEMbIE TIOJIUTUKH
6e3onmacHoctr. OcHoBHBIE THIHI firewall. CummeTpuaHble 1 HecuMMeTpuaHbIe firewall.
Yposens 1. [TakeTHbie QuIbTpBL. YpoBeHD 2. UIBTpanus CIyk0, TOUCK KIIIOUEBHIX CIIOB
B TeJIe MaKeTOB Ha CETEBOM ypoBHE. YpoBeHb 3. Proxy-cepBepa mpuKiIaaHOTO YPOBHSL.
OnHOXOCTOBBIC M MyIbTHXOCTOBEIC firewall. OCHOBHEIC THITBI apXUTEKTYP
MyIbTHXOCTOBEIX firewall. TpeOoBaHUS K KOKIOMY XOCTY HUCXOIS U3 apXUTEKTYPHI U
BEITONTHsIeMBIX QyHKIHA. TpeOoBaHus M0 cepTH(UKAINN MEKCETEBBIX SKPAHOB.

10

HpaKTI/I‘ICCKI/IC 3aHATHA

[Tpaktudeckoe 3ansatue 4.1.1. M3yuenue u cpaBHeHue apxurektyp Dual Homed Host,
Bastion Host, Perimetr. U3yuenne pa3anyHbIX ClIOCO00B 3aKpPBITH "OMacHBIX" IOPTOB

Paznen 5. 3amuTa nHdopmanuu B 06a3zax JaHHBIX

Tewma 5.1. 3amura naGOpMaru B 6a3ax TaHHBIX

Jlexun

Jlexmus 5.1.1. [Tpuanun padotel MukpodoHa u Tenedona. Mcmonp3oBaHrne KOMMYHUKAITAH
B KauecTBE COCMHUTEIbHBIX PoBOI0B. HernacHast 3amuch HHGOPMAIHK Ha AUKTO(OHBI.

10




CHCTEeMBI 3aIUTH OT JUKTO(OHOB. HOMEHKIIATypa IPUMEHIEMBIX CPEICTB 3aIIUTHI
MHGOPMALINU OT HECAHKITHOHMPOBAHHON YTEUKH IO MPOBOJHOMY KaHAIY.

[IpakTHyeckue 3aHsATUs

[IpaxkTryeckoe 3anarue 5.1.1. M3ydenue mexann3zmos 3amutsl CYBJ] MS Access.
M3yuenne mratHbIX cpencts 3ammThl CYBJ] MSSQL Server

12

CamocTosTenpbHas pabora

10

Paznen 6. MOHUTOPUHT CHCTEM 3aIIUTHI

Tema 6.1. MOHUTOPUHT CHCTEM 3aILUTHI

Jlexun

HeO6XOL[IdMOI71 KOMITOHCHTBI CUCTCMBI 3allIMThI HH(bOpMaHHH

Jlexumst 6.1.1. IToustie 1 060CHOBaHUE HeO6XOZ[I/IMOCTI/I HCIIOJIb30BaHUsA MOHUTOPUHI'A KaK

Jlexums 6.1.2. OcobeHHOCTH (hUKCAMH COOBITHI, TOCTPOSHHBIX Ha Pa3HBIX MPUHIMIAX:
CeTH ¢ KOMMYyTalKel CoeIMHEeHu, ceTh ¢ KommyTarei maketos, TCP/IP, X.25

Jlexkums 6.1.3. Kinaccudukauus otciexuBaeMbix coObITHi. OcCOOEHHOCTH NOCTPOSHHUS
CUCTEM MOHUTOpPHUHIA

Jlexuus 6.1.4. Vicrounnkn uHGOpMaMu JUisi MOHUTOPHUHTA: CETEBbIE MOHHTOPBI,
CTATUCTHYCCKUE XapaKTePUCTHKH Tpaduka uepes MO, mpoBepka pecypcoB o01iero
[10JIb30BaHUSI.

Jlekuus 6.1.5. Kinaccudukauus ceTeBbIX MOHUTOPOB.

Jlexkuus 6.1.6. Cucremsl ynpapieHUs COOBITHAMYI HHPOPMALIMOHHOI 6e3011acHOCTH
(SIEM). O630p SIEM-cucteM Ha MUPOBOM U POCCHHCKOM PBIHKE.

[IpakTHuecKue 3aHsITHs

[IpaxTryeckoe 3anatue 6.1.1. M3yueHne u cpaBHUTENBHBIA aHAIU3 PaclpOCTPaHEHHBIX
cereBbix MOHUTOPOB Ha IpuMepe RealSecure, SNORT, NFR witi pyrux aHajaoros.

10

[paxtruueckoe 3aaarue 6.1.2. [Iposenenue ayaura JIBC ceTeBbIM cKaHEpOM

10

Tema 6.2. M3ydenue Mep 3auiuthl HHGOpPMaIMK B MHPOPMAIIMOHHBIX CHCTEMaX

Jlexun

Jexmmst 6.2.1. 3y4yenue TpeGoBaHuil 0 3a1muTe HHPOPMALIUH, HE COCTABIIIOIICH

MCP 3allUThI.

rocyaapcTBeHHYIO TailHy. 3ydyenue metonunueckux JokymeHToB ®CTIK no npumenenuro

HpaKTI/I‘ICCKI/IC 3aHATHA

[IpakTraeckoe 3aaarue 6.2.1. BeIOop Mep 3amuThl HHOPMALUH IS UX PeaTH3alnd B
nH(opMannoHHOI cucteme. BEIOOp cOOTBETCTBYIOMIMX MPOTrPAMMHBIX U TPOTPAMMHO-
armapaTHBIX CPEACTB M PEKOMEH/IAIMH 110 UX HACTPOMKE.

28

Tema 6.3. M3yueHne COBpEMEHHBIX MPOrPaMMHO-aMNapaTHBIX KOMILIEKCOB.

ek

Jlexuus 6.3.1. YcTaHOBKa U HACTpOilKa KOMILIEKCHOTO CPEJICTBA Ha IpUMEpE
SecretNetStudio (yueOHast TMILIEH3MsI) WM IPYTUX aHAJIOTOB. Y CTAHOBKA M HACTPOWKA
[TPOIPAMMHBIX CPEICTB OICHKH 3aIUICHHOCTH U ayIuTa HHPOPMAIHOHHOM

0e30macHOCTH, H3y9eHNe (PYHKITUH 1 HacTpoiika pexxuMOoB paboTsl Ha mpuMepe MaxPatrol
8 wim npyrux ananoros. V3ydeHne THIIOBBIX pemIeHuH 11 noctpoenuss VPN Ha mpumepe
VipNet win 1pyrux aHanoros. V3y4eHue COBpEMEHHBIX CHCTEM aHTHBHPYCHOW 3aIIUTHI HA
puMepe KopropaTuBHBIX pemennii KasperskyLab win apyrux anamoros. M3ydenue
¢yaknronana u obmacreit mpumenenus DLP cucrem Ha mpumepe InfoWatchTrafficMonitor

MJIK IPpYTUX aHAJIOTOB

10

CaMOCTOSTEIbHAS pa60Ta

14

Koncynpranuu

10

KypcoBas paboTa(ipoeKT), B TOM YHUCIIE:

30

KypcoBas paboTa(ipoeKT) - BHIIOJHSHNE

28

[TpomexxyToUuHast aTTecTanysi B GopMe 3aluThl KYpCOBOH pabOTHI(IIPOEKTA)

3 MarepuajibHO-TeXHHMYeCKOe U y4eOHO-MeToAu4ecKoe odecnevyeHue JUCUMIIMHBI (MOLYJ151)
3.1 CrnenmaabHble MOMENIEHUS IJIsI PeaJH3alui MPOTrPaMMBbI

Hannuust yueGHOro kabunera «MH(GOPMaMOHHOM 6€3011aCHOCTH, J1a00PaTOPUN MH(POPMALIMOHHBIX TEXHOJIOTHID).



Oo6opynoBanue yueOHOro KabuHeTa:

- MOCaJ0YHbIC MECTA M0 KOJIUYECTBY 00YUaIOIINXCS;

- pabouee MeCTO MPEnoIaBaTels;

- KOMIUIEKT y4eOHO-HarIAJHbIX nocoOuil «IHpopMannoHHas 6e30macHOCTbY;

- 3JIEKTPOHHOE y4eOHoe 1mocodue.

TexHu4eckue cpeicTBa 00yUCHHS:

- KOMIbBIOTEP C JHMIEH3MOHHBIM ITPOrPAMMHBIM 00€CIIEYEeHUEM, MYJIbTUMEIUHHBIN THAIIPOCKTOP, MHTEPAKTHBHAS JIOCKA.
.
3.2 Hudopmanmnonnoe odecriedeHne peaju3anuy MPporpamMmMsbl

3.2.1 OcHoBHas IuTepaTypa

1. BuykoB, A. A. OcHOBH HH(}pOpMAaIMOHHOH Oe3omacHOCTH: 3ammTa HHpopMarmm : ydeOHOe mocodne I CpeaHero
npodeccuonansHoro oopazosanust / A. A. BuykoB. — 3-e u3n., nepepad. u gorn. — Mocksa : UznarensctBo HOpaiir, 2021. — 161 c.
— (Ilpoteccnonansuoe obpazoBanue). — ISBN 978-5-534-13948-8. — Tekcr : snexrpoHHbI // OOpasoBaTenbHas miatdopma
FOpaiir [caiit]. — URL.: https://urait.ru/bcode/475890 .

3.2.2. JlonoJIHUTe/IbHAS JINTEpaTypa

1. Kazapun, O. B. [IporpammHo-anmnapaTHble CpeICTBa 3aIUThI HH(pOpMALIMY. 3aIIUTa IIPOrPAMMHOT0 00ecTeueHHsI. :
yuebnuk u npaktukyM aiast CI1O / Kazapun O. B., 3a0abypun A. C.. - Mocksa : FOpaiir, 2021. - 312 c. - ISBN 978-5-53413221-2. -
URL :https://urait.ru/book/programmno-apparatnve-sredstva-zaschitv-informacii-zaschita-programmnogo- obespecheniya-476997. -
TexcrT : 3JIeKTPOHHBI.

3.2.3 MeToanueckas JuTeparypa

[MpodeccronanbHbIil TUKI | METOAWYECKUE MaTepuallbl JUsl o0yyJaromuxcs Hanpasienus noarorosku 10.02.05 "Obecneuenue
nH(popMannoHHO# 6e30IacHOCTH aBTOMaTH3UpOoBaHHbIX cucteM" / Ky30acckuil rocyiapCTBEHHBIN TEXHUYECKUH YHUBEPCUTET HM.
T. ®. 'opbauesa ; Kadenpa uadopmarmonHoii 6ezomacHoctH, cocraButenu: E. B. [Ipokonenko, A. B. Menseaes, A. I'.
Kupenbepr. - Kemeposo : Ky3['TV, 2020. - 290 c. - URL:http://library.kuzstu.ru/meto.php?n=9964. - Tekcr : 351eKTPOHHbI#H

3.2.4 UnTtepHeT pecypchbl

1. DUOC Ky3I'TVY:

a) DOnekrponnas 6ubnuoreka Kys['TY. - Tekcr: anekrporusiii // Hayuno-texandeckas 6ubnunoreka Kysbacckoro
rOCYIapCTBEHHOIO TEXHHUYECKOro yHuBepcuteTa uM. T. ®. [opbauesa : caiit. - Kemeposo, 2001 - . - URL: https://elib.kuzstu.ru/ . -
TekcT: 3JIeKTPOHHBII.

b) Topran.KysI'TY : Asromarusuposannas Mudopmanmonnas Cucrema (AUC) : [caiit] / Ky36acckuii rocymapcTBeHHbIH
texHuyeckuil yausepcureT um. T. @. Topbauesa. - Kemeposo : Ky3['TV, [6. r.]. - URL: https://portal.kuzstu.ru/. - Pexxum nocryma:
JUISl aBTOPH3. TIOJIb30BaTeNeH. - TeKCT: 3eKTPOHHBIH.

C) DnexTpoHHOe 00yuenue : [caiir] / Ky3bacckuii rocynapcTBeHHbIN TexHuYeckuil yausepcureT um. T. @. T'opbauesa. -
Kemeposo : Ky3['TV, [6. r.]. - URL: https://el.kuzstu.ru/ . - Pexxum noctyna: asst aBTopu3. nojib3oBareneii Ky3['TY. - Tekcr:
3JIEKTPOHHBIH.

2. @®CTOIK Poccum : denepanpHas ciyx0a 10 TEXHUUECKOMY M SKCIIOPTHOMY KOHTPOJIIO : ouimansHblii caiit / DAY « THUNN
IT3U ®CTIK Poccuny. - Mocksa, 2004 - . - URL: www.fstec.ru. - Tekct: 251eKTpOHHBIA.

3. SecurityLab.ru : na(opMannoHHbI#i nopTa 1o 6e30macHoCTH : caiit. - Mocksa. - URL: https://www.securitylab.ru/ . - Tekcr:

3JIEKTPOHHBIN.

4. JenaprameHT oOpazoBanus Bosoroackoit obnacty : opuiiManbHelii caiT. - Bomoraa. - URL: http://depobr.gov35.ru/ . - Tekcr:
3JIEKTPOHHBIN.

5. BIOMETRICS.RU : Poccuiickuii Onomerprdeckuid moptan : cadT. - Mocksa, 2000 - . - URL: www.biometrics.ru . - Tekcr:
JJIEKTPOHHBIN.

6. InformationSecurity/HbopManronHas 6e300acHOCTb : caift. - MockBa. - URL: http://www.itsec.ru. - TekcT: 31eKTpOHHBIH.

7. eLIBRARY.RU : HayuHas 31ekTpoHHas OubnroTeka : caift. - Mocksa, 2000 - . - URL: https://elibrary.ru. - Pexxum nocrymna:
JUTS 3aPETUCTPHP. TONIb30BaTeliel. - TeKCT: 3JIeKTPOHHBIH.

8. TapaHT. py : HHGOPMALMOHHO-TIPABOBOM mOPTA : caiT. - Mocksa, 1990 - . - URL: https://www.garant.ru/ . - Tekcr:
3JIEKTPOHHBIN.

9. KoncynsranTIlIroc : KOMIIBIOTEPHAS CIIPaBOYHO-IIPaBOBask CHCTEMA : calfT. - Mocksa, 1992 - . - URL: www.consultant.ru . -
TeKcCT: 3JIeKTPOHHBIH.

10. EnwmHOE OKHO DOCTYyIa K 00pa30BaTe/bHBIM pecypcam : nHpopMarmonHas cucrema : caiit / ®TAY T'HUU UTT «udopmukay
. - Mockga, 2005 - . - URL: http://window.edu.ru/ . - TekcT: 2JIEKTPOHHBIIA.

11. Poccuiickoe o6pazoBanue. denepansHblii 00pazoBarTenbHblii nopran : cait / PI'AOY AI10 LPI'OIT u UT. - Mocksa, 2002 - . -
URL: www.edu.ru . - TekcT: 3IeKTpOHHBIH.

4. Opranusanus caMoCTOATebHOI padoThl 00y4Yaromuxcst

CamocrosiTenbHas paboTa 00yJaroIUXCs OCYIIECTBISIETCS B 00beMe, YCTAaHOBJICHHOM B pasjiene 2 HacTOSIIeH MporpaMMBbl
JUCITUTUTHHBI (MOYJIS).
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[t caMoCTOSTENbHON paboThl 00yUaroUXCsl IPEIYCMOTPEHBI ClIeNaIbHbIe IOMEIICHHUS, OCHAILCHHBIE KOMITBIOTEPHOH TEeXHUKOH
C BO3MOYKHOCTBIO IOIKITIOUEHHS K HHPOPMAMOHHO-TEIIEKOMMYHHUKAIIMOHHOH ceTH "MHTepHeT" ¢ obecneueHneM JOCTyma B
ANEKTPOHHYIO HHPOPMaIMOHHO-00pa3oBaTenbHyo cpexy Ky3['TY.

6. Unble cBeiennsi M (MJIH) MATEPHAJIBI

1. OO6pazoBarenbHbII MPOLECC OCYLIECTBISETCS C UCIIOIb30BAaHUEM KaK TPaJUIUOHHBIX, TAK M COBPEMEHHBIX HHTEPaKTHBHBIX
TexHoorui. [Ipu KOHTaKTHOW paboTe MeAarornueckoro paboTHUKA ¢ 00YYaIOIIUMHUCS IIPUMEHSIOTCS CIIEAYIOIIIE 3JIEMEHTHI
WHTEPaKTHBHBIX TEXHOJIOTHIH:

- COBMECTHBIH pa30op NpOOJIEMHBIX CUTYaIUil;

- COBMECTHOE BBISIBJICHUE PUYNHHO-CIICACTBEHHBIX CBSI3€H BEIlei U COOBITHH, TPOUCXOAAIINX B TOBCEAHEBHOM XKHU3HU, U UX
CONOCTaBJICHHE C YYCOHBIM MaTEPHAIIOM.

2. IlpoBeneHue rpynIoBbIX 1 HHAUBHAYAJIEHBIX KOHCYJIBTALMH OCYIIECTBIACTCS B COOTBETCTBHHU C PACIIMCAHUEM KOHCYIIbTAaLlHH
0 TeMaM, 3asBJICHHBIM B pabo4eil mporpaMme JUCHHIUIMHEL, B IEPUOA OCBOCHUS AUCLMIUTMHBI H IIEPel IIPOMEXYTOYHON
aTTeCTallel ¢ y4eTOM pe3yJIbTaTOB TEKYLIEro KOHTPOIIS.
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