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1. O6mas xapakTepucTHKa padoyeii MporpaMMbl JHCHUILTHHBI

1.1 MecTo IUCHMIIJIMHBI B CTPYKTYpPe OCHOBHOI 00pa30BaTeIbHOM MPOrpaMMblI

VYuebnas aucuuiurHa «IIporpaMMHBIE U TpOrpaMMHO-aNIIapaTHEIE CPEACTBA 3aUTHl HHHOPMALUI» ABISETCS 003aTEIBHOM
4acThi0 MPo(ecCHOHANFHOTO UKIIA OCHOBHOM 00pa3oBaTelbHOM nporpaMmMsel B cootBetcTBuH ¢ PI'OC mo cnennanbHOCTH
10.02.05 «O6ecnieuenue HHMHOPMAIIMOHHOM 6€30MaCHOCTH ABTOMATU3UPOBAHHBIX CHCTEM).

VYuebnast quciuiuinHa «IIporpaMMHbIe ¥ IPOrpaMMHO-aNNapaTHbIE CPEICTBA 3alIUThl HH(OopMaLm» obecrieunBaeT
(dopmupoBanue npodeccHoHANBHBIX 1 001uX KomneTeHuui B cootBeTcTBrU ¢ GI'OC no cnennansHoctu 10.02.05
«Obecneuenne NHOOPMALMOHHOM 0€30MIaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEMY.

1.2 Ileas u nIaHupyeMble pe3yJIbTAThI 0CBOEHHSI TUCIUILINHBI, COOTHECEHHBIE C MJIAHHPYEMBIMH pe3yJbTaTaMu
0CBOEHMS 00pa30BaTEILHOI NPOrPaMMBbI

OcBoeHNe QUCIUIUIMHBI HAIIPaBIIeHO Ha (HOpMUPOBAHHE:

00X KOMITETEHIIHA:

OK 01. BeiGupats criocoOb! pemeHus 3a1a4 NpohecCuOHaNbHOM A TeIbHOCTH, IPUMEHHUTEIBFHO K Pa3INUHBIM KOHTEKCTaM.
3HaTh: aKTyaJbHBII NPO(ECCHOHAIBHBIN U COLMAIBHBIA KOHTEKCT, B KOTOPOM IIPUXOIHUTCS pabOTaTh ¥ XKUTh; OCHOBHBIC
HCTOYHUKH HH(POPMALIMH U PECypChI I peLIeH:s 3a1a4 U mpooieM B Npo(eCCHOHAIEHOM W/HIIM COLHAIbHOM KOHTEKCTE;
YMeTb: pacno3HaBaTh 3a1a4y W/HiIH NpodlieMy B Mpo(ecCHOHATEHOM W/HIIM COLMATbHOM KOHTEKCTE;

OK 02. Ocy1ecTBsTh MOUCK, aHAIM3 M MHTepIpeTauio nHGopManny, He0oOX0IUMOM AJIs BBIOJIHEHHS 33/1a4
npo(hecCHOHAIBHON EITEIBHOCTH.

3HaTh: HOMEHKJIATYpY HH()OPMAIMOHHBIX HCTOYHUKOB IPUMEHSEMBIX B IPO(YECCHOHATIBEHOM ASTENbHOCTH; IPHEMBI
CTPYKTYypHpOBaHHs HHPOpMarun; GopMaT 0HOpPMICHHS pe3yIbTaTOB IIOMCKa HHPOPMALIUH;

YMeTb: ONpeAeIATh 33241 MOMCKa HHYOPMALIUK; ONPEAEIATh HCOOXOAUMBIC HCTOYHHKH HH()OPMAINK; INIAHUPOBATh MPOLIECC
MIOHMCKA; CTPYKTYPHPOBATH NOTydaeMyto HH)OPMALIUIO; BBLACIATE HaHOOIee 3HAYMMOE B TIepeuHe HHPOPMALNH; OLICHUBATh
MPaKTUYECKYI0 3HAYUMOCTh PE3yJIbTaTOB IMIOMCKA; 0QOPMIITE PE3YIIbTAThI IOUCKA;

OK 03. [TmannpoBaTh M peann3oBbIBaThE COOCTBEHHOE MPO(ECCHOHATBHOE M TNIHOCTHOE Pa3BHUTHE.
3HaTh: BO3MOKHBIE TPACKTOPHH NPO(HECCHOHAIBHOTO PA3BUTHS M CaMOOOPa30BaHHUS;
YMeTh: BEICTpauBaTh TPACKTOPUH MPO(ECCHOHAIBFHOTO U INYHOCTHOTO Pa3BUTHS;

OK 04. PaboTath B KOJJICKTHBE ¥ KOMaHE, 3()()EeKTHBHO B3aUMOICHCTBOBATE C KOJUIETaMU, PYKOBOJICTBOM, KJIMEHTAMH. 3HATH:
TICHXOJIOTHIO KOJUIEKTHBA; TICUXOJIOTHIO JINYHOCTH;
YMeTh: OpraHu30BBIBaTh PA0OTy KOJUIEKTHBA U KOMAH/Ibl; B3aMMO/ICHCTBOBATH C KOJIJIETaMHU, PYKOBOJICTBOM, KIIMCHTaMH;

OK 09. Ucnonp30BaTh HHMOPMAIIMOHHBIE TEXHOJIOTHH B TIPO(PECCHOHANEHON ACATEIEHOCTH.

3HaTh: COBPEMEHHBIE CPECTBA M YCTPOHCTBA MH(POPMATH3AINH; TIOPSAAOK X IPUMEHEHHS 1 IPOTrpaMMHOE 0OecTiedeHue B
IpodeCCHOHANBHOMN NEeSITeNbHOCTH;

YMeTh: MPUMEHATH CPeACTBa HHPOPMAMOHHBIX TEXHOJIOTUH JUIsl peIIeHNs MPOECCHOHATIBHBIX 33/1at; NCITIOIb30BATh
COBPEMEHHOE TPOrpaMMHOE 00eCIICUeHHE;

OK 10. [Tomp30Bathcs npodeccHoHaTsHON JOKYMEHTAINEH Ha TOCYJapCTBEHHOM W HHOCTPAHHOM SI3BIKE.

3HaTh: IpaBHJIa MOCTPOSHHMS IPOCTHIX M CIIOKHBIX MIPEAJIOKEHHUI Ha MPOoQecCHOHANbHbIE TEMbI; OCHOBHBIC
o0mmeynoTpeduTeapHbIE TI1aroiis! (ObITOBast U MpodecCHoHaIbHas JEKCHKA); JIEKCHUECKU MUHIMYM, OTHOCSIIUHCS K
OTIMCAHUIO MIPEAMETOB, CPEACTB U MPOIECCOB MPO(HECCHOHATBHOMN AEATEIPHOCTH; 0COOCHHOCTH MIPOU3HOLICHUS; IIPaBHIIa
YTEHHsI TEKCTOB PO ECCHOHANIBHOM HAIIPaBICHHOCTH;

YMeTh: TOHUMATh OOIINiT CMBICI YETKO IIPOM3HECEHHBIX BBICKA3bIBAHUI Ha M3BECTHBIC TEMBI (ITPOQecCHOHaNbHBIE 1 OBITOBEIE),
ITOHUMATh TEKCTHI Ha 6a30BbIe PO EeCCHOHATBHBIE TEMbI;, yYaCTBOBATh B IMAIOTaX Ha 3HAKOMBIE 00IIHe 1 IPOoQeCcCHOHATBHBIE
TEMBI; CTPOUTH POCTHIE BEICKA3BIBAaHUSA O ceOe M 0 CBOEH Mpo(eCcCHOHATIBHOM e TeTFHOCTH; KPATKO OOOCHOBBIBATH U
OOBSICHUTH CBOM JIeHCTBHSA (TEKyIINE U TUTAHUPYEMBIE); TIFCATh MIPOCTHIE CBSI3HBIE COOOIIEHHS Ha 3HAKOMBIE HITH
HHTEpecyIomue NpodeccHoHaIbHbBIE TEMBI;

Ipo(heCCHOHATIBHBIX KOMITETCHIIHIA:

[IK 2.1. OcymiecTBIATh YCTAaHOBKY M HACTPOHKY OTJCIBHBIX MPOrPAMMHBIX, IPOTPaMMHO-AMIIapaTHRIX CPEICTB 3aIUTHI
nHpOPMAaLNH.

3HaTh: 0COOEHHOCTH ¥ CIIOCOOBI MPUMEHEHHS MPOTPAMMHBIX M TPOTPaMMHO-AMIAPaTHBIX CPEACTB 3aLTUTH HH()OPMAIIH, B TOM
Yrcye, B ONEPAIHOHHBIX CHCTEMaX, KOMITBIOTEPHBIX CETAX, 0a3ax TaHHBIX; Y METh: YCTaHABINBATh, HACTPAUBATh, IPUMEHSTH
IIPOTpaMMHBIE U IPOrPaMMHO-aIIapaTHbIE CPEICTBA 3alUTH HHpopMarmy; IMeTs IpakTHIeCKHil OTBIT: YCTAHOBKH,
HACTPOUKH IPOTPAMMHBIX CPEJICTB 3aLIUTHI HH(POPMAINK B aBTOMATH3NPOBAHHON CHCTEME;

[IK 2.2. ObecnieunBaTh 3aMUTy HHOPMAIIMK B ABTOMATU3NPOBAHHBIX CHCTEMaxX OTAEIHHBIMH IIPOrPAMMHBIMH, IIPOTPAMMHO -
annapaTHBIMHU CPEACTBAMHU.

3HaTh: 0COOEHHOCTH ¥ CIIOCOOBI IPUMEHEHHMS IIPOrPaMMHBIX ¥ IPOTrPaMMHO-AINAPATHBIX CPEJCTB 3alIUThl HHHOPMALIH B
OIIEPALIMOHHBIX CHCTEMaX; OCOOEHHOCTH U CIIOCOOBI MPUMEHEHHS IPOrPAaMMHBIX M IPOTPaMMHO-AIIapaTHBIX CPEICTB 3aIIUThI
nH(popManny B KOMIIBIOTEPHBIX CETSX, 0a3ax AaHHBIX; YMETh: yCTaHABINBATh U HACTPAUBATh CPEJCTBA AHTUBUPYCHOM 3aIUTHI
B COOTBETCTBHH C NPEAbSIBISIEMbIMU TPEOOBaHUSIMH; yCTaHABINBATh, HACTPANBATh, IPUMEHSTH IIPOrPAMMHBIC U
IIPOrpaMMHO-aNNapaTHbIE CPEJICTBA 3alUThl HHopMaruy; IMeTh NpakTHYeCKNi ONbIT: 00eCeYeHNUS 3aUTHl aBTOHOMHBIX
aBTOMAaTU3UPOBAHHBIX CUCTEM MPOTrPAMMHBIMU U MPOTPaMMHO-ANNApaTHBIMU CPEICTBAMU; HCIIOIb30BAHUS IPOTPAMMHBIX U
MIPOrpaMMHO-aNNAaPATHBIX CPEACTB JUIsl 3alUThl MHOOpPMALUK B CETH;

[IK 2.3. OcymiecTBisTh TeCTHpOBaHUE (DYHKLUH OTAEIBHBIX IPOTPAMMHBIX U IIPOTPAMMHO-AIIIAPAaTHBIX CPEJICTB 3aIUThHI



nHpOpMAITUH.

3HaTh: METOMBI TECTHPOBAHMS (QYHKINIT OTJAEIbHBIX IPOrPAMMHBIX U IIPOTPaMMHO-aIIIapaTHBIX CPEACTB 3aIlUThHI HHOPMAIHY;
YMeTh: qHarHOCTHPOBATh, YCTPAHATH OTKA3bI, 00€CTIeYNBaTh PabOTOCIIOCOOHOCTE M TECTUPOBATh (PYHKITHH
MPOrPaMMHO-AIIAPaTHBIX CPEJICTB 3alUThl HH(pOpMaluy; VIMeTh MpakTHYECKUH OTIBIT: TECTUPOBAaHUS (yHKINI, TMarHOCTHUKHY,
yCTpaHEeHHUs 0TKAa30B U BOCCTAHOBJICHHS Pab0OTOCIIOCOOHOCTH MMPOTPAMMHBIX M IIPOrPAaMMHO -allapaTHBIX CPEJICTB 3aIUTHI
uHpopmanuy;

[K 2.4. OcymiecTBasaTh 00pabOTKy, XpaHEHUE U Nepeavy HHPOPMaIUH OrpaHHYSHHOTO JIOCTYIA.

3HaTh: 0COOEHHOCTH U CIIOCOOBI IPUMEHEHUsI IPOrPaMMHBIX M IPOrPaMMHO-aIapaTHbIX CPEJCTB 3alIUTh HHpOpMaLUH, B TOM
YHCIIe, B ONIEPAIMOHHBIX CHCTEMaX, KOMITBIOTEPHBIX CETsIX, 0a3aX JaHHBIX; OCOOEHHOCTH M CIIOCOOBI IPUMEHEHUS
MPOTPAaMMHBIX U ITPOTPaMMHO-aNNapaTHBIX CPEJCTB 3alUThl HHYOPMALIMH B KOMIIBIOTEPHBIX CETSX, 0a3ax JaHHBIX; TUIIOBbIE
MOJIEIIH YIIPABJICHHS JOCTYIIOM, CPEJCTB, METO/IOB U ITPOTOKOJIOB HACHTH(UKAINY U ayTeHTH(UKALNN; OCHOBHBIC TIOHSATHS
KpHNTOTPa(UH U TUTIOBBIX KPUITOTPA(QUIECKUX METOIOB U CPEICTB 3aMIUTHl HHYOPMALUH; Y METh: IPUMEHSITh IPOrPaMMHBIC
¥ IIPOTpaMMHO-aNIapaTHbIE CPEICTBA IS 3aIIUTHI HHpOpManuy B 6a3ax JaHHBIX; IIPOBEPATH BHIOIHEHHE TPEOOBAHHI 110
3amuTe nHpOpMannH 0T HECAHKIMOHMPOBAHHOTO AOCTYIIA IIPH aTTecTaluy 00beKTOB HH(pOpMaTH3annH 10 TpeOOBAHMIM
6e3omacHOCTH HH(OPMAIUHY; IPUMEHATh MAaTEMaTHIECKUH ammapaT /s BHITOJHEHHUS KpUNTorpaduieckux npeodpa3oBaHUH;
WCIIOIb30BaTh THITOBBIE IPOrPaMMHBIC KPUIITOrpauIecKue CpeACTBa, B TOM YHCIIE IICKTPOHHYIO MOANHCH; MiMeTh
MpaKTHIECKU ONBIT: pemenus 3a1ad 3anmtsl oT HCJl k mH(OpManuy orpaHi4eHHOTO JOCTYTIA ¢ IOMOIIBIO TPOTPAMMHBIX H
MPOTPaMMHO-AIIAPATHBIX CPEJICTB 3aLIUTHI HHPOPMAIMN; TPUMEHEHHUS DJIEKTPOHHOM ITOIMICH; NPUMEHEHUS! CAMMETPHYHBIX U
ACHMMETPUYHBIX KPHUIITOrpa(uuecKux aJropuTMOB; HCIIOJIB30BAHUSI CPEICTB IIM(POBAHNUS TAaHHBIX;

[1K 2.5. YHnuToX)aTh MHPOPMAIHMIO M HOCUTENN HH(POPMAIMHU C UCTIOIb30BaHUEM ITPOTPAMMHBIX U IPOIPaMMHO -aIapaTHBIX
CpEICTB.

3HaTh: OCOOCHHOCTH M CIIOCOOBI MPUMEHEHUS! TPOTPAMMHBIX CPEJCTB U T'apaHTUPOBAHHOTO YHHUTOXKEHHUST MH(POPMAIIHH;
0COOCHHOCTH M CIIOCOOBI TPUMEHEHHMS alliapaTHBIX CPEACTB rapaHTUPOBAHHOTO YHUUYTOXKEHHS HHDOPMALUH; Y METh:
MPUMEHSTH CPEICTBA TaPaHTHPOBAHHOTO YHUYTOXKEHUSI HH(OPMAIMH; BEIOUPATh CPEICTBA FAPAHTUPOBAHHOTO YHHUYTOXKEHHS
uHpopManuy; MIMeTh MpaKTHYECKHi ONBIT: y4éTa, 00pabOTKH, HHPOPMALMH, ISl KOTOPOH YCTaHOBJIEH PEXKUM
KOH(HICHINATBHOCTH; XpPaHSHU U Niepeayr HHPOpMaLHH, Uil KOTOPOH YCTaHOBJIEH PEXKUM KOH(PHICHINATBHOCTH;

[1K 2.6. OcymiecTBIsTh PErHCTPALMI0 OCHOBHBIX COOBITHI B aBTOMaTH3UPOBaHHBIX (MH()OPMaIMOHHBIX) CHCTEMAX, B TOM YHCIIE
C MCIOJIb30BAaHNEM TPOrPaMMHBIX M IPOIPaMMHO-AMIapaTHEIX CPEJCTB OOHAPYKEHUS, IPEIYTPEKICHUS U JIMKBUIALNN
HOCEACTBUNA KOMIBIOTEPHBIX aTaK.

3HaTh: THIIOBBIE CPEJICTBA M METO/IBI BEJICHUS ayIUTa, CPEACTB U CIIOCOOO0B 3aIIUTHl HHPOPMAIIMH B JIOKAJIBHBIX
BBIUUCIIUTEIBHBIX CETAX, CPEJCTB 3aLIUTHI OT HECAHKIIMOHUPOBAHHOI'O 0CTYyMNa; YMETh: yCTaHAaBIUBATh, HACTPAaUBaTh,
MPUMEHSTH IPOrPaMMHBIE U IIPOrpaMMHO-aMIapaTHbIe CPEACTBa 3aNUTH HHPOPMAIMH; OCYIIECTBISTh MOHUTOPUHT U
PEruCTpanuio CBeACHUI, HEOOXOAUMBIX [UIS 3aIIUTHl 00BEKTOB HH(OPMATH3AIMH, B TOM YHCIIE C UCIIOIB30BaHUEM
MPOTPAMMHBIX M IPOTPaMMHO-ANIAPATHRIX CPEACTB OOHAPYKEHUS, IPEIYNPEKACHNS U JTUKBUIAIINH [TOCTIEICTBIH
KOMIIBIOTEPHBIX aTak; VIMeTh MPaKTUYECKHUH OIBIT: PA0OTHI C MOACUCTEMAMH PETUCTPAIIMH COOBITHIA; BBISIBIICHHUS COOBITHI U
MHIUJCHTOB 0€30MacCHOCTH B aBTOMaTH3UPOBAHHON CHCTEME;

B pe3ynbTaTe 0CBOEHUS TUCHMIIJIMHBI 00YYAIOLIHIICS B 001IeM 10 JMCIUTLIMHE T0JKEH

3HaTh:

- aKTyaJ'IBHBIﬁ HpO(beCCI/IOHaJ'IBHBH\/’I )4 COHI/IaJ'H)HI:Jﬁ KOHTCKCT, B KOTOPOM IMPUXOAUTCHA pa6OTaTB " )XUTb, OCHOBHBIC NICTOYHUKH
HH(POPMALIMU B PECYPCHI /IS PEIICHHS 3aa4 ¥ IPpo0JeM B MPOhECCHOHAIBHOM H/WIIH COIHATIBHOM KOHTEKCTE;

- HOMCHKJIATypy HH(OPMAIIMOHHBIX UCTOYHUKOB IIPUMEHSICMBIX B IPO(PECCHOHATEHON NESITEIbHOCTH; IPUEMBI
CTPYKTYpHpOBaHUs HHpopMauy; popMat opopMIICHUS pe3yIbTaTOB MOUCKAa HH(POPMAIIHY;

- BO3MOJKHBIE TPACKTOPUH MPO(PECCHOHATBFHOTO PA3BUTHUS I CaMOOOPa30BaHUS;

- TICUXOJIOTHIO KOJUICKTUBA; ICUXOJIOTHIO INYHOCTH;

- COBpEMEHHEIC CPEJICTBA U YCTPOIcTBAa HH()OPMATH3AIMH; OPSAI0K HX MPUMEHEHHS U IPOTPaMMHOE 00CCIICUCHHUE B
npodeccHoHaTBLHON AesITeIbHOCTH;

- TpaBmIa MOCTPOSHUS MMPOCTHIX M CJIOXKHBIX IPEIIOKESHUN Ha PO ECCHOHATIBHbBIE TEMBI; OCHOBHBIE 00IIECyTIOTPEONTEIbHBIE
rnarodiel (ObITOBAs U MpodeccnoHambHas JIKCHKA); IEKCUISCKUH MUHIUMYM, OTHOCSIIIIUKACS K OTIMCAHUIO IIPEIMETOB, CPEACTB U
MPOIIECCOB MPOGECCHOHATBHOMN MEATEIbHOCTH; 0COOCHHOCTH MTPOU3HOIICHMUS; IIPABUIIA YTCHHSI TSKCTOB PO(ECCHOHATBHOM
HaIpaBJICHHOCTH;

- 0COOEHHOCTH U CIIOCOOBI IPUMEHEHUsSI IPOTPAMMHBIX U IPOTPAMMHO-AIIAPATHBIX CPEJICTB 3aIUTHI HH(OpMALIUH, B TOM
9HCIIe, B ONCPAIIMOHHBIX CUCTEMaX, KOMITBIOTCPHBIX CETIX, 0a3aX MaHHBIX;

- OCOOCHHOCTH ¥ CIIOCOOBI MPUMEHECHHUS IIPOTPAMMHBIX U IIPOTPAMMHO-ATITAPATHBIX CPEIICTB 3aIMUTH HH)OPMAIIUH B
OIEPALMOHHBIX CHCTEMAaX; OCOOCHHOCTHU M CIIOCOOBI IPUMEHEHHUS IPOTPAMMHBIX W IPOTPAMMHO-AIIAPATHBIX CPEACTB 3aIIUTHI
MH(POPMALIUU B KOMIBIOTEPHBIX CETSX, 0a3aX HaHHbBIX;

- METOAbl TECCTUPOBAHUSL (1)yHKIIP[I7[ OTACJIbHBIX MPOTPAMMHBIX U IPOTrpaMMHO-aIapaTHbIX CPEACTB 3allIUThI I/IH(l)OpMaHI/II/I;
- 0COOEHHOCTH U CIIOCOOBI NPUMCHCHUS MMPOTPAMMHBIX U TPOTrPaAMMHO-ANIapaTHBIX CPEACTB 3allIUThL I/IH(l)OpMaIII/II/I, B TOM 4YHUCJIC, B
ONCPALUMOHHBIX CUCTEMAX, KOMIBIOTCPHBIX CETAX, bazax JAaHHBIX OCOOEHHOCTH U CITIOCOOBI MPUMCEHCHUSA MPOTPAaMMHBIX U



MIPOrPaMMHO-AMIAPATHBIX CPEACTB 3aIUTHI MHHOPMAIIK B KOMIIBIOTEPHBIX CETAX, 0a3axX MaHHBIX; THIIOBBIC MOJCIH YIIPaBICHUS
IIOCTYTIOM, CPEJCTB, METOJIOB M IPOTOKOJIOB WACHTU(DHKAIINA U ayTeHTU(QHUKAIINN; OCHOBHBIC IOHATHS KPUOTOTPa(GHUH M THIIOBBIX
KpUNTOTpaQpUIECKUX METOIOB U CPEACTB 3aIIUTH MH(POPMAITUH;

- 0COOCHHOCTH U CTIOCOOBI MPUMEHEHHS IPOTPAMMHBIX CPEJICTB M TAPAHTUPOBAHHOTO YHHUTOXKCHUS HH(DOPMAIHK;, 0COOCHHOCTH U
CcrocoObl MPUMEHEHHUS aNMapaTHBIX CPEICTB FapaHTHPOBAHHOTO YHUYTOKEHHS HHPOPMAIIUY;

- THIIOBBIC CPEJICTBA M METOJIbI BEJICHUS ayJUTa, CPEICTB U CIIOCOOOB 3alIUTHI HH(POPMAITUH B JTOKATBHBIX BRIYACITUTEILHBIX CETAX,
CPENICTB 3alUTHl OT HECAHKLIIMOHUPOBAHHOTO JOCTYIIA;

YMeTs:

- pacmo3HaBaTh 33Jauy U/Wid IpodaeMy B MPoGeCCHOHATBHOM H/WITH COITUATLHOM KOHTEKCTE;

- OIpEeNeNsATh 33/Ia4H MONCKA HH(DOPMAIIH; OTIPEeeNATh HEOOXOJMMbIC HCTOYHUKH HH(POPMAIINH; IUTAaHUPOBATh MPOIIECC TIOMCKa,
CTPYKTYPHPOBATH MOJTydaeMylo HH(OpMAIIIo; BEIACTATE HanOoJiee 3HaYNMOe B IIepeyHe HHPOPMALINH; OIICHUBATH IPAKTHIECKYIO
3HAYMMOCTD PE3YJIbTAaTOB IOMCKA; 0(OPMIIATE pe3yNIbTAaTHl TIOUCKA;

- BBICTPaMBATh TPACKTOPHUH MPOPECCHOHATHHOTO W IMIHOCTHOTO Pa3BUTHS,

- OpraHM30BBIBATH PA0OTY KOJUICKTHBA M KOMAaH/IbI, B3aMMOIEHCTBOBATh C KOJUIETAMH, PyKOBOJICTBOM, KIICHTAMI

- TPUMEHSTH CpeACTBa HH(POPMAIOHHBIX TEXHOJIOTHHA IS pelIeHIs po(eCCHOHANBHBIX 3aJ]ad; MCIIOB30BaTh COBPEMEHHOE
pOrpaMMHOE 00eCIeYCHHE;

- TIOHUMATH OOIIUI CMBICI YETKO MPOU3HECCHHBIX BBICKA3bIBAHHI HAa M3BECTHBIC TeMBI (IPOECCUOHATBHBIC U OBITOBBIC), TOHUMATH
TEKCTHI Ha 6a30BbIe MPOGECCHOHATBHBIC TEMBI; YYaCTBOBATh B JMAJTIOraX HA 3HAKOMBIC O0IIHE 1 MPOGECCHOHATIBHBIC TEMBI; CTPOUTH
MPOCTHIC BBICKA3bIBaHUS O ceOe U 0 CBOEH MPOo(dhecCHOHATLHON ACATEIILHOCTH; KPaTKO 000CHOBBIBATH U OOBSICHUTH CBOH JICHCTBUS
(TekyIue U IIaHUPYEMBbIC); IHCATh MPOCTHIC CBSI3HBIC COOOIIECHHSI HAa 3HAKOMBIC WIIH HHTEPECYIOIIHE MPOPECCUOHATBHBIC TEMBI;

- YCTaHaBJIHBATh, HACTPAUBATh, IPUMCHSTH IPOTPAMMHBIC H IIPOrPaMMHO-aIMAPaTHBIE CPEICTBA 3alIUTH HH(POPMAIIHH;

- YCTaHABJIMBATh M HACTPAWBATh CPEACTBA AHTUBUPYCHOM 3aIUTHl B COOTBETCTBUH C MIPEABIABIACMBIMH TPEOOBaHUSIMII,
YCTaHABJIHNBATh, HACTPANBATh, IPUMEHSATH MPOTPAMMHBIC W IPOTPAMMHO-AIMapaTHEIC CPEICTBA 3allIUTH HHPOPMALINY;

- IMarHOCTHPOBATh, YCTPAHATH OTKA3bl, 00ECIIEYNBATE pAOOTOCIOCOOHOCTh H TECTUPOBATH (DYHKIIMU IIPOTPAMMHO - allllapaTHBIX
CPEICTB 3alIUTH HHPOPMALINH;

- TPUMEHSTH IPOTPaMMHBIE U IIPOTPaMMHO-AMIAPaTHRIC CPEICTBA I 3aIIUTH HHPOpMAIH B 0a3ax TaHHBIX; IPOBEPATH
BBIMOJIHEHHE TPESOOBAHUIA M0 3anuTe HHOOPMAIMK OT HECAHKIIMOHUPOBAHHOTO TOCTYTIA MPH aTTeCTAI[UH 00BEKTOB
HHPOPMATU3AIUH 10 TPEOOBAHUSIM 0E30MaCHOCTH HH(POPMAIIUHU; MPUMEHATH MATEMATUICCKHUI ammapar JJIs BHIIOTHEHUS
Kpunrorpaguyeckux npeodpa3oBaHUii; HCIIOIH30BATH TUIIOBBIC MIPOTPAMMHbBIC KPUITOrPapHUSCKUE CPECTBA, B TOM YHCIIC
3JIEKTPOHHYIO MOJIHUCH;

- TNPHUMEHSTh CPEACTBA FAPAaHTUPOBAHHOTO YHUUTOKEHUS WH(QOpMaIiK; BEIONPATh CPEACTBA TAPAHTUPOBAHHOTO YHUUYTOKEHUS
nHpopmanny;

- yCTaHaBIUBaTh, HACTPAUBATH, IPUMEHATH MIPOTPAMMHBIC U IIPOTpaMMHO-aNIIapaTHIC CPEACTBA 3AIMUTH HH()OPMAITHH;
OCYIICCTBISITE MOHIUTOPUHT U PETUCTPAIINIO CBEACHUH, HEOOXOAUMBIX JUIA 3alIUTH 00BEKTOB HH(POPMATH3ALNH, B TOM YHUCIIE C
HCTIOJIB30BaHUEM IPOTPAMMHBIX U IIPOTPaMMHO-AIMAPaTHBIX CPEACTB OOHAPYKECHUS, IPEAYIIPEKICHUS U TUKBUAALINH MTOCIEICTBHIHA
KOMIBIOTEPHBIX aTaK;

NMerp npakTHYECKUN OMBIT:

- YCTaHOBKH, HACTPOWKH MPOTPAMMHBIX CPEIICTB 3alIUTHl HH(OPMAIIHMK B aBTOMAaTH3UPOBAHHON CHCTEME;

- oOecredeHus 3aIUThHl ABTOHOMHBIX aBTOMATH3UPOBAHHBIX CUCTEM MPOTPaMMHBIMH U MTPOTPaMMHO -alllapaTHBIMU CPEJICTBAMHU;
HCTIOJIb30BaHUS MPOrPAMMHBIX U MPOrPAMMHO-AMIAPATHBIX CPECTB IS 3AIIUTHl HH()OPMAIIUH B CETH;

- TectupoBaHHs (QYHKIMN, THATHOCTUKH, YCTPAHEHHUS OTKA30B M BOCCTAHOBJICHHUS pabOTOCIIOCOOHOCTH MPOrPAaMMHBIX U
MIPOrPaMMHO-ANIAPaTHBIX CPEICTB 3aIUTHI HHPOPMAITUH;

- pemenus 3aga4 3amuThl 0T HCJI k nH(bOpManuy orpaHMYeHHOTO JOCTYTa ¢ MTOMOIIHI0 IPOTPaMMHBIX U MPOTPAMMHO -
amnmapaTHBIX CPEJICTB 3aIUTHI HH()OPMAIII;, TPUMEHEHHS JICKTPOHHOH IMOAMUCH; TPUMEHEHHSI CAMMETPUIHBIX M aCHMMETPHYHBIX
KpUNTOTpaUIECKUX aNrOPUTMOB; UCTIONE30BAHHS CPEICTB MH(MPOBAHUS TaHHBIX;

- yuéra, 00paboTKH, HHPOPMALIUY, I KOTOPOH YCTAHOBJICH PEKUM KOH(PHUICHIINATBHOCTH; XpPAaHSHUS U Tiepeaydl HHPOpMAIIHHY,
U KOTOPOH YCTaHOBIICH PEKUM KOH(MUICHIINATHHOCTH;

- paboTHI C MOJACUCTEMAMH PETUCTPAIIMY COOBITHIA; BBISBICHHS COOBITHI U MHIIUACHTOB OE30MACHOCTH B aBTOMAaTH3HPOBAHHON
CHCTEME;

2. CTpyKTypa H colep:KaHue AUCIHUTLTHHbI

2.1 O0beM AUCUMILIMHLI U BUALI V4eOHOH padoThl

KoanyecTBo yacoB
oD 3® 03d

®opma 00yuyeHHUs

Kypc 3/ Cemectp 6

O0BbeM TUCHHUIIHHBI 114

B TOM 4HUCJIC:

exyuu, ypoxu 46




KoanyecTBo yacoB
®opma 00ydeHUst
oo 30 030
iabopamopuvie pabomuol
npaxmuueckue 3aHAMuUs 54
Koncynpranum
CamocTosTenpHas pabora 14
TIpoMexyTOoUHas aTTecTalus
MuauBHayanbHOE IPOSKTHPOBAHUE
DopMa NPOMEKYTOYHOM aTTecTAlMU
Kypc 4 / Cemectp 7
O0BbeM TUCHUIIINHBI 162
B TOM YHCJIC:
exyuu, ypoxKu 38
iabopamopuvie pabomul
npakmuueckue 3aHAmMus 60
Kypcogoe npoexmuposariue 30
KoHcynpranuu 10
CamocTosTenpHas pabora 24
[IpoMe)kyTOUHAs aTTeCcTaIs
MHauBHayanbHOE IPOCKTHPOBAHUE
DopmMa IPOMEKYTOYHOM aTTecCTALMU KII
2.2 TeMaTH4YeCKHUH IVIAH U COJEP/KAHNE AMCIMILINHBI
HaumeHoBaHUE ConepxkaHue y4eOHOro MaTepuaa u GopMbI OPraHU3AIMM JeATETbHOCTH O0beM B
pa3iesioB U TeM 00yJaroImuXcs Jacax

Paznen 1. OcHOBHBIE IPUHIMIBI MPOTPAMMHOM U ITPOTrPaMMHO-AIIAPATHOH 33N THI HH(POPMAaIN

Tewma 1.1. [Ipeamer u 3a1a4u IPOTrpaMMHO-aNIIAPATHON 3aIIUTHI HHPOPMALIUH

Jlekun

Jlexmust 1.1.1 Tpeamet u 3aja9u porpaMMHO-aIIIapaTHON 3aIUTHl HHPOPMAIIUH.
OCHOBHBIE MOHATHS IPOTPaMMHO-aITapaTHON 3amuTel HHpopmannu. Kinaccudukamnms
METOJIOB M CPEACTB MPOTPaAMMHO-ANIAPATHOHN 3aINThl HHPOPMAIUU

Tema 1.2. CranaapThl 6e301acHOCTH

ek

Jlexust 1.2.1. HopMaTHBHBIE TPaBOBBIE aKThl, HOPMATUBHbBIE METOAUUYECKHE JOKYMEHTHI, B
COCTaB KOTOPBIX BXOJAT TPEOOBAHMS M PEKOMEHAAINH 110 3aluTe HHPOPMAIUU
[IPOTPaMMHBIMH M ITPOTPaMMHO-AIMapaTHBIMU cpeacTBaMu. [Ipodunn 3amuTs
[IPOTPAaMMHBIX H [TPOTPAMMHO-AIIAPATHBIX CPEACTB (MEXKCETEBBIX SKPAHOB, CPEIICTB
KOHTPOJISI CheMHBIX MAIIMHHBIX HOCUTEIEeH HHPOPMAIIH, CPEACTB JOBEPEHHON 3aTPy3KH,
CpPEICTB aHTHBHUPYCHOH 3aIUTHI)

ekt 1.2.2. CtargapTsl o 3amuTe nHGOPMALNH, B COCTaB KOTOPBIX BXOJIAT TPeOOBaHUS
1 pEKOMEHAIUH 110 3aluTe HHPOPMAIMU IPOrPaMMHBIMU ¥ IPOTPaMMHO-aIapaTHEIMU
cpeacTBaMu.

HpaKTI/ILICCKI/IC 3aHATHUA

[Tpaktudeckoe 3ansatue 1.2.1. O630p HOPMATHBHBIX MTPABOBBIX AKTOB, HOPMATHUBHBIX
METOIMYECKHX JOKYMEHTOB I10 3aIlnuTe HH)OPMALMH, B COCTaB KOTOPBIX BXOIST
TpeOoBaHuUs U PEKOMEH/IAINH T10 3aIIUTe HHOPMALMH IIPOrPAMMHBIME U IPOTPAMMHO-
anmapaTHBIMU cpesicTBamMu. PaboTa ¢ coiepkaHueM HOPMATHUBHBIX NMPABOBBIX aKTOB.

[Tpaktuaeckoe 3anasaTue 1.2.2. O630p crangapToB. PaboTa ¢ conepkaHueM CTaHIapTOB

Tema 1.3. 3amunieHHast aBTOMaTU3UPOBAHHAS CUCTEMA




Jleximu

JTexrust 1.3.1. ABromartu3sanus mporecca 00padoTku uapopmarmu , [lonstre
ABTOMATH3UPOBAHHOU cHCTeMbI. , OCOOCHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM B
BalMIIEHHOM UCTIOTHeHUH., OcHOBHBIE BUABI AC B 3alIMIIIEHHOM UCIIOJIHEHUH., MeTOo bl
co3maHms 0e30MacHBIX CUCTEM, MeTO0TI0THS IPOSKTHPOBAHUS TapaHTHPOBAHHO
samumeHHbx KC, JIuckpermmonHabpie MoAe i, MaHIaTHBIC MOJICITH

[IpakTHueckue 3aHsITus

[pakTrueckoe 3anstue 1.3.1. Yuer, 00paboTka, Xxpanenue u nepenava napopmarmu B AVC,
OrpaHnyeHre JOCTyIa Ha BXOJ B CHUCTeMY., neHTHHKANS U ayTeHTUQUKAIIHS
nosnp3oBareneil, Pasrpannyenue gocryrma.

[Tpaktudeckoe 3aasatue 1.3.2. Peructpanus coObrtwii (ayauT)., KOHTpOIIb 11EIOCTHOCTH
TaHHBIX, Y HUUTOXCHHE OCTATOYHOH MH(OpMaIvH.

[Tpaktudeckoe 3ansatue 1.3.3. Ypasnenue moantukoi 6esonacHocty. [1labmoHb
6e3zomacHocty, Kpunrorpapudeckas 3amura. O630p nporpamm mupoBaHUs JaHHBIX,
Ynpasnernne monutikol 6e3onacHocTy. [l1abmoHbr 6e30macHOCTH

Tema 1.4. lecTabmm3upyroliee Bo3IeHCTBHE HA 00EKTHI 3aIUThI

JIlexmm

Jlekrwst 1.4.1. McTouyHuKH AeCTaOMIM3UPYIONIETO BO3ICHCTBUS HA O0BEKTHI 3aIUTHI.
CriocoObl Bo3/iciicTBUS Ha HHPOpMaIuio. [I[pHUHHBI U yCIOBUSA AeCTaA0MIA3UPYIOIIETO
BO3ICHCTBUS Ha MH(POPMAITHIO

[IpakTHueckue 3aHsITus

[IpakTudeckoe 3ansatue 1.4.1.Pacnpenenenre KaHaIOB B COOTBETCTBUU C HCTOUHUKAMHU
Bo3/ieiicTBYSI HA HH(OpMaLIUIO

Tema 1.5. [IpuHIMIBI TPOrpaMMHO-aNIapaTHOH 3aIIMThl HHPOPMAIMU OT HECAHKIIMOHUPOBAHHOTO J0CTYIa

Jlexkmun

Jlexrmst 1.5.1. TToHsTHE HECAaHKIITMOHUPOBAHHOTO AOCTYyMA K nH(popMaruu. OCHOBHEIC
o IXoAb! K 3amute nHpopmanuu ot HC

Jlexkums 1.5.2. Opranuszanust qoctyna K ¢aiinam, KOHTPOJIb JOCTYIa U pa3rpaHU4YeHHe
T0CTyIIa, HEPapXUUECKUil TOCTyM K ¢aitnam. Oukcanus noctyna K ¢aitnam. JlocTym K
JTaHHBIM CO CTOPOHBI TIpolecca

Jlexrwst 1.5.3. OcobeHHOCTH 3alMTH JaHHBIX OT u3MeHeHus. [lludposanue.

IIpakTHueckue 3aHsITus

[Tpaktudeckoe 3ansarue 1.5.1. Opraamzanms noctyna K dainam

[TpaxTrueckoe 3anarue 1.5.2. O3HaAKOMIIEHHE ¢ COBPEMEHHBIMHU MPOrPaMMHBIMH 1
[IpOrpaMMHO-aNmapaTHBIMU cpeacTBamu 3amuthl oT HCJL

CamocrosTenpHas pabota

Cucremarnyeckas mpopaboTKa KOHCIIEKTOB 3aHATHH, y4eOHOI 1 criennallbHOM TEXHUYECKOMH
imTepaTypsl (10 BorpocaM K naparpadam, riaaBaM yaeOHBIX TOCOOHH, COCTaBIEHHBIM
mpernoaBaTeneM). [IoAroToBKa K MPaKTHIECKUM paboTaM C UCTIOIb30BaHIEM
METOIMYECKIX PEKOMEHAANNH MperofaBaTess, opopMIeHne MPaKTHIECKIX paboT, OTIETOB,
K UX 3aIIuTe.

Pazmen 2. 3amuTa aBTOHOMHBIX aBTOMAaTH3UPOBAHHBIX CHCTEM

Tema 2.1. OCHOBBI 3aIITUTHl aBTOHOMHBIX aBTOMATH3UPOBAHHBIX CUCTEM

ek

JTexmst 2.1.1. Pabora aBroHOMHO#M AC B 3alIUIIEHHOM pesxume. AnroputM 3arpy3ku OC.
[lItaTHbBIE CpeacTBa 3aMblkaHus cpeabl. Pacmupenue BIOS kak cpencTBo 3aMbIkaHUs
porpaMMHOi cpefsl. CucTeMbl TUIIA DNEKTPOHHBIN 3aMOK. O3 ¢ IPOBEPKON LIETOCTHOCTH
nporpamMMHoi cpeapl. [Tlorsatne AMJI3 (moBepenHas 3arpy3ka). [I[puMeHeHne 3akiajok,
HaNpaBICHHBIX Ha CHIKEHHE 3(P()EKTHBHOCTH CPEACTB, 3aMBIKAIONINX CPELY.

Tewma 2.2.3amuTa nporpaMm oT U3y4YeHHUs

Jleximu




Jlexuns 2.2.1. U3yyenue u ooparnoe npoekruposanue [10. Crioco6s! nzyuenus I10:
CTaTHYecKoe U TUHAMHYECKOE N3yueHHue. 3a1a4 3alUThl OT U3YUEHHs M CIIOCOOBI UX
penIeHus. 3anuTa OT OTJIAKH. 3aluTa OT TU3acCeMOIMPOBAHHMS. 3aIIUTa OT TPACCUPOBKH
[0 IPEPHIBAHUSIM.

Tema 2.3. BpenoHOCHOE IporpaMMHOE 00eCIICUCHIE

Jlexyn

Jlexmus 2.3.1 BpenoHocHoe mporpaMMHOe oOecTiedeHre Kak 0COOBIN BHJT pa3pyIaroIux
BoznekicTBui. Kitaccupukanusi BpeJOHOCHOTO TPOrpaMMHOTO obecrieueHus. Cxema
3apaxxenust. CpeactBa HeWtpanu3armu BpenonocHoro [10. Ipodunaktika 3apakeHus.
[Touck cnenoB aktuBHOCcTH BpenoHocHoro [10. Peectp Windows. OcHOBHBIE BETKH,
coneprkaie nHGopmanuro o BpegoHocHoM [10. JIpyrue o0beKTHI, coeprkaliue
nHpopmanuio o BpenonocHoM [10, ¢aiinsl prefetch.bor-nerst. [TpuHImn
(dyHKIoHrpoBaHus. Metozpl oOHapyxenus. Knaccugukanus aHTHBUPYCHBIX CPE/ICTB.
CUrHATYpHBIN ¥ 9BPUCTUYECKHI aHAIN3. 3alIuTa OT BUPYCOB B "pyUYHOM pexume".
OCHOBHBIE KOHIETIIINU IIOCTPOCHHUS CHCTEM aHTHBHPYCHOHN 3aIIMTHI Ha MPEIIPUSITHH.

[IpakTHueckue 3aHsATUs

[Ipaktudeckoe 3aasaTue 2.3.1. [IpuMeHeHus cpeAcTB HeceaoBanus peectpa Windows s
HaXO0XJICHUS CJIeI0B aKTUBHOCTH BpeaoHocHOro [10

Tema 2.4. 3anmra IporpaMM U JaHHBIX OT HECAHKIIMOHUPOBAHHOTO KOIMPOBAHUS

ek

Jlexrust 2.4.1. HecaHKIIMOHMPOBAaHHOE KOMUPOBAaHHUE MPOTPaMM KakK THII
HC/I.IOpuanveckue acnekThl HECAHKIIMOHUPOBAHHOTO KOMUpoBaHus mporpamm. Ooriee
MTOHATHUE 3aLIUTHI OT KonupoBaHus. [Ipussska 110 k anmapaTHOMY OKPYKEHHIO U
HOCHTEJISIM.3aIlUTHBIE MEXaHU3MBI B COBPEMEHHOM IPOTrpaMMHOM 00ecrieueHUH Ha
npumepe MS Office.

IIpakTHueckue 3aHsITus

[MpakTuyeckoe 3ausitue 2.4.1. 3amura “HGOPMAIMK OT HECAHKIIHOHUPOBAHHOTO
KOIIMPOBAHUS C UCIOJIB30BAHNEM CIEIHAIN3UPOBAHHBIX IPOTPAMMHBIX CPEACTB. 3al[UTHBIC
MeXxaHH3MBI B IpuiIokeHusix (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tewma 2.5. 3anmra nHGOpMaIK HA MAITMHHBIX HOCUTEIIIX

Jexmm

Jexmmst 2.5.1. TIpoGirema 3amuThl OTYy)AaeMBIX KOMIOHEHTOB [I9BM. MeTobl 3anuThI
nH(popManuy Ha oTdyXIaeMbIx Hocutensx. [lndposanune. CpencTsa BOCCTAHOBICHUS
ocraTouHO# nHpopMarmu. Co3naHue moceKTopHBIX 00pazoB HXKM/I.IIpumenerne cpencts
BOCCTaHOBJICHHUS OCTaTOYHOW HH(OPMAINHU B CYJCOHBIX KPUMHUHAINCTHIECKUX IKCTIEPTH3aX
W TIpU paccie0BaHuK MHIMIACHTOB. HopMmaTuBHas 6a3a, 1OKyMEHTHPOBAHHE PE3YJIbTaToB.
Be3Bo3BpaTHOE yajIeHue TaHHBIX. [IpUHINIIEI U alITOPUTMBI.

[IpakTHueckue 3aHsITus

[Ipaktuueckoe 3anarue 2.5.1. [lpuMeHeHue cpeacTBa BOCCTAHOBIEHUSI OCTaTOYHOM
nHpOopManuu Ha npuMepe Foremost win aHamora

[Ipaktudeckoe 3ansarue 2.5.2. [[puMeHeHne crenualIn3upoOBaHHOTO MPOTPAMMHO CPEACTBA
TSI BOCCTAHOBIIEHUS YJaICHHBIX (haiiiioB

[MpakTryeckoe 3anstue 2.5.3. [IpuMeHeHre nporpamMM AJst 6€3BO3BPAaTHOTO yIalIeHUS
TAaHHBIX

[MpakTuyeckoe 3austue 2.5.4. [IpuMeHeHne nporpaMM /I MU(GPOBAHUS JaHHBIX Ha
CHEMHBIX HOCHTEIISIX

Tema 2.6. AnmapaTHble CpeICcTBa WACHTH(DUKAIIMN B ayTeHTU()HUKAIMH MTOJIb30BaTeNeH

Jexmm

Jlexkuns 2.6.1. TpeOoBaHus K annapaTHbIM CpeJCTBaM WACHTU(DHUKALUY U ay TEeHTH(OUKALINN
mosib30Baresei, npumenseMbiM B 93 u AIIM/JI3. Ycerpotictea Touch Memory.

Tema 2.7. Cucrembl 00HapYKEHUsI aTaK U BTOPIKCHUH

Jleximu

Jlekuus 2.7.1. COB u COA, ominuust B GyHKIHAX. OCHOBHBIE apXUTEKTYPbI




COB.lcnons3oBanue cereBbix cHU(GepoB B kauectBe COB. AnnaparHblii KOMIIOHEHT
COB.IIporpammusiii koMmnoHeHT COB.Monenu cucteMsl 00HapyKEHUs! BTOPKEHHUH,
Knaccugukanus cucteM o0HapykeHHs1 BTopeHni. OOHapyKeHUe CUTHATYP.
O6HapyxeHHne aHoMasni. J[pyrue MeToapl 00HApYKeHHsI BTOP)KEHHUH.

[IpakTHueckue 3aHsITus

[TpakTudeckoe 3anatue 2.7.1. MoaenupoBaHre poBeaeHMs aTaku. V3ydeHne
MHCTPYMEHTAJIBHBIX CPEICTB 00HAPYKEHHS BTOPKEHUI

CaMocTosTenbpHas paboTa

CucTteMaTHuecKkas mpopadoTKa KOHCIICKTOB 3aHITHH, y4eOHOU U CHICIIHATBHOM TEXHUUECKOM
muTepatypsl (10 BomlpocaMm K maparpadam, riiaBaM yu4eOHBIX OCOOHIA, COCTABICHHBIM
mpenonaBaTenem). [IoAroToBKa K MPaKTUYECKUM PabOTaM € MCIIOJIb30BaHHEM
METOIMYCCKUX PEKOMEHIANUH MpernogaBaTeis, opopMIICHHE MPAKTHISCKUX padoT, OTUYCTOB
K UX 3aIlIuTe.

Paznen 3. 3amuTa nHbOpPMAIMHU B JIOKAJTBHBIX CETSIX

Tema 3.1. OcHOBBI TOCTPOCHHUS 3AIUIICHHBIX CETeil

JIlexmm

Jlexrust 3.1.1. Ceru, paboTaroiiye Mo TeXHOJIOTHH KOMMYTaluK MakeToB. CTeK MPOTOKOJIOB
TCP/IP. Ocobennoctu mapuipytusanuu. [llTaTHeie cpencTBa 3amuTsl HHGOpMaLUK CTeKa
npotokonoB TCP/IP. Cpencrea naeHTHUKaNMK 1 ayTeHTH(PHUKAMY Ha Pa3HBIX YPOBHAX
rmpotokosia TCP/IP, nocTronHCTBA, HEIOCTATKH, OTPAHUYCHUS.

Tema 3.2. CpenctBa opranuzanun VPN

Jlekun

Jlexrust 3.2.1. BuptyansHas yacTHas cetb. OyHKINK, HA3HAUCHUE, IPUHITUIT TOCTPOCHHUS.
Kpunrrorpadudeckue u Hekpunrorpadudaeckue cpeacrsa opranmsanun VPN. YerpoiicTsa,
oOpasyrommre VPN. Kpunromapmpyrtusarop u kpunrodmistp. Kpunropoyrep. [TpuHIHITEL,
ApXHUTEKTypa, MOAENb HAPYIINTENs], JOCTOMHCTBA U HeocTaTki. Kpunroduibtp.
[TpuHOMIIBL, ApXUTEKTypa, MOAETH HAPYIINTENS, JOCTOMHCTBA U HEAOCTATKH.

10

IIpakTHueckue 3aHsITus

‘HpaKTHI{ecxoe 3anstue 3.2.1 PazpepreiBanne VPN

10

Paznen 4. 3amuTa nHbOpPMAIMHU B CETAX 00MIero ocTymna

Tema 4.1.00ecneuenne 0€30MaCHOCTA MEKCETEBOI0 B3aUMOIEHCTBHS

ek

Jlexmus 4.1.1. MeToas! 3amuTsl ”HPOPMAITUH TIPU pabOTe B CETAX OOIIETO AOCTYTIA.
Me:xceteBble 3kpanbl Trmna firewall. JlocTonHCTBA, HETOCTATKH, pEATU3YEMbIE TIOJIUTUKH
6e3onmacHoctr. OcHoBHEIE TUNHI firewall. CummeTpuuHble 1 HecuMMeTpraHbIe firewall.
Yposensb 1. [TaketHbie QuibTphl. YpoBeHb 2. OunbTparius ciryk0, TOUCK KIIFOUEBBIX CJIOB B
TeJie MaKeTOB Ha CETEBOM ypOBHE. YPOBEHb 3. Proxy-cepBepa NpUKIagHOTO YPOBHS.
OIHOXOCTOBBIC B MyIbTHXOCTOBBIC firewall. OCHOBHEIC THUITBI QDXUTEKTYP
MyIBTHXOCTOBEIX firewall. TpeOoBaHUS K KaXKIOMY XOCTY HCXOMS U3 apXUTEKTYPBI U
BEITONTHsIeMBIX QyHKIHA. TpeOoBaHus M0 cepTH(UKAINN MEKCETEBBIX SKPAHOB.

10

HpaKTI/ILICCKI/IC 3aHATHUA

[Tpaktudeckoe 3ansatue 4.1.1. M3yuenue u cpaBHeHue apxurektyp Dual Homed Host,
Bastion Host, Perimetr. 3y4uenue pa3nudHbIX CrIOCOO0B 3aKpHITHA "OMACHBIX" MIOPTOB

Paznen 5. 3amura nHpopmanyy B 6a3ax JaHHBIX

Tema 5.1. 3amuTa nHGOpMaru B 6a3ax TaHHBIX

Jexmm

Jlexmus 5.1.1. [Tpuanun padotel MukpodoHa u Tenedona. Mcmonp3oBaHrne KOMMYHUKAITAH

B Ka4eCTBE COSIMHUTEIBHBIX IPoBOJ0B. HermacHast 3anmuch nHbOpMaIMy Ha JTUKTO(OHBI.

10




CHCTEeMBI 3aIUTH OT JUKTO(OHOB. HOMEHKIIATypa IPUMEHIEMBIX CPEICTB 3aIIUTHI
MHGOPMALINU OT HECAHKITHOHMPOBAHHON YTEUKH IO MPOBOJHOMY KaHAIY.

[IpakTHueckue 3aHsITus

mTatHbIX cpencts 3anmThl CYBJ] MSSQL Server

[IpaxkTuueckoe 3ansTue 5.1.1. U3yuenne mexann3moB 3amutel CYBJ] MS Access. M3yuenue

12

CaMocTosTenbpHas padboTa

10

Paznen 6. MOHUTOPUHT CUCTEM 3aIIUTHI

Tema 6.1. MOHUTOPHHT CHCTEM 3alIUThHI

Jlexun

HeO6XOL[IdMOI71 KOMITOHCHTBI CUCTCMBI 3allIMThI HH(bOpMaHHH

Jekmust 6.1.1. TTonsiTre u 000CHOBaHKE HEOOXOJMMOCTH UCTIOJIF30BaHHS MOHUTOPHHTA KaK

Jlexuus 6.1.2. OcobeHHOCTH (PUKCanMy COOBITHH, TOCTPOSHHBIX HA Pa3HbIX MPHHIHIIAX:
CeTH ¢ KOMMYTaIUeH COSMHCHUH, ceTh ¢ KoMMyTalei naketos, TCP/IP, X.25

Jlexkums 6.1.3. Kinaccudukauus otciexuBaeMbix coObITHi. OcCOOEHHOCTH NOCTPOSHHUS
CUCTEM MOHUTOpPHUHIA

Jlexuus 6.1.4. Vicrounnkn uHbOpManuu JUiss MOHUTOPHHIA: CETEBBIE MOHUTOPBHI,
CTATUCTHYCCKUE XapaKTePUCTHKH Tpaduka uepes MO, mpoBepka pecypcoB o01iero
[10JIb30BaHUSI.

Jlekuus 6.1.5. Kinaccudukauus ceTeBbIX MOHUTOPOB.

0630p SIEM-cucTeM Ha MEUPOBOM M POCCHHCKOM pBIHKE.

Jlexkuus 6.1.6. CucteMsl ynpasieHus: cOObITHIMEI HHOOpMaLMOHHO# Oe3onacHocTH (SIEM).

[IpakTHueckue 3aHsITus

[IpaxkTrdeckoe 3anarue 6.1.1. M3ydeHne u cpaBHUTENBHBIN aHANINU3 PACIIPOCTPAHEHHBIX
cereBbix MOHUTOPOB Ha IpuMepe RealSecure, SNORT, NFR witi pyrux aHajaoros.

10

[paxtruueckoe 3aaarue 6.1.2. [Iposenenue ayaura JIBC ceTeBbIM cKaHEpOM

10

Tema 6.2. Vzyuenue Mep 3amuthl HHGOpPMALMK B MHPOPMAIIMOHHBIX CHCTEMaX

Jlexmun

Jexmmst 6.2.1. 3y4yenue TpeGoBaHuil 0 3a1muTe HHPOPMALIUH, HE COCTABIIIOIICH

MCP 3allUThI.

rocyaapcTBeHHYIO TailHy. 3ydyenue metonunueckux JokymeHToB ®CTIK no npumenenuro

HpaKTI/I‘IeCKI/IC 3aHATHUA

[MpakTraeckoe 3aaarue 6.2.1. Beioop Mep 3ammTel HHPOPMALIUH [T UX PeaTn3alii B
nH(opMannoHHOI cucteme. BEIOOp cOOTBETCTBYIOMIMX MPOTrPAMMHBIX U TPOTPAMMHO-
armapaTHBIX CPEACTB M PEKOMEH/IAIMH 110 UX HACTPOMKE.

28

Tema 6.3. M3yueHne COBpEMEHHBIX IPOrPaMMHO-aNNapaTHBIX KOMILIEKCOB.

Jlekun

Jlexuus 6.3.1. YcTaHOBKa U HACTpOilKa KOMILIEKCHOTO CPEJICTBA Ha IpUMEpE
SecretNetStudio (yue6GHast TMUEH3MS) WK IPYTUX aHAJOTOB. Y CTAaHOBKA M HACTPOMKA

n3ydeHne (yHKIMA 1 HaCTPOHKa PeXKUMOB paboTsl Ha mpuMepe MaxPatrol 8 mmn qpyrux
aHaJIoroB. V3y4ueHne THIIOBBIX pemieHnit 1y moctpoenuss VPN Ha nmpumepe VipNet mmu
NpyTHX aHaJIoroB. VI3ydeHne COBpeMEHHBIX CHCTEM aHTUBUPYCHOM 3alIUTHI HA IPUMEPE

obmacreit mpumenerns DLP cucrem Ha mpumepe InfoWatchTrafficMonitor nimm apyrux
aHaJIOroB

[TPOTPAaMMHBIX CPEJICTB OIIEHKH 3aIIUIIEHHOCTH U ayIuTa HHPOPMAMOHHON 0€30acHOCTH,

KopriopaTuBHBIX permrenuii KasperskyLab mmn npyrux ananoros. M3y4denne gpyHKImoHaNA U

10

CaMOCTOsTEIIbHAS pa60Ta

14

Koncynpranuu

10

KypcoBast paboTa(mpoexT), B TOM YHCIIe:

30

KypcoBast paboTa(mpoeKT) - BBITOJIHEHHE

28

[TpomexxyTodHas aTTecTanus B popme 3amuThl KypcoOBOH pabOTHI(TIPOEKTA)

3 MaTepHabHO-TEXHUYECKOE H YIeOHO-MeTONNIeCKOe 00ecnedeHre TUCIIUIIIIHHBI (MOTYJIs1)
3.1 CrnenmaabHble MOMENIEHUS IJIsI PeaJH3alui MPOTrPaMMBbI

Hannuust yueGHOro kabunera «MH(GOPMaLMOHHOM 6€3011aCHOCTH, J1a00paTOPUH HHPOPMALMOHHBIX TEXHOJIOTHIAY.



Oo6opynoBanue yueOHOro KabuHeTa:

- MOCaJ0YHbIC MECTA M0 KOJIUYECTBY 00YUaIOIINXCS;

- pabouee MeCTO MPEnoIaBaTels;

- KOMIUIEKT y4eOHO-HarIAJHbIX nocoOuil «IHpopMannoHHas 6e30macHOCTbY;

- 3JIEKTPOHHOE y4eOHoe 1mocodue.

TexHu4eckue cpeicTBa 00yUCHHS:

- KOMIBIOTEP C JHMIEH3UMOHHBIM ITPOTPAMMHBIM 00eCIIeUeHUEM, MYJIbTUMEANIHBINA THAaIpOeKTOp, HHTEPAKTUBHAS IOCKA.
.
3.2 Hudopmanmnonnoe odecriedeHne peaju3anuy MPporpamMmMsbl

3.2.1 OcHoBHas IuTepaTypa

1. BuykoB, A. A. OcHOBH HH(OPMAIIMOHHON O€30MacHOCTH: 3amuTa WHpOpMaIHK : y4eOHOe MocoOHe sl CpemaHero
npodeccronansHoro oopazosanusi / A. A. BHykoB. — 3-e u3n., nepepad. u gon. — Mocksa : UznarensctBo HOpaiir, 2021. — 161 c.
— (IIpodeccuonanpuoe obdpazosanue). — ISBN 978-5-534-13948-8. — Tekcr : anmextpoHHbI // OOpa3oBarenbHas miatdhopma
FOpaiir [caiit]. — URL.: https://urait.ru/bcode/475890 .

3.2.2. JlonoJIHUTe/IbHAS JINTEpaTypa

1. Kazapun, O. B. [IporpammHo-anmnapaTHble CpeICTBa 3aIUThI HH(pOpMALIMY. 3aIIUTa IIPOrPAMMHOT0 00ecTeueHHsI. :
yuebnuk u npaktukyM st CIT1O / Kazapun O. B., 3a6a0ypun A. C.. - Mocksa : FOpaiit, 2021. - 312 c. - ISBN 978-5-53413221-2. -
URL :https://urait.ru/book/programmno-apparatnve-sredstva-zaschitv-informacii-zaschita-programmnogo- obespecheniya-476997. -
TexcrT : 37IeKTPOHHBIMN.

3.2.3 MeToanueckas JuTeparypa

[MpodeccronanbHbIil TUKI | METOAWYECKUE MaTepuallbl JUsl o0yyJaromuxcs Hanpasienus noarorosku 10.02.05 "Obecneuenue
nH}popManMoHHOI 6€30MacHOCTH aBTOMaTH3UPOBaHHBIX cucTeM" / Ky30acckuii rocy 1apcTBeHHbIH TeXHHYECKUH yHUBEpcUuTeT uM. T.
@. 'opbauenra ; Kadhenpa napopmarmonHoit 6e3omacHOcTH, coctaBurenu: E. B. [Ipokomenko, A. B. Mensenes, A. I'. Kupenbepr. -
Kemeposo : Ky3['TV, 2020. - 290 c. - URL:http://library.kuzstu.ru/meto.php?n=9964. - Tekcr : 21eKTPOHHBbII

3.2.4 UnTtepHeT pecypchbl

1. DUOC Ky3I'TVY:

a) DOnekrponnas 6ubnuoreka Kys['TY. - Tekcr: anekrporusiii // Hayuno-texandeckas 6ubnunoreka Kysbacckoro
rOCYIapCTBEHHOIO TEXHHUYECKOro yHuBepcuteTa uM. T. ®. [opbauesa : caiir. - Kemeposo, 2001 - . - URL: https://elib.kuzstu.ru/ . -
TekcT: 3JIeKTPOHHBII.

b) Topran.KysI'TY : Asromarusuposannas Mudopmanmonnas Cucrema (AUC) : [caiit] / Ky36acckuii rocymapcTBeHHbIH
TexHuueckuil yausepcureT um. T. @. Topbauesa. - Kemeposo : Ky3['TV, [6. r.]. - URL: https://portal .kuzstu.ru/. - Pexxum nocryma:
JUISl aBTOPH3. TIOJIb30BaTeNeH. - TeKCT: 3eKTPOHHBIH.

C) DnexrtponHoe oby4enue : [caiit] / Ky3bacckuii rocyjapcTBeHHbIN TexHUueckuit yausepceuter uM. T. @. Topbauesa. - KemepoBo
: KysI'TV, [6. r.]. - URL: https://el.kuzstu.ru/ . - Pexxum gocrtyma: ajist aBropu3. nonb3oBateneid Ky3['TY. - TekcT: 3JeKTpOHHBIH.

2. OCTOK Poccun : GenepanpHast Ciry:k0a M0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTpOITIO : odurmanbsHei caiit / DAY «THUUU
IIT3U ®CTIK Poccumy». - Mocksa, 2004 - . - URL: www.fstec.ru. - Tekct: 31eKTpOHHBIH.

3. SecurityLab.ru : nadopMannoHHbI#i nopTa mo 6e30macHoCTH : caift. - Mocksa. - URL: https://www.securitylab.ru/ . - Tekcr:

3JIEKTPOHHBIN.

4. JenaprameHt oOpazoBanus Bosoroackoit obmacty : opuiManbHelil caifT. - Bomoraa. - URL: http://depobr.gov35.ru/ . - Tekcr:
3JIEKTPOHHBIN.

5. BIOMETRICS.RU : Poccuiickuii GHOMETpHUIECKHiA TopTan : caidT. - Mocksa, 2000 - . - URL: www.biometrics.ru . - Tekcr:
JJIEKTPOHHBII.

6. InformationSecurity/HbopmanronHas 6e300acHOCTb : caift. - Mocksa. - URL: http://www.itsec.ru. - TekcT: 31eKTpOHHBIH.

7. eLIBRARY.RU : HayuHas smekTpoHHast OnbnuoTeka : caift. - Mocksa, 2000 - . - URL: https://elibrary.ru. - Pexxum nocryna: ans
3aperucTPHp. HOJIb30BaTeNeH. - TeKCT: AIeKTPOHHBIH.

8. TapaHT. py : HHGOPMALMOHHO-TIPABOBOM mOPTA : caiT. - Mocksa, 1990 - . - URL: https://www.garant.ru/ . - Tekcr:
JJIEKTPOHHBIN.

9. KoucynprauTlIroc : KOMIBIOTEpHAs CIIPABOYHO-TIPABOBAsI CHCTEMa : caiiT. - Mocksa, 1992 - . - URL: www.consultant.ru . -
TeKcCT: 3JIeKTPOHHBIH.

10. EamHOE OKHO M0CTyIa K 00pa30BaTeIbHBIM pecypceam : HHpopMarroHHas cucrema : caidt / ®I'AY 'HUU UTT «uadopmukay .
- Mockga, 2005 - . - URL: http://window.edu.ru/ . - TekcT: 2JIEKTPOHHBIIA.

11. Poccuiickoe oopa3zoBanue. DenepanbHbiii 00pa3zoBarenbHelil mopTan : caitit / ®I'AQY IO LUPT'OIT u UT. - Mockga, 2002 - . -
URL: www.edu.ru . - TekcT: 3IeKTpOHHBIH.

4. Opranusanus caMoCTOATebHOI padoThl 00y4Yaromuxcst

CamocrosTensHas padoTa 00y4aromuXcsl OCYIECTBIAETCS B 00beMe, YCTAHOBICHHOM B pasjielie 2 HaCTOSIIIEH IPOrpaMMBbl
JUCITUTUTHHBI (MOYJIS).

JList caMOCTOSITeNIbHOM paboThl 00YUAIONIMXCSI IPETYyCMOTPEHBI CIIEIMaIbHbIE TOMEILEHNS, OCHAILCHHBIE KOMITBIOTEPHOI TEXHHUKOM
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https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-programmnogo-obespecheniya-476997
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C BO3MOXKHOCTBIO TIOJKITIOYCHHS K HH()OPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHOW ceTH "MHTepHeT" ¢ obecneueHneM J0CTyma B
ANEKTPOHHYIO HHPOPMaIMOHHO-00pa3oBaTenbHyo cpexy Ky3['TY.

6. Unble cBegeHus M (MJ1M) MATEPHAJIbI

1. OO6pa3oBarenbHBII MPOLECC OCYLIECTBISETCS C UCIIOIb30BAaHUEM KaK TPaIUIMOHHBIX, TAK 1 COBPEMEHHBIX HHTEPAKTHBHBIX
TexHoorui. [Ipu KoHTaKTHOW paboTe Mearornueckoro paboOTHUKA ¢ 00YYAIOIINMHUCS IIPUMEHSIOTCS CIIEAYIOIIIE 3JIEMEHTHI
WHTEPaKTHBHBIX TEXHOJIOTHH:

- COBMECTHBIH pa30op NpOOJIEMHBIX CUTYalni;

- COBMECTHOE BBISIBJICHUE PUYNHHO-CIICACTBEHHBIX CBSI3€H BEIlei U COOBITHH, MPOUCXOISIINX B IOBCEIHEBHOM KNU3HH, U UX
COIIOCTABJICHUE C YUEeOHBIM MaTEPHAIIOM.

2. TlpoBeneHne rpyNIOBHIX W HHIUBUIYaTbHBIX KOHCYJIBTAIIMNA OCYIIECTBISIETCS B COOTBETCTBUH C PACIIICAHNEM KOHCYJIBTAINHA 1O
TeMaM, 3asBJICHHBIM B pabodeil mporpaMme JUCIUILTAHEL, B TIEPHO OCBOCHHUS TUCIUITIMHEI U IIepe]] IPOMEKyTOUHON aTTecTaIle ¢
Y4eTOM PEe3yJIbTaTOB TEKYIIET0 KOHTPOJIA.
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