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1. OO0mas xapakTepucTHKA padoyeil MPOrpaMMbl JHCHUIIIHHBI
1.1 MecTo IUCHHMIIUHBI B CTPYKTYPe OCHOBHOI 00pa30BaTe/IbHON NPOrpaMMbl
Y4ebHast quCHUIUINHA «DKCIUTyaTalys KOMIBIOTEPHBIX CETEi» SBISIETCS 0053aTEIbHON YaCThI0 MPO(ECCHOHATBHOTO IIUKIIA
OCHOBHOI 00pa3oBarenbHOM mporpamMmbl B cooTBetcTBUE ¢ @T'OC 1o crienmansHOocTH 10.02.05 «Obecnedenue
nH(pOpMaMOHHO 6€3011aCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM).
YueOHas aucuMIUIMHA « DKCIUTyaTalusi KOMIBIOTEPHBIX ceTei» obecrieunBaeT popMUpOBaHHE NMPOPECCHOHATIBHBIX U O0LIHX
kommnereHimid B cootBeTcTBuU ¢ @I'OC no cnenumansHoctd 10.02.05 «ObecneueHre nHGOPMAITMOHHON 0€30MTaCHOCTH
ABTOMATH3HPOBAHHBIX CUCTEM).
1.2 Ileas n mIaHUpyeMble Pe3yJbTAaThl 0CBOEHHS JUCIHILUIMHBI, COOTHECEHHBIE C IJIAHUPYEMBIMH pe3yJbTaTaMu
O0CBOeHHS 00pa30BaTeJbLHOI NPOrPaMMBI
OcBoeHHe TUCIUIUIMHBI HAIIPaBJIeHO Ha (hopMupoBaHHe:
00X KOMITETEHIINI:
OK 01. Beibupats crioco0s! penreHus 3a1a4 IpoQecCHOHATBHON IeITeNbHOCTH, IPIMEHUTEIHHO K Pa3IIHBIM
KOHTEKCTaM.
3HaTh: IPUHIUITEI OCHOBHBIX METOJIOB OPTaHM3AIMN M IIPOBEACHHS TEXHUIIECKOTO 00CITy )KUBaHNS KOMITBIOTEPHBIX
CeTeH;
YMers: obecrieunBaTh paboTOCIIOCOOHOCTh, 0OHAPYKHUBATh U YCTPAHITh HEUCIIPABHOCTH KOMITBIOTEPHBIX CETEH;
OK 02. OcymiecTBIsITh IOKCK, aHAIN3 U UHTEPIIPETALNIO HHPOPMAIUK, HEOOXOAUMOH JUIsl BHIIIOJIHEHHUS 3a1a4
npo¢eCCUOHANBHOM JCSITeIBPHOCTH.
3HaTh: ICTOYHUKH, BKIIFOYAst JJIEKTPOHHBIE PECYPChI, MeHapecypchl, IHTepHET-pecypehl, NEPHOANYECKIE U3IaHHs
O CMENHMANBLHOCTH /ISl PelIeHHs Npo(ecCHOHAIBHBIX 3a/1a4;
YMeTh: HCTIONIb30BATh Pa3INYHbIE HCTOUYHHUKH, BKIIIOYAs 3JIEKTPOHHBIE pECypChl, Menuapecypcebl, MHTepHEeTpecypesl,
MEPHOANYECKIE M3IaHHS 110 CIICNNAIBHOCTH JUIS PeIIeHNs PO eCCHOHATBHBIX 33/1a4;
OK 03. ITmaHnpoBaTh U peann30BbIBaTh COOCTBEHHOE MTPO(ECCHOHANBHOE W INIHOCTHOE PA3BUTHE.
3HaTh: CIOCOOB! IEMOHCTPAIMH IPHHATHIX PEIICHUH;
YMeTh: 000CHOBBIBATh, AHAIN3UPOBATH X KOPPEKTUPOBATH PE3YIbTaThl COOCTBEHHON pabOoTHI;
OK 04. PaboTath B KOJUIEKTHBE ¥ KOMaH[E, 3PPEKTHBHO B3aUMOICHCTBOBATE C KOJIETAaMH, PYKOBOJCTBOM,
KIIMEHTaMH.
3HaTh: IPUHLUIIEI PA0OTHI B KOJUIEKTHBE M KOMaH/ie, CIOCOObI 3()()eKTUBHOTO B3aUMO/ICHCTBUSI C KOJIJIETaMH,
PYKOBOJICTBOM, KIIMEHTAMHM;
YMeTh: 000CHOBATh U aHAJTM3UPOBATh PA0OTY WICHOB KOMaHbI (IOYHMHEHHBIX );
OK 09. Ucnonp30BaTh HHGOPMAIIMOHHbBIE TEXHOJIOTHH B IPOGECCHOHANBHON AESITeIbHOCTH.
3HaTh: HHHOPMALMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH NPO(ECCHOHANIBHOI IeSTeIbHOCTH;
YMeTh: HCTI0JIb30BaTh NHPOPMAIMOHHBIE TEXHOJIOTHH B TPO(eCCHOHATLHOM AeSTEIbHOCTH;
OK 10. [Tomp30Bathbcs mpodeccHoHaIEHONW JOKYMEHTAIEH Ha TOCYJapCTBEHHOM U HHOCTPAHHOM SI3BIKE.
3HaTb: crI0cOoOB! MCIOIb30BaHMS MPOPECCHOHATBHON TOKYMEHTALINH;
YMeTh: HCTIONIb30BaTh B MPO(ECCHOHAIBHOM NeITeIbHOCTH HEOOXOIMMYIO0 TEXHHUYECKYIO JOKYMEHTAIHIO, B TOM
YHCcIIe Ha aHTJIMHCKOM SI3BIKE;

npodeccHoHaIBHBIX KOMIETEHIINH:
I1K 1.2. AiMuHHCTpHUPOBAThH POrPaMMHBIE U IIPOTPAMMHO-AIIIApaTHbIE KOMIIOHEHTHI aBTOMAaTH3HPOBAHHOM
(mH(OPMAIIIOHHOI) CHCTEMBI B 3aIIUIIICHHOM HCTIOTHEHUH.
3HaTh: TEOPETHYECKIE OCHOBHI KOMITBIOTEPHBIX CETEH M MX amlmapaTHBIX KOMIOHEHT, CETEBBIX MOJETICH, IPOTOKOIOB
Y IPUHIUIIOB aApECcaniy; Y MeTh: MPON3BOIUTH YCTAHOBKY, aIalITAIIMIO M COIPOBOXKICHHE THITOBOTO IIPOTPaMMHOTO
o0ecrieueHns, BXOAAIIETO B COCTaB CHCTEM 3aIIUTHI HHPOPMAIIMH aBTOMAaTH3UPOBAHHON cHCTeMBI; MIMeTh
MPaKTHYECKUI OIBIT: TUarHOCTHKA KOMIIOHEHTOB CHUCTEM 3aIIUTHI HHPOPMAINU aBTOMaTU3UPOBAHHBIX CUCTEM,
yCTpaHEeHHE 0TKa30B U BOCCTAHOBJICHHE pabOTOCIOCOOHOCTH;

[IK 1.3. ObecneunBaTh OecniepeOoiiHyI0 paboTy aBTOMAaTH3UPOBAaHHBIX (MH(OPMAIIOHHBIX) CHCTEM B 3aIMIIIEHHOM
WCIIOJIHEHUH B COOTBETCTBUH C TPEOOBAaHUSAMH KCILTyaTallHOHHON JIOKYMEHTAIINH.

3HaTh: NOPSAAOK YCTAHOBKU M BBOJIa B 3KCIUTyaTalMIO CPECTB 3aIUTH HH(QOpMALK B KOMIBIOTEPHBIX CETAX NPH
9KCIUTyaTallii KOMIIBIOTEPHBIX CeTel; YMeTh: HacTpauBaTh M yCTPAHATh HEUCIIPABHOCTH POTPAMMHO-AIINAPATHBIX
CPE/ICTB 3alIXThl HHPOPMAIMK B KOMITBIOTEPHBIX CETSX I10 33aHHbIM NpaBuiaM; MIMeTh NpakTHYECKUil OMbIT:
IKCILTyaTallsi KOMIOHEHTOB CHCTEM 3aIUThl HH)OPMAIMH B KOMITBIOTEPHBIX CETSIX;

IIK 1.4. OcymiecTBisTh IPOBEPKY TEXHUYECKOTO COCTOSIHUS, TEXHUYECKOE 00CITy )KMBaHHE M TEKYIIUI PEMOHT,
YCTPaHSATh OTKa3bl U BOCCTAHABIMBATH PA0OTOCIIOCOOHOCTh aBTOMATU3MPOBAHHBIX (MH()OPMALIMOHHBIX) CUCTEM B
3aMIUIIEHHOM HCIIOIHEHHH.

3HaTh: IPUHIUIIEI OCHOBHBIX METOJIOB OPTaHNU3aIMU U IIPOBEACHHS TEXHUIECKOTO 00CITy)KUBAHUS KOMITBIOTEPHBIX
ceTeit; YMeTh: obecrednBaTh paboTOCIOCOOHOCTh, 0OHAPYIKUBATEH M YCTPAHATh HEUCTIPABHOCTH KOMITHIOTEPHBIX
cereil; IMeTh MpaKTHYECKN ONBIT: TUATHOCTHKA KOMIIOHCHTOB CHCTEM 3alUThl HH()OPMALMH aBTOMAaTH3NPOBAHHBIX
CHCTEM, YCTPAaHEHHE OTKAa30B M BOCCTAHOBJIEHHE pab0TOCIIOCOOHOCTH;



B pe3yabTaTe ocBOeHHUSI TMCHUIIIMHBI 00yYaOIMiics B 0011eM MO AUCHUIINHE T0JKEeH

3HaTh:

- TIPUHIUNIBI OCHOBHBIX METOJIOB OPTaHU3AINH U IIPOBEICHHUS TEXHUUECKOTO 00CITy )KHBaHMUS KOMIIBIOTEPHBIX CETEH;

- HCTOYHHKH, BKIFOUAs HJIEKTPOHHEIE PECYpPCHI, Menuapecypchl, IHTepHeT-pecypchl, TepHOANIecKHe U3TaHUs IO
CHELUaIbHOCTH JUISl pEIICHUS TPOECCHOHANBHBIX 331a4;

- CHOCOOBI JEMOHCTPALMK NPUHSTBIX PELICHHH;

- [PUHOMIBI pabOTHl B KOJJIEKTUBE U KOMaH/IE, Crioco0b! 3(h(EeKTHBHOTO B3aMMOJCHCTBHS C KOJUIETaMH, PyKOBOJICTBOM,
KITUCHTaMU;

- uH(QOpPMaLMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTUH MPO(ECCHOHANBHON e TENbHOCTH;

- CHOCOOBI UCTIOB30BaHMS TPO(HECCHOHATLHOM JJOKYMEHTALHH;

- TEOpPeTHYECKHE OCHOBBI KOMITBIOTEPHBIX CETEH M MX allapaTHBIX KOMIIOHEHT, CETEBBIX MOIEIEH, IIPOTOKOIOB M MPHHITUAIIOB
azipecarum;

- TOPAIOK YyCTaHOBKH U BBOJA B SKCIUTYyaTaIlMIO CPEACTB 3aIIUTH HH(POPMAITNH B KOMITBIOTEPHBIX CETSAX IPH AKCIUTyaTaI[HH
KOMITBIOTEPHBIX CETEH;

YMerth:

- obecneunBaTh pabOTOCIIOCOOHOCTD, OOHAPYKHUBATEH M YCTPAHATH HEUCTIPABHOCTH KOMITBIOTEPHBIX CETEH;

- HCIIOJIB30BaTh PAa3INUHbIC HCTOUHUKH, BKIIIOYAs AJIEKTPOHHBIE PECYPChI, Meanapecypchl, IHTepHeTpecypchl,
MEePUOANYECKUE U3/IaHHS 110 CIICIMABHOCTH JUIS PelIeHHs TPO(heCCHOHANBHBIX 3a/1ay;

- 000CHOBBIBaTh, aHATU3UPOBATH U KOPPEKTUPOBATH PE3YJIbTAThl COOCTBEHHOI PadOTHI;

- 000CHOBaTh ¥ aHAJIM3UPOBATH PAOOTY WICHOB KOMaH/IbI (IO JYMHEHHBIX);

- UCIOJIb30BaTh HH(YOPMALIMOHHBIE TEXHOJIOTHU B TPOPECCHOHAIBHON eI TENbHOCTH;

- HCIIONB30BaTh B IPO(PECCHOHATEHON ACATEIHEHOCTH HEOOXOIMMYIO TEXHIUIECKYIO JOKYMEHTAIIHIO, B TOM JHUCIIC Ha
AHTJITHHACKOM SI3BIKE;

- TIPOM3BOAMTH YCTAHOBKY, aIANTAIHIO U COMPOBOXKICHUE TUIIOBOTO MTPOTPAMMHOTO 00ECTICUCHHS, BXOIAIIETO B COCTaB
CHCTEM 3aIUTH HHPOPMAIIUH aBTOMAaTH3NPOBAHHOMN CHCTEME,

- HACTpaWBaTh U YCTPAHATh HEHCIIPABHOCTH MPOTPAMMHO-ANMAPATHBIX CPEACTB 3aIIUTH MHPOPMAIIUH B KOMITBIOTEPHBIX
CeTSIX TI0 33/IaHHBIM IIpaBHIIaM;

HMeTh NpakTUYECKUH OIIbIT:

- JIMarHOCTHKA KOMIIOHEHTOB CHCTEM 3allUThl HH()OPMAIIH aBTOMAaTH3UPOBAHHBIX CUCTEM, YCTPAHEHHE OTKA30B U
BOCCTaHOBJIEHHE PaOOTOCTIOCOOHOCTH;

- JKCIUTyaTalys KOMIOHEHTOB CHCTEM 3alUThl HHOOPMAILUH B KOMIIBIOTEPHBIX CETSIX;

2. CTpyKTypa M coAep:KaHue JHCHHILIMHBI

2.1 OO0beM AUCHHILIMHBI M BHIbI Y4eOHO# padoThl

KoanyecTBo yacoB
®opma 00yueHUs!
oD 3P 030
Kypc 2 / Cemectp 4
O0BbeM TUCHUITHMHBI 38
B TOM 4YHCIIE:
\tekyuu, ypoxu 18
ltabopamopuvie pabomul 18
npaxmuyeckue 3aHamust
KoHncynpranuu
CamocrosiTesibHas pabota 2
[IpoMexyTOYHas aTTeCcTaIUs
MHauBHIyaIEHOE IPOCKTHPOBAHUE
DopmMa NPOMEeKYTOUHOM aTTeCTALMHU
Kypc 3/ Cemectp 5
O0beM AU CUMILIMHBI 72
B TOM YHCIIE!
\tekyuu, ypoxu 22
ltabopamopuvie pabomul 42
npakmuyeckue 3aHamus




[ ]

KoauyecTBo yacoB
®opma 00yueHust
(010)] 30 039
Koncynpranum
CamocTosTenpHas pabora 8
TIpoMexyTOoUHas aTTecTalus
MuauBHayanbHOE IPOSKTHPOBAHUE
DopMa NPOMEKYTOYHOMH aTTecTalMU
Kypc 3/ Cemectp 6
O0BLeM TUCHHUIIINHBI 88
B TOM YHCIIE:
lnexyuu, ypoxu 40
iabopamopuvie pabomuol 20
npakmuueckue 3aHAmMus
KoHcynpTanuu 6
CamocTosTenpHas pabora 16
[IpoMe)kyTOUHAs aTTeCcTaIs 6
MHauBHayanbHOE IPOSKTHPOBAHUE
DopmMa POMEKYTOYHOM aTTecTALMHU 3K3aMEH
2.2 TemaTuyecKkHii JIAH U coJePsKAHME TUCUNIVINHBI
HaumenoBanue Conep:xxanue yueOHOro Mmatepuasa u (GopMbl OPraHU3aUMU AeATeIbHOCTH Oo0bem B
pa3ziesioB U TeM ol0yJaommuxcs yacax

Pasnea 1. OcHOBBI NepeAayy JaHHBIX B KOMIILIOTEPHBIX CeTAX

Tema 1.1. Mooenu cemeeozo e3aumooeiicmeus

Ulexyuu

Mukancymnsiius nansbeix. Onucanue yposHeit moaenu OSI.

Jlexuus 1.1.1. Mogens OSI. Yposau moznenu OSI. BzaumopaelicTBrue MEXTy YPOBHAMH. 1

Jlexrms 1.1.2. Mogens u ctek npotokosioB TCP/IP. Onucanue yposueit moaenu TCP/IP.

VlabopamopHnvie 3anamus

JTabopaTtopHoe 3ansTue 1.1.1. M3yueHne aneMeHTOB KaOeJIbHOI cHCTEMBI 2

Tema 1.2. ®usuyeckuii ypoBenb OSI

Ulexyuu

KaHaJia CBA3H.

Jlexrmst 1.2.1. TTonsiTue muanK U KaHaia cBsA3u. CurHanel. OCHOBHBIE XapaKTEPHUCTHKI 1

MyHBTI/IHJ'ICKCI/IpOBaHI/IC 1 METOJbl MHOKECTBECHHOT'O JOCTYIIA.

Jlexuus 1.2.2. MeToabl COBMECTHOTO HCIIONIB30BAHUSI CPEAbI NIepejaun KaHaia CBsI3U. 1

JIexmus 1.2.3. ONTOBOJOKOHHBIE JIMHUH CBSI3U 1
Jlekums 1.2.4. Crannaptsl kabeneil. DinekTprudeckas IPOBOJIKA. 1
Jlexuus 1.2.5. BecripoBoaHas cpema nepenadm. 1




HaunmeHoBaHue Conep:xxaHue y4eOHOTo MaTepuaa U (POpPMbI OPTAHU3ALNH JesATeILHOCTH Oo0bem B
pa3jesoB U TeM o0yuvarommxcst yacax
VlabopamopHnvie 3anamus
JTabopatopHoe 3ansitue 1.2.1. Cozganue ceTeBoro kabeist Ha OCHOBE HEIKPaHHUPOBAHHON >
Butoii naps! (UTP)
JlabopaToproe 3ansTHe 1.2.2. CBapka ONITHYECKOTO BOJIOKHA 2
Camocmosmenvhasn paboma obyuarouwuxcs
. Co6op uHpOpMAaIHMU O KIMEHTCKUX YCTPOCTBAX
. Pexxumbl paboThl M OpraHn3alys MIMTaHus TOYEK JOCTyTa
. Peanuzarus GyHkimii odecneueHus 6€30MaCHOCTH OPTa KOMMYTaTopa
. OnpeneneHne TEXHUYECKUX TpeOoBaHUN
. [MoaroroBka k 00ciIeA0BaHNIO OOBEKTa 1
. O6cenoBanue 30HBI OECIIPOBOTHOM CBSA3M
. Pa3paboTka TpeOOBaHUI K CETH
. AHanu3 CymecTBYOIIEH ceTr
. [TpuMmeHeHne TPOEKTHBIX OTPaHUICHUH
Tema 1.3. Tononornss KOMNbIOTEPHBIX ceTel
Ulexyuu
Jlexuus 1.3.1. Ilonsrue Tononoruu cetu. CeteBoe obopyaoBanue B Tonosorun. O63o0p 1
CETEBBIX TOIOJIOTHH.
VIabopamopuvie 3anamus
JTabopatoproe 3austue 1.3.1. Pa3paboTka TOMOJOTH CETH HEOOBIIIOTO MPETPUITHS 2
Jlabopatoproe 3ansaTHe 1.3.2. [TocTpoeHre 0JTHOPAHTOBOH CeTH 2
Camocmoamenvhas paboma o6yuaowuxcs
. IMoaxmoueHne KIMeHTa K 6eCIpOBOIHOM CETH B HHPPACTPYKTYPHOM pEKUME
. ITpoexTupoBanus GECTIPOBOAHOM ceTH
. [MpeanpoekTHOE 0OCIe0BaHNE MECTa YCTAHOBKH OECIIPOBOHOM ceTH
. CermenTarusi 0€CIIpOBOIHOM ceTH
. [TocTpoexTHOE 00CIEIOBAHIE U TECTUPOBAHUECETH 1
. Co3maHne CTpYKTYpBI CETH OPTaHU3AIIH
. DopMyIHpoBKa OOIINX IeNeil MPoeKTa .
. OmnpeneneHne MPOEKTHBIX CTPATETHil 1Sl JOCTHKEHUsI MAaCIITaAOUPyeMOCTH
. CocraBieHHe CXEMBI CETU
Tema 1.4. Texnonoruu Ethernet
Ulexyuu
Jlexkums 1.4.1. O630p TEXHOJIOTHI MOCTPOCHHUS JIOKAJIBHBIX CETEH. 1
Jlexnus 1.4.2. Texnomorust Ethernet. ®u3ndeckuii ypoBeHb. 0,5
Jlexnms 1.4.2. Texnomorus Ethernet. KanansHbIN ypoBeHB 0,5
Vlabopamopnvie 3anamus
JTabopaTtopHoe 3ansitue 1.4.1. 3yuenne agpecanun kananbHoro yposas. MAC-anpeca. |2




MOy AYIIJICKCHOM U AYIIJICKCHOM pCKHUMax.

HaunmeHoBaHue Conep:xxaHue y4eOHOTo MaTepuaa U (POpPMbI OPTAHU3ALNH JesATeILHOCTH Oo0bem B
pa3jesoB U TeM o0yuvarommxcst yacax
Tema 1.5. TexHOT0rMH KOMMYHUKAIIUH
Ulexyuu
Jlexmust 1.5.1. Anroput™ mpo3payHoro Mocta. Meroil KoMMyTauuu. TexHoI0ruu 1
KoMMyTanuy u Monenb OSI.
Jlexiust 1.5.2. KoHCTpyKTHBHOE HCTIONHEHHE KOMMYTaTOpoB. du3nyeckoe CTEKUpOBaHUE 1
KOMMYTaTOpoB. IIporpaMmHOe oOecrieueHne KOMMYTaTOPOB.
Jlexnms 1.5.3. O0mue npyUHITUIIBI CETeBOTO nu3akiHa. TpexypoBHEBas HepapXudecKast 1
MOJIETb CETH
Jlexmms 1.5.4. Texuomorust PoweroverEthernet 1
VIabopamopHuvie 3ansamus
Jlabopatoproe 3ansTue 1.5.1. Coznanne KOMMYTHPYEMOH ceTH 2
Tema 1.6. CereBoii nporoxo. IPv4
Ulexyuu
Jlexrmst 1.6.1. CereBoii ypoBeHs. [Iporokosn IP Bepcuu 4. O0mue GyHKIIMU KIAaCCOBOW U 1
OeckiraccoBoi afpecarii. Briienenne agpecos.
Jlexuus 1.6.2. MapmpyTusarus maketos [Pv4 1
Jlexuus 1.6.3. IIpoTOKOIBI AMHAMUYECKON MapIIpyTH3aLUH 1
VIabopamopuvie 3anamus
JTabopatopuoe 3ausitue 1.6.1. Usyuenue [P-ampecarum. 2
Tema 1.7. CkopocTHbIe M OecIpOBOAHBIE CEeTH
Ulexyuu
Jlexmmst 1.7.1. Cets FDDI. Cets 100VG-AnyLAN. CBepXBBICOKOCKOPOCTHBIE CETH. 1
becnipoBoiHbIE CETH
VlabopamopHhvie 3anamus
JTabopaTopHoe 3ansaTue 1.7.1. HacTpoiika 6ecripoBOTHOTO CETEBOT0 000y IOBaHUS 2
Pasgen 2. Texnonoruu KOMMyTanMi M MapUIpyTH3aluu coBpeMeHHbIX ceTeil Ethernet (3 cem)
Tema 2.1. OcCHOBBI KOMMYTALH
Vlekyuu
Jlexius 2.1.1. @yHKIMOHUPOBaHHE KOMMYTATOPOB JIOKAIbHOM ceTH. ApXUTEKTypa
KOMMYyTaTopoB. Tunbl nHTEpdEHCcOB KOMMYTAaTOPOB. YTIpaBieHNE TOTOKOM B 3




HaumenoBanue
pa3ziesioB U TeM

Conep:xkaHue y4eGHOro MaTepuaia u popMbl OpraHU3anMM AeATeJIbHOCTH
ol0yuamommxcs

O0beM B
gacax

Jlexmms 2.1.2. XapakTepuCTHKHY, BIUSAIOMINE HA TIPOU3BOAUTEILHOCTh KOMMYTATOPOB.
00630p PyHKIIMOHATBEHBIX BO3MOKHOCTEH KOMMYTaTOPOB

VlabopamopHhvie 3anamus

Jlabopatoproe 3ansTHe 2.1.1. PaboTa ¢ 0OCHOBHRIMH KOMaHAAMHA KOMMYTATOpa.

Tema 2.2. HauajbHasi HACTPOiiKa KOMMYTAaTOpa

Ulexyuu

Jlexmus 2.2.1. CpenctBa ynpaBieHHs KOMMyTaTopamMu. [loakimroueHne K KOHCOTU
uHTep(eiica KoMaHaHOW CTpoKH KomMyTaTopa. [Toakmouenue k Web-untepdeiicy
YIIpaBJIeHUs] KOMMYTaTOpa

Jlexnms 2.2.2. HagampHas KOHQUTypalis KOMMYyTaTopa. 3arpy3ka HOBOTO IPOrpaMMHOTO
oOecrieueHns: Ha KOMMYTaTop. 3arpy3ka 1 pe3epBHOE KOITMPOBAaHHUE KOHPUTYpaUU
KOMMYTaTopa.

VlabopamopHhvie 3anamus

JTaGoparoproe 3ansaTue 2.2.1. KoMaHasI 0OHOBICHHS MTPOTrPAMMHOTO 00eCTICUCHUS
KOMMYTATOpa M COXPaHCHHS/BOCCTAHOBICHHS KOH(PUTYPAIIMOHHBIX (hailyioB

JlabopaTopHoe 3ansTHe 2.2.2. Komanas! yripaBneHus TabiaumnamMu kommyrtanua MAC- u
IP-ampecos, ARP-TaGmmist

Tema 2.3. BupryaubHble JokanabHble ceTd (VLAN)

Ulexyuu

Jlexrmst 2.3.1. Tunst VLAN. VLAN Ha ocHoBe niopToB. VLAN Ha ocHoBe crannapra IEEE
802.1Q. Crartuueckue u guHamudeckue VLAN. ITpotoxon GVRP.

w

JTexuus 2.3.2. Q-in-Q VLAN. VLAN Ha ocHOBE HOPTOB ¥ IPOTOKOJIOB - cranaapT IEEE
802.1v. ®ynkmus TrafficSegmentation

w

VlabopamopHhvie 3ansamus

JTabopatoproe 3anstue 2.3.1. Hactpoiika VLAN Ha ocHoBe crannapra IEEE 802.1Q

JTabopaTtopHoe 3ansaTue 2.3.2. Hacrpoiika nporokona GVRP.

JlabopaTtopHoe 3ansTre 2.3.3. Hactpoiika cermenTanuu Tpaduka 6e3 UCIOIb30BaHUs
VLAN

JTaGopaTtopHoe 3anstre 2.3.4. Hacrpoiika ¢pyukiuu Q-in-Q (Double VLAN).

Camocmosimenvhas paboma 06y4aouwuxcs

. HaGmonenue 3a tpadukom B cetn VLAN

. Co3maHne nuarpaMMbl JJOTHYECKON CeTH

. [IpoexTupoBaHre BUPTyaIbHBIX YACTHBIX CETEH

. CamocrosTenpHas padota o co3nanuto JIBC Ha ocHoBe cranmapta IEEE 802.1Q.

Tema 2.4. ®yHKUHUY NOBBIIIEHUS] HAIE:KHOCTU U MPOM3BOIMTEILHOCTH

Vlekyuu




HaumenoBanue
pa3ziesioB U TeM

ConepxaHue yueOHOro Matepuaja u GopMbl OPraHU3aAIMM TeATEIbHOCTH
ol0yuamommxcs

O0beM B
gacax

JTextust 2.4.1. TIpotokon Spanning Tree Protocol (STP). Vszeumoctu nipotokosa STP.

Jlexms 2.4.2. Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

Jlexkuus 2.4.3. JlonomHuTeNbHBIE (DYHKIMN 3aLUTHI OT METelb. ATPEernpoBaHue KaHajIoB
CBSI3ML.

VlabopamopHnvie 3anamus

JTaGoparoproe 3ansTue 2.4.1. Hactpoiika mpoTokoiioB cBsa3ytomiero aepesa STP, RSTP,
MSTP.

JTaGoparoproe 3ansTue 2.4.2. HacTpoiika (yHKIIMU 3aIIUTHI OT 00pa30oBaHMS METENb
LoopBackDetection

JlabopaTopHoe 3ansTHE 2.4.3. ATperupoBaHie KaHAJIOB.

Camocmosmenvhas paboma o6y4aouwuxcs

. Om3nueckoe KOAUPOBAHHE C HCIIOIB30BAHIEM MaHIECTEPCKOTO KOJa

. Jlormueckoe KOTUpOBaHHE C UCIOIh30BAHUEM CKPEeMOIHPOBaHUS

. Ornenka OecrpOBOTHON JIMHUY CBS3H

. [TrarupOBaHME TPOU3BOAUTEIHPHOCTH M 30HBI ICUCTBHSI OSCIIPOBOTHON CETH
. ObecneueHne 0TKa30yCTOMYNBOCTH B OECIIPOBOIHBIX CETSIX

. Hactpoiika QoS

. OnpeneneHne yI3BUMBIX MECT CETH .

M MOHI/ITOpI/IHI‘ MIPOU3BOAUTECIIBHOCTH CETHU

. OmnpejeneHre XapaKTepPUCTUK CETEBBIX TPHIOKEHHH .

. AHanu3 ceTeBoro Tpaduka .

J OnpeneneHre TPUOPATETHOCTH TpaduKa .

J Wzydenne kauecTBa 0OCIYKIUBAHUS CETH .

J HccnenoBanue BIusHUS BUIeOTpadrKa Ha CETh

J OmnpezneneHre TOTOKOB TpaduKa, MOCTPOCHHE AUArpaMM MOTOKOB Tpaduka
. OmnpeneneHue CTPaTErwid MOBBIIEHHUS JOCTYITHOCTH .

. Onpenenenne TpeOboBaHUHN K 00eCTIeUeHNI0 0€30TTaCHOCTH .

M AHaJ'H/I3 IJjilaHa TECTUPOBAHUA 1 BBIIIOJHCHHUE TECTA .

. Co3naHue 1maHa TECTUPOBAHUS ISl CETH KOMIUIEKCa 3[aHui

. BbesomacHas nepenava qaHHBIX B O€CITPOBOAHBIX CETSX .

. UccnenoBanue Tpaduka

Pa3nen 2. TexHo10ruM KOMMYTAIMH M MapIIPYTH3alMu coBpeMeHHbIX ceTell Ethernet (4 cem)

Tema 2.5. Anpecanus ceTeBoro ypoBHsi 1 MapuipyTu3anus

Ulexyuu

Jlexuus 2.5.1. O630p aapecanym ceTeBOTo ypoBHsI. @OpMUPOBaHUE TIOJCETEH.
beckiaccoBas anpecanust [IPv4. CriocoOwr koHnburyparmu [Pv4-agpeca.

Jlexkums 2.5.2. ITporokoin IPv6. dopmupoBanne naentudukaropa narepdeiica. CriocoOst
koH(puryparu [Pv'6-angpeca.

Jlexus 2.5.3. IInanupoBanue noacereit IPv6. IIporokon NDP.

Jlexmus 2.5.4. Tlonsitue Mapumpytusanuu. JIucTaHIMOHHO-BEKTOPHBIE IPOTOKOJIB
Mapipytuzanuu. [Iporokon RIP.




HaunmeHoBaHue Conep:xxaHue y4eOHOTo MaTepuaa U (POpPMbI OPTAHU3ALNH JesATeILHOCTH Oo0bem B
pa3jesoB U TeM o0yuvarommxcst yacax

VlabopamopHnvie 3anamus
JTabopaTtopHoe 3ansTHe 2.5.1. OCHOBHBIE KOH(Urypaluy MapIIpyTu3aTopa 1
JlabopaTtopHoe 3ansiTHe 2.5.2. PacmipeHHble KOHQUTYpaIllMi MapIpyTu3aTopa. 1
JTabopatoproe 3ansaTue 2.5.3. Pabota ¢ mporokonaom CDP. 1
JTaGoparoproe 3ansaTue 2.5.4. Pabora ¢ nmpotokonaom TELNET. Pa6oTa ¢ mpoTokosom 1
TFTP.
JTabopaToproe 3ausTue 2.5.5. Pabota ¢ nporokosiom RIP. 1
JTabopaToproe 3ansaTue 2.5.6. Pabora ¢ nporokosom OSPF. 1
JlabopaToproe 3ansTue 2.5.7. Konpurypuposanne ¢pyukiun Mmapmpytuzaropa NAT/PAT.[1
JTabopaTtopHoe 3ansitue 2.5.8. Koudurypuposanue PPP u CHAP. 1

Camocmoamenvhas paboma o6yuaouuxcs
. Cosnmanne ACL-croucka
. Pazpaborka ACL-ciickoB 1S peann3anui HabopOB IMPaBIIT MEKCETEBOTO SKpaHa
o HUcnonp3oBanmne CIDR mns obecnieueHust 00beIMHEHHS MapIIPyTOB 16
. Onpenenenue cxemsl [P-anpecanyu
. Onpenenenne koiauuectBa [P-cereit
. Co3paHue TabJIHILIBI JIJIsI BBIJCIICHUS apeCcOB

Tema 2.6. KauecTBo o6cay:xkuBanus (QoS)

Ulexyuu
Jlexrms 2.6.1. Moaenu QoS. Ilpuopuresarus naketos. Kitaccudukanus makeTos. >
MapKupoBKa I1aKETOB.
Jlexmmst 2.6.2. YpapieHne eperpy3KaMn 1 MeXaHU3MBI 00CITy)KUBAHHS OUepeIeH.
MexaHu3M npenoTBpalieHus neperpy3ok. Konrpons nosnocs! npomnyckanus. [Ipumep 2
HacTpoikn QoS.

VlabopamopHhvie 3anamus
JIabopaTtopHoe 3ansTHe 2.6.1. Hactpoiika QoS. [Tpuopurusanus tpaduxa. YpasieHue 1
[OJI0COH MPOIyCKaHUs

Tema 2.7. ®yHkuumn odecneyeHus 6e30MaACHOCTH M OTPAHMYEHUSI JOCTYNA K CeTH

Ulexyuu
Jlexuus 2.7.1. Criucku ynpasneHust 1octynoMm (ACL). @yHKIMU KOHTPOIIS HaT >
[OAKIJIIOYEHUEM Y3JI0B K TOPTaM KOMMYTaTOpa.
Jlexuus 2.7.2. Ayrentudukanus noss3oBareieit 802.1x. 802.1x Guest VLAN. OyHknun >
zamuTel L{ITY kommyTaTopa.

VIabopamopHuvie 3anAmus




HaumeHnoBanue ConepxaHue yueOHOro Matepuaja u GopMbl OPraHU3aAIMM TeATEIbHOCTH
pa3ziesioB U TeM ol0yuamommxcs

O0beM B
gacax

Jlabopatoproe 3ansTue 2.7.1. Cimcku ynpasnerus goctynoM (AccessControlList)

JTaGoparoproe 3ausaTHe 2.7.2. KOHTpOIbh Ha TOAKITIOYCHUEM Y3JI0B K IIOPTaM
koMMyTaropa. @ynkmus PortSecurity. KOHTpoIb Ha MOIKITIOYCHHEM y3JI0B K ITOpTaM
kommyTaTopa. @yukuust IP-MAC-Port Binding

Tema 2.8. MHoroagpecHasi paccblIKa

Ulexyuu

Jlexums 2.8.1. Aapecarnus mHoroaapecHoit [P-pacesuiku. MAC-anpeca rpynmnoBoi
[PacChUIKH.

Jlexnms 2.8.2. TToamucka 1 00CTy>KHBaHKE TPy, YTIpaBJICHHE MHOTOAIPECHON
paccheuikoii Ha 2-M ypoBHe Moaenu OSI (IGMP Snooping).®yukuus IGMP FastLeave.

VlabopamopHhvie 3ansamus

JlabopaTtopHoe 3ansitue 2.8.1. OTcnexxuBanue Tpagrka MHOTO3APECHON PaCChUIKH.
OTtcnexuBanue Tpaduka Multicast

Tema 2.9. @®yHKIMH yNpaBJeHHs KOMMYTaTOPaMu

Ulexyuu

Jlexmms 2.9.1. YipaBieHne MHOKeCTBOM KOMMyTaTopoB. IIporokon SNMP.

JTexuus 2.9.2. RMON (Remote Monitoring). ®yukims Port Mirroring.

Vlabopamophvie 3ansamus

JlaGopaTtopHoe 3ansitue 2.9.1. @yHkimu aHanusa cereBoro Tpaduka. Hacrpoiika
[IPOTOKOJIa yrpasiieHus Tonojiorueit cetu LLDP.

Pa3nen 3. MexkceTeBble IKPaHbI

Tema 3.1. OcHOBHbIE IPUHIUIIBI CO3AAHUS HaleskHOM 1 Oe3onacHoii UT-undpacTtpykrypbl

Jlexmms 3.1.1. Knmaccudukarus cereBsix atak. Tpuaga 6e3onmacuoit UT- uHOpacTpyKTYpHI.

—

Jlekums 3.1.2. Yrpasienue KoHQUTypauusiMi. YTIpaBlieHHE HHIMACHTAMHU.
Vcnionp30BaHme TpeThei JoBepeHHON cTOpoHbI. KpunTorpaduueckie MexaHU3Mbl
0€30I1aCHOCTH.

Tema 3.2. MexceTeBble IKPaHbI

Ulexyuu

Jlexuus 3.2.1. TexHonoruu MexxcereBbIX SKpaHoB. [ToMTHka MeXKCEeTeBOro IKpaHa.
Me:xceTeBble SKpaHbl ¢ BO3MOXKHOCTSIMH NAT.

Jlexuust 3.2.1. Tonomorus ceTu MpH UCIOJIb30BAHUN MEKCETEBBIX IKpaHoB. [ImannpoBanme
1 BHEJIPEHUE MEXCETEBOTO IKpaHa.

=~

VlabopamopHule 3aHAMUS

JTabopatoproe 3ansTue 3.2.1. OCHOBBI aIMUHUCTPHUPOBAHUS MEIKCETEBOTO IKpPaHa




HaumeHoBaHue Conep:xaHue y4eOHOro MaTepuaia u GoOpMbI OPraHU3AIUY JeATETLHOCTH Oo0bem B
Pa3IesioB U TeM 00yYaromuxcs yacax

JTaGoparoproe 3ausaTHe 3.2.2. CoeJMHCHHE IBYX JIOKATBHBIX CETeH MEKCETEBBIMU

1
PKpaHamu
JlabopaTtopHoe 3ansTue 3.2.3. Co3naHue NOJINTHKY O€3 IIPOBEPKU COCTOSHHS. 1
JTaGoparoproe 3ansaTue 3.2.4. Co3nanue NOTUTHK JJIS TPATUITHOHHOTO (MITH HCXOIAIIETO) 1

NAT.

JTaGopaTopHoe 3ansaTre 3.2.5. Co3naHue IOJUTHK I AByHanpasiensoro (Two-Way) 1
INAT, ncnons3ys Metox pinholing

Tema 3.3. Cucrembl 00HApYKeHHS U NPeJOTBPALLEHUS NPOHMKHOBEHHU I

Ulexyuu

Jlexrmst 3.3.1. OcunoBroe HaszHaueHue IDPS. Croco0s! knaccudukanuu IDPS. Beioop >
IDPS. JlonoiaHUTeNbHBIE HHCTPYMEHTAIBHBIE CPEACTRA.

Jlexnms 3.3.2. TpeboBanus opranm3aiyu kK GyHkuonuposanuto IDPS. Bo3aMoskHOCTH >
IDPS. PaspeptriBanue IDPS. CuibHBIE CTOPOHBI B orpanndeHHOCTH IDPS.

VlabopamopHhvie 3anamus

Jlabopatoproe 3ansTHe 3.3.1. OOHapyKeHHE U MPEIOTBPAIICHHE BTOPKCHUH. 1

Tema 3.4. [Ipnoputuzanms Tpadpuka 1 co3iaHue aJbTEPHATUBHBIX MAPLIPYTOB

Ulexyuu

Jlexuus 3.4.1. Coznanue aabTepHATUBHBIX MapLIPyTOB 1OCTYIa B MHTEPHET. >
[Mpropuruzanus Tpapuka.

VlabopamopHnvie 3anamus

JTabopaTtopHoe 3ansTre 3.4.1. Co3naHue anbTepHATHBHBIX MapIIPyTOB C UCIIOJIb30BaHUEM

" 1

CTaTHYECKOH MapIIpyTH3aIHN
KoHncyabTanmun 6
IIpomexxyTouHast aTTecTanys B (popMe IK3aMeHa 6

3 MaTtepua/jibHO-TeXHHYECKOe M YUeOHO-MeTouYecKoe odecneyeHue TUCIUNIMHBI (MOLYJIs1)
3.1 CnenmnanabHble IOMeEUIEHUS ISl Peajn3anuy MporpaMmbl
Hanmnuaus yae6HOTO KabruHeTa «nHHOPMAIMOHHON 0€30MMacHOCTH, JJA00paTOPUH HHPOPMAITIOHHBIX TEXHOJIOTHIT.
ObopynoBanue yueOHOro KabuHera:
- I0Ca/I0YHBIC MECTA MO KOJIMYECTBY 00YHaIOIIUXCS;
- pabodvee MECTO MpernoaaBaTess;
- KOMIUIEKT Y4eOHO-HarJIAHBIX ocoOnid « KoMIbroTepHbIe ceTH»;
- 3JEKTPOHHOE yueOHOe mocodue.
TexHnueckue cpescTBa 00yUEHHSL:
- KOMIBIOTEP C JIMLEH3UOHHBIM IIPOrPaMMHBIM 00€CIiedeHHEM, MyJIbTUMEIUHHBIN THapOEeKTOP, MHTEPaKTHBHAs JOCKA.
3.2 HNudopmanmonHoe odecrieyeHne peaju3anuy MPporpaMmsbl
3.2.1 OcHoBHasi TuTepaTypa

1. Jubpos, M. B. KomnbioTepHbIE CeTH U TelleKoMMyHHKaru. MapmpyTtu3zaius B [P-cetsx B 2 4. YacTb 1 : yueOHUK 1
NPaKTHKYM JUI CpeHero rnpodeccruonansHoro oopaszosanus / M. B. JInbpos. — Mocksa : M3natensctio IOpaiit, 2021. — 333 ¢c. —
(ITpodeccnonansroe obpazoBanue). — ISBN 978-5-534-04638-0. — Tekcer : anexkrponnslii / O6pa3zoBarenbHas miathopma KOpait
[caiit]. — URL: https://urait.ru/bcode/471382 .

2. Jubpos, M. B. KomnibroTepHbIE ceTH U TeleKoMMYyHHUKamu. MapmpyTtu3zaius B [P-cetsx B 2 4. YacTb 2 : y4eOHUK H
MIPAKTUKYM JJIS CpeHero npodeccuoHanbsHoro oopazosanust / M. B. JIu6poB. — Mocksa : M3marensctBo FOpaiit, 2021. — 351 ¢. —


https://urait.ru/bcode/471382

(ITpodeccuonansroe obpaszosanne). — ISBN 978-5-534-04635-9. — Tekcr : anextponHusiii // O6pazoBaTensHas miathopma FOpaiit
[caiit]. — URL.: https://urait.ru/bcode/471910 .

3.2.2 [lonoJiHMTe/IBHAs JUTEpPaTypa

1. [pockypsikos, A. B. Kommerotepusie cetn / A. B. IIpockypskos. - Poctos-na-Jlory|Taranpor : FOxHBIH denepanbHbIii
yuuBepcurert, 2018. - 202 c. - ISBN 9785927527922, - URL-: http://biblioclub.ru/index.php?page=book_red&id=561238 . - Tekcr :
3NIEKTPOHHBIN.

2. ®owmun, J[. B. Komnsrorepusie cetu / 1. B. @omun. - Mocksa, bepimn : Tupexr-Menmna, 2019. - 68 .
- ISBN 9785449901538. - URL-: http://biblioclub.ru/index.php?page=book_red&id=575232 . - TekcT : 3JIeKTpOHHBIH.
3. Bopucos, C. I1. KomnsioTepHsie ceti. AHanu3 1 Auarnoctuka : yueonoe nocodue / C. I1. bopucos. — Mocksa : PTY

MUPDA, 2021 — Yactb 1 — 2021. — 67 c. — Tekcer : anekTpoHHEIH // JIaHb : aneKTpoHHO- OnOmMoTeyHas cuctema. — URL:
https://fedanbook.com/book/176562 . — Pexxum fgocTyma: Uis aBTOPH3. MOJI30BATENEH.

3.2.3 Mertonuyeckas JurepaTypa

1. TlpodeccroHaNbHBII HUKI : METOANYECKHE MaTepHaIbl Iyl 00ydaroluxcs HanpasieHus noarorosku 10.02.05 "Obecneuenue
nH(OpMaLMOHHO} 6€30ITaCHOCTH aBTOMAaTH3UPOBaHHBIX cucteM" / Ky30acckuii rocyAapCcTBEHHBIN TEXHUYECKUH YHUBEpCUTET UM. T.
®. INopbauesa ; Kadeapa nadopmarrontoit 6ezomacHoctH, coctapurenu: E. B. [Ipokonenko, A. B. Mensenes, A. I'. Kupenbepr. -
Kemeposo : Ky3I'TV, 2020. - 290 c. - URL: http://library.kuzstu.ru/meto.php?n=9964 . - TekcT : 31€KTPOHHBIH.

3.2.4 HuTepHeT pecypchl

1. DUOC Ky3I'TVY:

a) Dnektponnas 6ubanorexa Ky3['TVY. - Tekcrt: anextponusiii / HayuHo-texHuueckas 6ubdanorexa Kyzoacckoro
roCyIapCTBEHHOTO TexHu4Yeckoro yauuepcureta uM. T. ®. Topbadesa : caiit. - Kemeposo, 2001 - . - URL: https://elib.kuzstu.ru/ . -
TekeT: 3JIEeKTPOHHBIM.

b) TMopran.Ky3I'TY : ABromatusupoBannas Uupopmannonnas Cucrema (AUC) : [caiir] / Ky3bacckuii rocyaapcTBeHHbIN
TexHudeckuil yuusepcutet um. T. @. Topbauesa. - Kemeposo : Ky3['TY, [6. r.]. - URL: https://portal.kuzstu.ru/. - Pexxum mocryma:
JUI aBTOPH3. NOJIb30BaTeNel. - TEKCT: AIEKTPOHHBI.

C) DOmnexktpoHHOe 00yueHHe : [caiiT] / Ky3bacckuii rocyapcTBeHHbIN TexHIueckuil yauBepcuteT uM. T. ®@. ['opbadesa. - KemepoBo
: Kys['TVY, [6. r.]. - URL: https://el.kuzstu.ru/ . - Pexxum goctymna: muist aropus. nonbs3oBareneit Ky3['TY. - TekcT: 31eKTPOHHBIN.

2. ®OCTIK Poccun : @enepanpHas Ciryx0a 10 TEXHUIECKOMY U SKCIIOPTHOMY KOHTPOITIO : opurmansHeiid cat / DAY «'HUNU
T3 ®CTIK Poccumy». - Mocksa, 2004 - . - URL: www.fstec.ru. - TekcT: 31eKTpOHHBIIA.

3. SecurityLab.ru : nadopmannonHsIii moprain mo Ge3onacHocTH : caitt. - Mocksa. - URL: https://www.securitylab.ru/ . - Tekcr:

JJIEKTPOHHBIN.

4. Jlemaprament oOpa3oBanus Bosoroackoi o6iacTy : opunuanbHbli caift. - Bomoraa. - URL: http://depobr.gov35.ru/ . - Tekcr:
JJIEKTPOHHBIN.

5. BIOMETRICS.RU : Poccuiickuit Gnomerpudeckuii moptan : cait. - Mocksa, 2000 - . - URL: www.biometrics.ru . - Tekcr:
3JIEKTPOHHBIH.

6. InformationSecurity/UupopmarmonHas 6e30macHoCTS : caiit. - Mocksa. - URL: http://www.itsec.ru. - TekcT: 31eKTpOHHBIN.

7. eLIBRARY.RU : nayunas snekTpoHHas Oubsiaroreka : caidT. - Mockga, 2000 - . - URL: https://elibrary.ru. - Pexxum moctyna: asst
3aperucTpHp. NoNb3oBartelneil. - TeKcT: 371eKTPOHHBIN.

8. TapaHT. py : HH)OPMAIMOHHO-TIPABOBOI TOpTA : caifT. - Mocksa, 1990 - . - URL: https://www.garant.ru/ . - Tekcr:
SIEKTPOHHBIN.

9. KoncynprauTlLinoc : KOMIBIOTEpHAST CIPABOYHO-TIPABOBAst CHCTEMA : CallT. - Mocksa, 1992 - . - URL: www.consultant.ru .

- TekcT: 251IeKTpOHHBIH.

10. Enunoe OKHO ocTyIa K 00pa3oBaTelbHbIM pecypcam : uHpopmaiuonnas cucrema : caidt / @AY THUU UTT «Mudpopmukay .
- Mockga, 2005 - . - URL: http://window.edu.ru/ . - TekcT: 3JIEKTPOHHBIIA.

11. Poccuiickoe oOpa3oBanue. PenepanbHblil 00pa3zoBaTenbHbIH mopTan : caiit / PI'AOY JI1O HPI'OIT u UT. - Mocksa, 2002 - . -
URL: www.edu.ru . - TekcT: JIeKTpOHHBIH.

4. OpraHu3anus cCaMoCTOSITETbHON PaGoThI 00yYAIOLINXCS

CamocTosTenpHas padoTa 00ydaronuxcs OCYIECTBISIETCS B 00beMe, YCTAaHOBIIEHHOM B pasfieie 2 HaCTOSIIIEH MpOTpaMMBbI
JUCHIUTUIAHBI (MOZYJIS).

s camocTosTenhHOM paboThl 00YJaIONIIXCs IPEyCMOTPEHEI CIIEIHaIbHbBIC TOMEICHNSI, OCHAIICHHBIE KOMITBIOTEPHOI TEXHUKOH
C BO3MOYKHOCTBIO TIOAKITIOYCHHS K HH)OPMAIIMOHHO-TEJICKOMMYHUKAIMOHHOU ceTr "MHTepHeT" ¢ obecnedeHrneM J0CTyIa B
3JIEKTPOHHYIO HH(DOpMATMOHHO-00pa3zoBaTeNbHyto cpeny Ky3['TVY.

6. Unble cBegeHus u (M) MaTepHaIbI

1. OO0pa3oBatenbHEIA MPOIECC OCYMECTBISACTCS C HCIOIh30BAHUEM KaK TPATUIIMOHHBIX, TAK U COBPEMEHHBIX HHTEPAKTHBHBIX
TexHosorui. IIpu KOHTAaKTHOM paboTe MeIarorndeckoro paboTHUKA C 00YYAIOIIMMUCS TIPUMEHSIOTCS CIICIYFOIUC SIIEMEHTHI
WHTEPAKTHBHBIX TEXHOJOTHIi:

- COBMECTHBIH pa300p MpoOJIEMHBIX CUTYaIUH;

- COBMECTHOE BBISBICHHE TPHYHNHHO-CIICICTBEHHBIX CBS3€ BeIel U COOBITHH, MPOUCXOIAIINX B TOBCEIHEBHOM JKU3HH, U MX
COIIOCTaBJICHUE C yICOHBIM MaTEPHAIIOM.
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https://elib.kuzstu.ru/
https://portal.kuzstu.ru/
https://el.kuzstu.ru/
http://www.fstec.ru/
https://www.securitylab.ru/
http://www.securitylab.ru/
http://depobr.gov35.ru/
http://www.biometrics.ru/
http://www.itsec.ru/
https://elibrary.ru/
https://www.garant.ru/
http://www.garant.ru/
http://www.consultant.ru/
http://window.edu.ru/
http://www.edu.ru/

2. TlpoBexeHue rpyNnnoBBIX U HHOMBUIYAIBHBIX KOHCYJIbTAlUH OCYIECTBISAETCSA B COOTBETCTBUH C PACHIMCAHNEM KOHCYIbTAlUH 110
TeMaM, 3asIBICHHBIM B pabodeil mporpaMme JUCIUILIMHEI, B TIEPHO]] OCBOCHUS AUCIUILTHHEI M TIEpE]] IPOMEXXyTOYHOHN aTTeCcTaIuei ¢
YUETOM PE3yJIbTAaTOB TEKYIIETO KOHTPOJIA.
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