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1. O0mas xapakTepucTUKa padoyeil NporpaMMbl NPAKTHKHU

VYdeOHas MpaKTHKa SBISETCSA YaCThIO MPOTPAMMBbI OATOTOBKU MPO(PECCHOHATHHOTO MOTYJIS
«Bpinonnenue padot o paboyeit npodeccun «OnepaTop MEKTPOHHO-BBIYUCIUTEIBHBIX U
BBIYUCIIMTENILHBIX MAIIMH» OCHOBHOW 00pa3oBaTebHON MporpaMMel B cooTBeTcTBUU ¢ PI'OC 1o
cneraiabHocTH 10.02.05 O6ecneuenrne nHGOPMAIMOHHON O€30IIaCHOCTH aBTOMATH3WPOBAHHBIX CUCTEM.
[TpoxoxaeHne NpakTUKX HaMpaBiieHO Ha (OpPMUPOBAHME KOMIIETEHIIHIA:

I1K 1.1. IIpon3BoauTh yCTAaHOBKY M HACTPOWKY KOMIIOHEHTOB aBTOMATHU3HPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CUCTEM B 3aLUILEHHOM HCIIOJHEHUH B COOTBETCTBUH C TPEOOBAaHUSIMU
JKCILTyaTallMOHHON TOKYMEHTALUU.

3HaTh: COCTAB U NPUHIMIIBI pa0OThl ABTOMATU3UPOBAHHBIX CUCTEM, ONIEPALIMOHHBIX CUCTEM U
Cpel; MPUHIIHUIIEL Pa3pabOTKH aJrOPUTMOB IPOTPaMM, OCHOBHBIX IIPUEMOB MTPOTPaMMUPOBAHUS;
MoJenu 6a3 JaHHBIX; IPUHIMIIBI TOCTPOEHUs], (PU3NUYeCcKre OCHOBBI paObOThI IepUpEPUITHBIX
YCTPOWCTB;

VYMeThb: OCYILECTBIIATh KOMIUIEKTOBAaHHE, KOH(PUTYPHPOBAHUE, HACTPOMKY aBTOMaTU3UPOBAHHBIX
CUCTEM B 3alLMLIICHHOM MCIOJHEHUH U KOMIIOHEHT CUCTEM 3aIlUThl UHPOpMALIUU
aBTOMATHU3UPOBAHHBIX CUCTEM;

HmMeTh MpaKTUYEeCKHid OTBIT: yCTAHOBKA M HACTPOHKA KOMIIOHEHTOB CUCTEM 3alUTHI HH(OpMAIHH
aBTOMAaTH3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM;

I1K 1.2. AiMUHHCTpHUPOBATh POrpaMMHbIE U IIPOTPaMMHO-aNapaTHbIe KOMIIOHEHTHI
aBTOMATU3UPOBAHHOM (MHPOPMALIMOHHOM) CUCTEMBI B 3aILIUIIIEHHOM UCIIOJIHEHUH.

3HaTh: TEOPETUUECKHE OCHOBBI KOMIIBIOTEPHBIX CETEM U MX aIIapaTHbIX KOMIIOHEHT, CETEBBIX
MOJEJIEN, TPOTOKOJIOB U IIPUHIIMIIOB a{peCcaliiu;

YMeTh: OpraHu30BbIBaTh, KOHPUTYPUPOBATh, TPOU3BOJUTH MOHTAX, OCYIIIECTBIISATh AUATHOCTUKY
U YCTPaHATh HEUCIPAaBHOCTH KOMIIBIOTEPHBIX CETeH, paboTaTh ¢ CETEBBIMU MPOTOKOJIAMHU Pa3HBIX
YPOBHEH; OCYIIECTBIATh KOHPUTYPUPOBAHHE, HACTPOIKY KOMIIOHEHT CUCTEM 3aIIUThI
UH(pOpPMAalLIMU aBTOMATU3UPOBAHHBIX CUCTEM; TPOU3BOINUThH YCTAHOBKY, AN TalllIoO U
COIPOBOKACHHUE TUIIOBOI'O MIPOrPAMMHOT0 00ECTIEUEHUsI, BXOSIIEr0 B COCTaB CUCTEM 3alllUThI
UH(pOpPMAaLIUU aBTOMAaTU3UPOBAHHON CUCTEMBI;

HMeTh NpakTUYECKUH OMBIT: aAMUHUCTPUPOBAHNE aBTOMATU3UPOBAHHBIX CUCTEM B 3aIUIIEHHOM
UCIIOJIHCHUY;

I1K 1.3. ObecneunBath OecniepeboiiHy0 padOTy aBTOMATU3UPOBAHHBIX (MH()OPMAIIMOHHBIX )
CHCTEM B 3alllMIIEHHOM UCIIOJIHEHUHU B COOTBETCTBUHU C TPEOOBAHUSMH 3KCILTyaTallMOHHOMN
JOKYMCHTAIHU.

3HaTh: MOPSIOK YCTAHOBKHU M BBOJIA B AKCILTYaTaIHIO CPEJICTB 3aIUThl HHPOPMAIIUH B
KOMITBIOTCPHBIX CETAX;

YMeTb: HaCcTpauBaTh U YCTPAHATh HEUCIIPABHOCTH MPOIPAMMHO-AIMIAPATHBIX CPEJICTB 3aIUTHI
I/IH(l)OpMaHI/II/I B KOMIIBIOTEPHBIX CCTAX I10 3aJIaHHBIM IIpaBUJIaM;

HmMeTh mpakTUYeCKHU OTBIT: HKCIUTyaTallusi KOMIOHEHTOB CUCTEM 3aIlUThl HHPOPMALUU
ABTOMATH3UPOBAHHBIX CUCTEM;

1K 1.4. OcymiecTBasTh IPOBEPKY TEXHUUECKOIO COCTOSTHUS, TEXHUUECKOE 00CITy KIUBaHUE U
TEKYIUI PEMOHT, YCTPaHATh OTKa3bl M BOCCTAHABJIMBATH pabOTOCIIOCOOHOCTh
aBTOMATHU3UPOBAHHBIX (MH()OPMAIIMOHHBIX) CUCTEM B 3aIIMILIEHHOM HCIIOJIHEHUH.

3HaTh: MPUHIMITEI OCHOBHBIX METOJIOB OPTaHU3AIIUH U IPOBEICHUS TEXHUIECKOTO 00CTYKUBAHHS
BBIYUCIIUTEIbHON TEXHUKH U APYTUX TEXHUUECKUX CPEACTB HHPOPMATU3ALINY;

VYmetb: obecrieunBaTh pabOTOCIIOCOOHOCTH, 0OHAPYKUBATh U YCTPAHATH HEUCIIPABHOCTH;

MMeTh mpakTUYEeCKUH OMBIT: JUATHOCTHKA KOMIIOHEHTOB CHUCTEM 3aIlUThl HHPOPMALIUU



ABTOMATHU3UPOBAHHBIX CUCTCM, YCTPAHCHUC OTKA30B U BOCCTAHOBJICHHUC paGOTOCHOCOGHOCTI/I
ABTOMATHU3HUPOBAHHBIX (I/IH(bOpMaI_[I/IOHHBIX) CHCTEM B 3allIMIICHHOM HCIIOJIHCHHUU,

2. CTpyKTypa M coep:kaHue padoyeil NporpaMMbl IPAKTHKH
2.1 O0beM NPAKTHKH ¥ BUbI PA0OTHI

| Buj yueOHoii padoThl H O0BbeM yacoB

|06ﬂ3aTeJ1bHaH Harpyska (Bcero)

H 108 yacos

|Hp0Meofcymoqyaﬂ ammecmayus 8 popme .

2.2 TemaTH4yeCKHUil IUVIaH U COJIEPKAHUE TIPAKTHKH

3alUIIeHHOCTH
ABTOMATU3HUPOBAHHOM
CHCTEMBI.

aBTOMaTHSHpOBaHHOﬁ CUCTEMBI

O0bem
HaumMeHoBaHuUe TeM NPAKTHKH Buabi pador
4acoB
Buj npodeccnoHanbHOM AeATEIbLHOCTH: JKCIUIyaTALMA ABTOMATH3HPOBAHHbBIX
(uHpOpPMALMOHHBIX) CHCTEM B 3aIIMIEHHOM MCIIOJTHEHUH
Paznea 1. YcranoBka, 1.1. YcranoBka nporpaMMHOro oOecrieyeHus B 12
HACTPOIKa M IKCIIyaTalMsA COOTBETCTBUM C TEXHUYECKOM JOKyMEHTalLUeH
ceTeBbIX ONePallMOHHBIX
cucTeM.
1.2. Hactpoiika mapameTpoB pabOThI IPOrPaMMHOTO
oOecrieueHus, BKIKOYasi CUCTEMBI yrpaBiieHus 0azamu | 6
JTAaHHBIX.
1.3. Hacrpoiika KOMIIOHEHTOB MTOJICUCTEM 3aIlUTHI 6
UHPOPMAIIAU OTIEPAITIOHHBIX CUCTEM.
1.4. YrpaBieHue y4eTHbIMU 3alIUCSIMU TIOJIb30BaTeNne | 6
1.5. PaboTa B onepanroHHbIX CHCTEMAX C
cOOJTII0IEHHEM JIEUCTBYIOIIMX TPEOOBAHMI 110 3aIUTE 6
uHpopMaun
1.6. YcranoBka 0OHOBIIEHHS TPOIrPAaMMHOTO 6
o0ecrieueHus
1.7. KoHTpOJIb 1I€IOCTHOCTD MOJICUCTEM 3aIUThI 6
MH(OPMALIUU ONIEPAITMOHHBIX CUCTEM.
1.8. BeinosiHeHHE pe3epBHOTO KOMMPOBAHUS U
aBapUfHOTO BOCCTAHOBJIEHUS PabOTOCIIOCOOHOCTH 6
OTIEPAIIMOHHON CUCTEMBI U 0a3bl JTaHHBIX
1.9. Mcnonb30BaHue NpOrpaMMHBIX CPEJICTB AJIs 6
aApXUBHPOBAHUS UHPOPMAITUT
Paznean 2. IlpoBenenne ayaura 2.1. IlpoBenenune ayauTa 3allMIIEHHOCTH 6




2.2. YcraHOBKa, HACTPOMKA M SKCILTyaTalusl CETEBBIX
OIEPALIMOHHBIX CHCTEM

2.3. JlnarHocTHUKa COCTOSTHHUS TOACUCTEM
0€301aCHOCTH, KOHTPOJIb HATPY3KHU U PEKUMOB 6
paboOTHI CETEBOM OIEPaIMOHHON CHCTEMBI.

2.4. Opranuzanus padoT C yAaIeHHbIMU
XpaHWIMIIAMH JTAaHHBIX 1 0a3aMH JaHHBIX.

2.5. Opranusanus 3allUIIEHHON Iepejaun JaHHbIX B
KOMITBIOTEPHBIX CETSIX.

2.6. BrinonHeHne MOHTaXa KOMIIbIOTEPHBIX CETEM,
OpraHu3anus 1 KOHGUTrypupoBaHUE KOMITbIOTEPHBIX
ceTel, yCTaHOBIIEHHUE U HACTPOKKa IIapaMeTpOB
COBPEMEHHBIX CETEBBIX IPOTOKOJIOB.

2.7. Ocy1iecTBiIEHUE TUarHOCTUKA KOMITBIOTEPHBIX
ceTeil, onpeeseHne HENCIIPaBHOCTEH U cO0OeB
HOJICHCTEMBI 0€30ITaCHOCTH U YCTPAHCHHE
HEHCIPAaBHOCTEH.

2.8. 3anojgHeHne OTYETHON IOKYMEHTAIIUU 110 6
TEXHHUYECKOMY OOCITY>)KUBAHUIO U PEMOHTY
KOMITBIOTEPHBIX CETEH.

Bcero: 108

3. YcioBus peaau3aluv NporpaMMbl NPaKTHKHU
3.1 TpeOoBaHNs K MMHUMAJIBHOMY MAaTEPHAJBHO-TEXHHYECKOMY 00eCneYeHH IO
Hanuuus yuebHoro kabunera «uH(pOpMalimoHHON 0€3011acHOCTH, JIabopaTOPHUH UH(POPMAIIMOHHBIX
TEXHOJIOTUI».
Ob6opynoBanue yueOHOTO KaOUHETa!
- IOCAJI0YHbIE MECTA M0 KOJIMUYECTBY O0YyUaroIUXCs;
- pabodee MecTo MpernojaBaTeis;
- KOMIUIEKT y4eOHO-HarsAHbIX nocobuit «HdopmamonHas 0e30MacHOCThY;
- 9JIEKTPOHHOE Y4eOHOe rmocodue.
Texuuueckue cpeacTBa 00ydeHus:
- KOMITBIOTEP C JIMIEH3UOHHBIM IPOrpaMMHBIM 00€CIIedeHHEM, MYJIbTUMEANIHBIN UAIIPOEKTOD,
MHTEpaKTHUBHAs JJOCKA.
3.2 UndgopmannoHHOe o0ecriedeHre peau3aluu NPOrpaMmbl

1. OcHoBHasi iMTEpaTypa
1. I'octes, . M. OmnepanrioHHBIE CUCTEMBI : YICOHHUK U TPAKTUKYM JIJISI CPETHETO
npodeccuonansHoro oopazosanus / . M. 'octeB. — 2-e u3 ., ucnp. u gomn. — Mocksa : 3gatenscTBo
FOpaiir, 2021. — 164 ¢. — (IIpodeccuonanproe odpazopanue). — ISBN 978-5-534-04951-0. — Tekcr :
aneKTpoHHBIHN // O6pa3zoBaTtenbHast miardopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/472333
(mara obpamenus: 11.11.2023).
2. 3amsatuna, O. M. MH(POKOMMYHUKALIMOHHBIE CUCTEMBI U ceTH. OCHOBBI MOACTHPOBAHNUS
y4yeOHoe rmocodue Jutsi cpeaHero npodeccuoHanbHoro oopazosanus / O. M. 3amstiHa. — MoCKBa :
NznarensctBo FOpaiit, 2021. — 159 ¢. — (IIpodeccuonanbroe o6pazopanne). — ISBN 978-5-534-
10682-4. — Texkct : anekTponHsbIi // O6pa3oBaTenbHas iargopma FOpaiir [caiiT]. — URL:
https://urait.ru/bcode/475896 (mara oOpamenus: 11.11.2023).



3. CraceimuH, B. M. Basbl JaHHBIX: TEXHOJOTUH JTOCTYIIA | y4eOHOE TOCOOUE I CPETHETO
npodeccuonansHoro oopazosanus / B. M. Craceimmn, T. JI. Ctaceimmnaa. — 2-e U311, UCIIp. U A0, —
Mocksa : M3natenscTBo FOpaiit, 2021. — 164 c¢. — (Ilpodeccuonansnoe oopazoanue). — ISBN 978-5-
534-09888-4. — Tekcrt : anexTpoHHbIN // OOpazoBatenbHas maatdopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/474839 (mata oOpamenus: 11.11.2023).
2. JlonoJIHUTEIbHAS JTUTEpPaTypa
1. Cunopoga, H. I1. ba3sr naanasix / H. I1. CunopoBa. — Mocksa, bepnun : Jlupekr-Menua, 2020. — 93 c.
— ISBN 9785449907998. — URL: http://biblioclub.ru/index.php?page=book red&id=575080 (nara
obpamenust: 26.09.2023). — TekcT : 3IEKTPOHHBIN.
3 MeTtoaunueckasi JJuTeparypa
1. [IpodeccnonanbHbIM LUK : METOAMYECKHE MAaTEPHUAIIBI IS 00YYarOIIUXCsl HAPaBICHUS
noxrotoBku 10.02.05 "OGecneyenrne MHPOPMALMOHHOM OE30MTACHOCTH aBTOMAaTH3UPOBAaHHBIX cucTeM" /
Kysbacckuii rocyapcTBeHHBIN TeXxHUYeCcKnid yHuBepcuteT uM. T. @. ['opbauesa ; Kadenpa
nH(popMannoHHoU O6e3omacHocTH, coctaButenu: E. B. IIpokonenko, A. B. Mensenes, A. I'. KupenOGepr.
— Kemeposo : Ky3['TV, 2020. — 290 c. — URL: http://library.kuzstu.ru/meto.php?n=9964 (nara
obpamienust: 26.09.2023). — TeKCT : AIeKTPOHHBIH.
2. Metoauueckue yka3anus 1o ohOpMIEHUIO OTYETOB IO MPAKTUKE, KYPCOBBIX PadOT (IPOEKTOB) U
BBIITYCKHBIX KBAM(UKAIIMOHHBIX pa0doT : s Beex crenuanbHocTeit CITO / Kysbacckuit
rocyapcTBeHHbIN TexHudeckuil yuusepcutet uM. T. @. ['opbauesa ; Kadenpa nndopmaruku u
nHpopMannoHHBIX cucteM, coctaButenu: H. C. [Tomyskrosa, T. C. CemenoBa. — Kemeposo : Ky3['TY,
2022. — 1 aiin (762 K06). — URL: http://library.kuzstu.ru/meto.php?n=10478 (nara oGpaieHus:
26.09.2023). — TekcT : 31€KTPOHHBIN
4 Pecypchl HHGOPMAIHOHHO-TEJIEKOMMYHUKANMOHHOM ceTH « UHTEepHET?
1. OBUOC Ky3I'TV:
a) DnektponHas 6ubnuoreka Ky3['TY. — Tekct: anexkTponHslii / HayuHno-texHuueckas 6ubmuorexa
Kysbacckoro rocyaapctBeHHOro TexHuueckoro yuuepcurera uM. T. @. ['opbauera : caiit. — Kemeposo,
2001 — . — URL: https://elib.kuzstu.ru/ . — TekcT: 31€KTPOHHBIN.
b) loptan.Ky3['TV : AsromaruzupoBannas Uudopmanuonnas Cucrema (AUC) : [caiit] / Ky36acckuii
roCyJJapCTBEHHbIN TexHnyeckuit yuusepcuteT uM. T. ®@. 'opbayeBa. — Kemeposo : Ky3['TV, [6.1.]. —
URL: https://portal.kuzstu.ru/. — Pexxum goctyna: jyist aBTOpu3. MOJab30BaTeneil. — TeKCT: JIeKTPOHHBIH.
¢) DnekTpoHHoe o0yueHue : [caiit] / Ky30bacckuii rocy1apcTBEeHHbIN TEXHUYECKHI YHUBEpPCUTET UM. T.
®. T'opbauesa. — Kemeporo : Ky3['TV, [6. r.]. — URL: https://el.kuzstu.ru/ . — Pexxum nocryna: mis
aBTopu3. noss3oBarenei Ky3['TY. — TekcT: 231neKTpOHHBIN.
2. ®CTOK Poccuu : @enepanpHas ciiyk0a M0 TEXHUUECKOMY U SKCIIOPTHOMY KOHTPOJIIO : O(UIIHAIbHBII
caiit / DAY «'HHUNU T1T3U ®CTIK Poccum». — Mocksa, 2004 — . — URL: www.fstec.ru. — Tekcr:
JJIEKTPOHHBIN.
3. SecurityLab.ru : uHbOpMaImoHHBII MOpTa o Oe30macHOCTH : callT. — MockBa. — URL:
https://www.securitylab.ru/ . — TekcT: 37I€eKTpPOHHBIH.
4. lemaprameHT oOpazoBanus Bosorockoit obmactu : opunmansHenii caifT. — Bonoraa. — URL:
http://depobr.gov35.ru/ . — TekcT: 3MEeKTPOHHBIM.
5. BIOMETRICS.RU : Poccuiickuit Onomerpudeckuii mopran : caiiT. — Mocksa, 2000 — . — URL:
www.biometrics.ru . — TeKCT: 3JI€KTPOHHBIH.
6. InformationSecurity/MInpopmanronnas 6e3omnacHocTs : caiiT. — Mocksa. — URL: http://www.itsec.ru. —
TekcT: 2NeKTPOHHBIN.
7. eLIBRARY.RU : nayunas snextpoHHas 6ubnmnoteka : caiit. — Mocksa, 2000 — . — URL:
https://elibrary.ru. — Pexxum moctyma: nist 3aperucTpup. mojib3oBaTesieid. — TeKCT: AIeKTPOHHBIN.

8. I'apanrt. py : ”HPOPMAITMOHHO-TIPABOBOM mopTai : caifT. — Mocksa, 1990 — . — URL:
https://www.garant.ru/ . — TeKCT: PIEeKTPOHHBIH.
9. Koncynprantllitoc : koMnploTepHasi ClipaBOYHO-IIPaBOBasi cucTeMa : caiT. — Mocksa, 1992 —. — URL:

www.consultant.ru . — TeKCT: 2TeKTPOHHBIN.
10. EanHoe okHO A0CTymna K 00pa3oBaTelbHBIM pecypcaM : nH(pOpMaIMOHHAs cucteMa : calT / LAY
I'HUUN UTT «Muadopmukay . — Mocksa, 2005 — . — URL: http://window.edu.ru/ . — TekcT: 3MeKTpOHHBIA.



11. Poccuiickoe obpazoanue. denepanpHbiil 00pa3oBaTenbHbIN opTai : cat / ®I'AOY II1O0 LPT'OIT
u UT. — Mocksa, 2002 — . — URL: www.edu.ru . — TeKCT: 31I€eKTpOHHBIH.

4. ®oHJ OLIEHOYHBIX CPEACTB

@oH/1 OLIEHOYHBIX CPEJICTB JUIS MTPOBEACHUS MPOMEKYTOYHON aTTECTalluy 00Yy4aloMXCs 10 y4eOHOU
MIPaKTUKE MO MpodeccrnoHanTbHOMY MO0 "DKCIUTyaTalys aBTOMaTU3UPOBAaHHBIX (MHPOPMAIIMOHHBIX"
4.1. ITacnopT oHIa OLIEHOYHBIX CPEACTB

[Inanupyemble pe3yiabTaThl 00yUEHHS 1O IPAKTHKE.

[TpakTrka HanpasieHa Ha (HOPMUPOBAHKE CICAYIONIMX KOMIIETCHIINH BHITYCKHHUKA:

®opMa TeKy1ero

KOHTPOJISA 3HAHUI,
3HaHus, yMeHU,

N YMeHMH,
NPAKTUYEeCKUH ONBIT,
Bun NPaKTHYECKOT 0
. Kon Heo0XoaAuMbIe 1JIs1
npodeccuoHaIbLHOM onbITa,
KOMIIeTEeHIIUH ¢popmupoBanus
NAeATeJbHOCTH . HEe00XOAUMBIX 15
COOTBETCTBYIOLLEH
dopmupoBanus
KOMIIETEeHIIUH .
COOTBETCTBYIOLIEH
KOMIIeTeHI[HH
DKctyaTtanus K 1.1 3HaTh: COCTaB U NPUHLIUIIBI IIpoBepka otuéra 1o
aBTOMAaTU3HPOBAHHBIX paboThl aBTOMATU3UPOBAHHBIX paszaenaM MpakTHKU.
(nH(pOPMAITMOHHBIX ) CHUCTEM, OIIEPALIMOHHBIX CUCTEM U
CHCTEM B 3aIIUIIEHHOM Cpell; IPUHIIUIIBI pa3paboTKu
HCIIOJIHEHU U QITOPUTMOB MPOTPAMM, OCHOBHBIX

IIPUEMOB NIPOI'PAMMHUPOBAHUS;
MoJienu 06a3 JaHHBIX; TPUHIUITHI
MOCTPOEHHUSI, (PU3NYECKHE OCHOBBI
paboThl epudepuiHbIX
YCTPOMCTB;

YMerb: OCyIIECTBIATh
KOMILIEKTOBAHHE,
KOH(HUTYypUpOBaHHE, HACTPOIKY
aBTOMAaTH3UPOBAHHBIX CHCTEM B
3alIUIEHHOM HCIIOTHEHUH U
KOMIIOHEHT CHUCTEM 3aIlIUTHI
nHpopmanuu
aBTOMaTH3MPOBAHHBIX CHCTEM;
HNMmerb npakTuyeckui

ONBIT: YCTAaHOBKA U HACTpOiiKa
KOMITOHEHTOB CHCTEM 3aIlUTHI
uHpOopMaIu
aBTOMAaTH3UPOBAHHBIX
(MH(pOPMAITMOHHBIX) CHCTEM;

3HaTh: TEOPETUUECKUE OCHOBBI
KOMIIBIOTEPHBIX CETEN U UX
anmnapaTHbIX KOMIIOHEHT, CETEBBIX
MOZEJIEH, TPOTOKOJIOB U

IIK 1.2 MPUHINIIOB aIPECAINN;

YMerb: OpraHu30BBIBATH,
KOH(QUTypupOBaTh, IPOU3BOIUTh
MOHTA, OCYILECTBIIATh
JUArHOCTHKY U yCTPaHATh

[IpoBepka otuéra no
paszenam IPaKTUKH.




HEHCIIPAaBHOCTH KOMIIBIOTEPHBIX
cerel, paboTaTk C CETEBBIMU
IIPOTOKOJIAMHU Pa3HbIX YPOBHEM;
OCYILECTBIATh
KOH(HUTypupOBaHHE, HACTPOHKY
KOMIIOHEHT CHUCTEM 3aIlIUThI
uHpOopMaIU
aBTOMaTU3UPOBAHHBIX CHCTEM;
IIPOU3BOJIUTH YCTAHOBKY,
aJIanTaluIoO U COIPOBOXKICHUE
TUIIOBOT'O ITPOrPaMMHOI0
obOecrneueHusl, BXOISIIETO B
COCTaB CUCTEM 3alLUThI
uHpOpMaIN
aBTOMAaTU3UPOBAHHOM CUCTEMBI;
HNMeTb npakTHyecKuii

ONBIT: aIMUHHCTPUPOBAHUE
aBTOMATH3UPOBAHHBIX CHCTEM B
3aLIUILEHHOM HCIIOJTHEHUH;

K 1.3

3HaTh: NOPSATAOK YCTAHOBKU U
BBO/JIa B OKCILTYaTaLUIO CPEJICTB
3alIUThl HH(OPMAINH B
KOMITBIOTEPHBIX CETSX;

YMerb: HacCTpauBaTh U YCTPAHATH

HEUCIIPABHOCTHU IIPOrPaMMHO-
anmapaTHbIX CPEJICTB 3aLIUThI
nH(pOpMaILUU B KOMITBIOTEPHBIX
CETSAX M0 3a/IaHHBIM ITPaBUJIAM;
HNMerb npakTuyecKuit

ONBIT: YKCIUTyaTalus
KOMIIOHEHTOB CHUCTEM 3allUThI
nHpopmanuu
ABTOMAaTU3UPOBAHHBIX CUCTEM;

IIpoBepka otuéra no
paszenaM IIPaKTUKHU.

K 1.4

3HATh: MPUHIIUIIBI OCHOBHBIX
METOIOB OpTaHU3aUH U
MPOBEICHUST TEXHIHUECKOTO
00CITy’)KUBaHUS! BBIYUCIUTEIBHOM
TEXHHUKH U IPYTUX TEXHUIECKUX
CpeAcTB HHPOPMATU3ALINY;
YMmerhb: obecrieunBaTh
paboToCmoCcOOHOCTS,
oOHapy»XUBaTh U YCTPAHATH
HEHUCIIPaBHOCTH;

HNmMerb npakTuyeckui

ONBIT: JTUArHOCTHKA
KOMITOHEHTOB CHCTEM 3aIllUTHI
uHpOopMaIu
aBTOMATH3UPOBAHHBIX CHCTEM,
yCTpaHEHHUE OTKA30B U
BOCCTAHOBJICHHE

IIpoBepka otuéra 1o
paszenam IIPaKTUKHU.




SANNANF ol A e

paboTocrnocoOHOCTH
aBTOMaTU3UPOBAHHBIX
(uH(OPMAITMOHHBIX) CHCTEM B
3aLIUILEHHOM HCIIOJHEHUH;

4.2. TunoBbie KOHTPOJILHBIE 32JaHUSI WJIM UHBIE MATEPHAITBI

Texyuuii KOHTPOJIb YCIIEBAEMOCTH U aTTECTAIIMOHHBIE UCIIBITAHUS 00YYaOIUXCS MOTYT OBITh
opranu3oBanbl ¢ ucnosibzoBanueM pecypcoB JMOC Kys3I['TVY. [1onHbii nepedeHb OLEeHOYHBIX
MarepuanoB pacronoxeHn B DUOC Kys3I['TV.: https://el. kuzstu.ru/login/index.php.

Texkymuit KOHTPOJIb YCIIEBAEMOCTH U aTTECTAIIMOHHBIC UCTIBITAHUS MOTYT IPOBOJAUTHCS B MUCbMEHHOU U
(wn) yCTHOM, U (M) SIEKTPOHHOU (hopme.

4.2.1. OneHOYHBIE CPeICTBA NPH TEKYILIeM KOHTPOJIe

Texyuuit KOHTPOAb MO Y4eOHOM MPaKTUKE 3aKJII0YAETCs B MOATOTOBKE U cjaue OTYéTa 10 pasjaeaam
npakTUKu. OTYET JOJKEH COAEPKaTh CIAEAYIOLINE CBEICHUS:

TUTYJIbHBIN JTUCT;

LEb;

3aJlaHueE;

TEOPETUUYECKHE OCHOBBI;

OIHMCAaHUE UCTIOJIb3YEMbIX KOMIIOHEHTOB;

CKPHHILIOTHI pa3pabOTaHHBIX JIEMEHTOB.

B 00s13aTenbHOM MOpSAKE K OTUETY HMPUKIIAIBIBAIOTCS (aiiIbl, CO3IaHHBIE B MTPOIECCE BHITOTHEHHS
pabor.

Kpurepun onenuBanus:

90-100 6amIoB — MPU PACKPBITUH BCEX PA3/IEIOB B MIOJHOM 00BbEME;

80-89 6ayToB — IpH PaCKPBITHHU BCEX PA3J/ICIIOB C HEJOUYCTAMH,

60-79 6am10oB — pu PaCKPHITHH HE BCEX pa3zeioB B OJHOM 00bEME;

0-59 GamIoB — U PaCKPHITUU HE BCEX Pa3/IEIIOB.

KomuuectBo 0amios 0-59 60-79 80-89 90-100

OTJIMYHO
[IIxana oneHnBaHUs HEyA |yOOBI  |[XOpOLIO

Ilpumepovt munogvix 3a0anuil Ha NPAKMUKY:

1.1. YcranoBka nporpaMMHOro odecrne4eHnsi B COOTBETCTBMHU ¢ TEXHUYECKOM JOKyMeHTaluel
3ananue 1. U3yunrte TeXHUYECKYIO JOKYMEHTAIMIO ycTaHaBiuBaeMmoro 110; mopsaok ycTaHOBKH
monyneit [10; cTtpykrypy OyIylux KaTajloros; anmnapaTHble TpeOOBaHUS K KOMIIBIOTEPY, HA KOTOPOM
iaHupyercs pa3epHyTs 110.

3ananue 2. BeimonHuTe nepBuuHyro ycTaHoBKY 110 Ha 3a1aHHBIN KOMIBIOTED, YOBIETBOPSIOIINAN
anmnapaTHbIM TpeOOBaHUSIM.

3ananue 3. BeimonaHuTe TOHKYI0 HacTporKy 11O B COOTBETCTBUM € JOKYMEHTalLMEN

3ananue 4. Coznaiite (€ciy Hy>KHO) TECTOBYIO YUETHYIO 3alIUCh YCIOBHOI'O TIOJIb30BATENS U IPOBEPHTE
JOCTYI K OCHOBHOMY (yHKunoHamy 110

1.2. HacTpoiika napamMeTpoB padoThl NIPOrPAMMHOI0 00ecneYeH sl, BKJIYast CUCTeMbI
ynpasJjeHusi 6a3aMH JaHHbIX.

3ananue 1. Bemonnute Toukyto HacTpoiiky [10 / CYB/], Bkirodast Borpockl HH(GOpMaIMOHHOM
0€30MMacHOCTH, CETEBOE B3aMMOICHCTBHE (€CIIH HYKHO)

3amanue 2. BeimonauTe noakimtoueHrne Tpedyemoit b/ k Hacrpoennoit panee CYB]]

3ananue 3. [IpoBeppTe OT UMEHU PSAAOBOTO MOJIB30BATENs U aAMuHUCTparopa pynkuuu CYB/I mo
yrpasieHuto b/I.

3ananue 4. [IpoBepbTe BO3MOXKHOCTb IKCIOPTA (BBITPY3KH) U UMITOpTA (3arpy3Ku) TaHHbIX B/u3 B/l ¢
momoiisio CYB/]

3ananue 5. IIpoBepbTe ¢ momouibro0 HHCTpYMEHTOB SQL Bo3MokHOCTH focTyna K b1,

1.3. HacTpoiika KOMIIOHEHTOB MOJACHUCTEM 3aAIUTHI HH(POPMAIIUN ONIEPALMOHHBIX CHCTEM.



3amanue 1. Hactpouts mraTtHyto (3amuTHUK Windows) Wi BHEITHIOK aHTUBUPYCHYIO TIPOrpaMMy Ha
aBTOMATHYECKOE CKaHMPOBAHKE UCIIOIHAEMBIX (DaliIOB U pEryNsipHOE aBTOMATUYECKOE OOHOBJICHUE
aHTUBUPYCHBIX 0a3. [Ipn HeoOxoaUMOCTH 100ABUThH HAJICKHBIE ClIELU(UYHBIE TPOrPaMMBbI B KATETOPHIO
«JloBepenHnbie» nnu «McknroueHus»

3ananue 2. HacTpouTh MexceTeBOM SKpaH i JOMALIHUX, KOPIIOPATUBHBIX, OOIIECTBEHHBIX CETEH Ha
OJOKMPOBKY BHEIIHETO Tpaduka B JaHHBIA KoMmbioTep. [Ipr He00X0AUMMOCTH ISl TOBEPEHHBIX
HCTOYHHUKOB HACTPOUTH UCKIIHOUYEHUS.

1.4. YnpasJ/ieHre y4eTHBIMH 3aIIHCSIMHU I10JIb30BaTeJIeH

3apanue 1. Co3aaTh HYHOE KOJIMUYECTBO YUETHBIX 3alKcel, IPUCBOUTh UM COOTBETCTBYIOIIHE
IIOJIHOMOYHS U 3a/1aTh NAPOJIH JUIsl JOKAIBHOTO KOMIIBIOTEPA.

3ananue 2. BBecTH KOMIBIOTEP B IOMEH, a 3aT€M BBECTU YUETHYIO 3allMCh II0JIb30BATEINS B
COOTBETCTBYIOILYIO JOMEHHYIO TPYIIY.

3ananue 3. HactpouTs JUis 10JIb30BaTENs IepeMeiaeMblii IpoQ ik B Ipeieiax JOMEHa.

1.5. PaboTa B onepanuOHHBIX CHCTEMAaX ¢ CO0JII0eHHeM /IeiiCTBYIOIIMX TPeOOBAHUIl MO 3a11uTe
uHpopManun

3amanue 1. [IogKIF0YNTh K KOMITBIOTEPY M HACTPOUTH CPEJICTBO allapaTHON ayTeHTH(UKAIINN
M10JIb30BaTEJIs.

3amanue 2. HacTpouTh rpynmoByro MOJMTHKY O€30MaCHOCTH TaK, YTOOBI TpeOOoBatach JIMHA MApoJis He
MeHee 8 CUMBOJIOB, C YYE€TOM CJIO)KHOCTHU IapoJisi U CMEHBI ero 1 pa3 B MecsL.

3amanwue 3. g Hanboee BaKHBIX MANOK YCTAHOBUTH PEXKUM UG POBAHKS B CBOMCTBAX

3ananue 4. HacTpouTh CHHXpOHU3ALUIO TPEOYyEeMOH Marku ¢ 00Ja4HbIM JUCKOM.

1.6. YcranoBka 00HOBJIeHHSI IPOrPAMMHOI0 o0ecrieyeHust

3ananue 1. [loayuuts unpopmanuto o texymeit Bepcun I10 u npoBepuTh HaMuue OOHOBIICHU.
3ananue 2. BbIsICHUTH c110COOBI yCTAHOBKY OOHOBJICHUIM

3ananue 3. [IpounTarh nepevyeHs UCIpaBIeHUI B JaHHOM OOHOBJIEHUH U BO3MOXHBIE TPOOIIEMBI.
3amanue 4. [IpuHATH penienne 0 HeoOX0AMMOCTH YCTAaHOBKA OOHOBJICHUM U €CITU TIOJIOKHUTEIIBHOE, TO
YCTaHOBUTB €TO.

3amanue 5. [Ipoeputs padoty [10 mocie ycTaHOBKM OOHOBJICHUSI.

1.7. KOHTPOJIb HeJIOCTHOCTD MOACHCTEM 3AIIUTHI HHPOPMALMH ONEPAIMOHHBIX CHCTEM.

3ananue 1. O3HaKOMUTBCS C HACTPOWKAMU IPYIIOBBIX U JIOKAJIBHBIX MOJUTHK O€30MMaCHOCTH Ha
KOMIIBIOTEPE, €CIIM OH HE B JOMEHe. Eciiu B cocTaBe JOMEHA, TO U3yYNUTh I'PYNIIOBYIO IPUHAUIEKHOCTD
I0JIB30BATENS U €r0 MOJIHOMOYHS.

3ananue 2. O3HaKOMUTHCS C IEPEYHEM YCTAaHOBJIEHHBIX OOHOBJIEHUH, KacaeMo HH(POPMaIlMOHHON
6e3onacHoctu OC, U ecii UMEIOTCS HE YCTaHOBJIEHHBIE OOHOBJIEHMSI, TO YCTAHOBUTD UX.

3ananue 3. [Ipu momoum crennanbHbIX YTHINAT BBIIOJIHUTD IPOBEPKY LIEJIOCTHOCTH MOJACUCTEM 3aIUTHI
uHpopmanuu B fanHoi OC, MOTyYUTh OTYET U ClIeTaTh BHIBOJ

1.8. Boino/iHeHHEe pe3epBHOI0 KONMPOBAHNS U ABAPHITHOT0 BOCCTAHOBJICHHS PadoTOCIIOCOOHOCTH
OINepPaAMOHHOM cCcTeMbI U 0a3bl JAHHBIX

3ananue 1. HacTpouTh aBTOMaTHYECKYIO apXUBALIMIO JTAHHBIX C 3a/1aHHOM IEPUOIUIHOCTBIO.

3ananue 2. BKIIIOUNTh M HACTPOUTH BO3MOKHOCTh aBTOMaTHYECKOI'O CO3AaHMSI TOUEK BOCCTAHOBJICHHUS
CUCTEMBI

3amanue 3. Co3manue IrMcKa aBapUtHOTO BOCCTAHOBIICHUSI CHCTEMBI U TTPOBEPKA €T0
paboTocrnocoOHOCTH.

3amanne 4. HacTpouTs 1 MpoBEPUTH pabOTy aBTOMAaTHUYECKON peryisipHon apxuBaruu b/l Ha 3amanHbrit
TTUCK

1.9. Ucnosib30BaHMe NPOrpaMMHBIX CPEICTB /ISl ApXUBMPOBAHUA HH(OPMALMU

3ananue 1. CpaBHUTH CTENEHb cxKaThs Hanbosee MoyspHbIX apxuBaTopoB: WinRAR, 7-Zip, WinZip,
UCIOJIb3YS OJIUH M TOT K€ TECTOBBIN (paii.

3anmanue 2. U3yunte QyHKIIMOHAI, YA0OCTBO MCIIOIb30BaHHUS U BO3MOXHOCTh HHTETPALIUU
apxusupytomero [1O B cocraB OC (KOHTEKCTHOE MEHIO)

3amanue 3. YCTaHOBHUTE M HACTPOWTE BaMM BHIOPAHHBINA apXUBATOpP, MPOBEPHTE €ro padoTy.

2.1. [IpoBenenue ayaurTa 3alMIEHHOCTH ABTOMATU3MPOBAHHOM CUCTEMBbI



3amganne 1. O3HAKOMUTHCSA ¢ IepedHeM KpuTepueB 3amuiieHHocTH AVC B Tabuiie, eciiv ero HeT, TO
COCTaBUTb.

3ananue 2. 3ar0oNHUTH TaOIUILy OTBETAMH Ha BOIPOCHI MO KAKIOMY KPUTEPUIO.

3ananue 3. [Ipu Hanuuuu cneuranu3npoBaHHoro 110 BBIOJIHUTE TECTHI 1J1s aHAJIN3A YSI3BUMOCTH U
MOJIyYUTh OTYET.

2.2. YcTaHOBKA, HACTPOHKA M KCIIYaTAIlUsl CeTeBbIX ONEPANMOHHBIX CHCTEM

3amanue 1. Boeimonauth nepuunyto yctanoBky OC Windows Server 2012 (2016) Ha cepBep 1160 ero
SMYJISLHUIO B CPEJIe BUPTYAIbHBIX MALIUH

3amanue 2. HacTpouTs cepBep B KaueCcTBE IOMEH-KOHTPOJIIEpa JIOKAJILHOM CeTH, a Takxke ciyx061 DHCP
u DNS. IlpoBeputs ux padory.

3amanue 3. B cooTBeTCTBUHU ¢ pa3paOOTaHHON MOJMTUKOW 0€30MMacHOCTH (eciii He pa3paboTaHa, TO
C/I€NIaTh 3TO) BBIIIOJHUTH HACTPOUKY O€30MaCHOCTH, a TAKXKE MOJINTUKY JIOKAJIbHBIX, II00AIbHBIX U
YHUBEPCAIbHBIX TPYIII MOJIB30BATECH.

2.3. /IluarHocTHKA COCTOSIHUS MOJACHCTEM 0€30IIaCHOCTH, KOHTPOJIb HATPY3KH H Pe:KMMOB padoThI
ceTeBOM ONMEePANMOHHOI CHCTEMBbI.

3amanue 1. U3yuuts cuctemusie xxypHaibl OC, oTHOCSIIMECS K ToAcucTeMe Oe3omacHocTu. [1pu
HAJIMYUU TPOOIIEeM BBIUCATH UX.

3ananue 2. C noMOUIbI0 CUCTEMHBIX MOHUTOPOB PECYPCOB OLIEHUTh CTEIIEHb 3arpy3KH U
MIPOU3BOIUTENILHOCTH JAHHOTO KOMITBIOTEPA.

3ananue 3. C nomouisto cnenuanusuposanHoro 110, tuna Traffic Inspector (naun ananoru4Horo)
U3Y4YHUTh 3(H(PEKTUBHOCTH pabOTHI CETU U CTETIEHDb 3arpy3KH CETEBOT0 KaHasa, MPOXOSIIETo Yepes3
JTAHHBI KOMITBIOTED.

2.4. Opranmn3anusi padoT ¢ yJaJeHHbIMH XPAHHIHIIAMHY JAHHBIX U 023aMH JAHHBIX.

3ananue 1. HactpouTs nosib30BaTeNbCKUi KOMIBIOTED JUIsl pAOOTHI € y1aI€HHBIM XPaHWINIIEM JIAHHBIX.
Pa3perenue Ha ynaneHue u u3MeHeHUE (aillioB — B COOTBETCTBUU C MOJIUTUKON Oe3omacHocTH. Kak
BapHaHT — B KAYECTBE yIAJICHHOTO XPaHUJIHILA MOTYT UCII0JIb30BaThCsl 00IauHbIe JUCKH.
CuHXpoHU3a1Us AOKHA BBINOIHATHCS AaBTOMAaTHYECKH.

3amanue 2. Hactpouts kimmeHTckyto CYBJ mist pabotsl ¢ yaanenHoi bl B COOTBETCTBUM € MO THKOM
0€30MacCHOCTH.

3ananue 3. OT UMEHH aJMUHHUCTPATOpa NOJIYYUTh HH(POPMALIMIO O KOJIMYECTBE U HCTOUYHUKE 3alpOCOB Ha
IIPUMEPE OJJHOTO NOJIb30BATEIS.

2.5. Opranuzaums 3allMIIEHHON NepeJaYyyu JaHHbIX B KOMIIbIOTEPHBIX CeTSIX.

3ananue 1. BeiOpare Hanbosee moaxoAsIue 3alUilieHHble IPOTOKOJIbI Iepeiaul JaHHbIX AT
COOTBETCTBYIOIIETO YpoBHs Mozenu OSI.

3ananue 2. BeiOpate Hanbomnee noaxoasuue [10 s mudpoBanus (aitinoB u reHepanuu Kirouei.
3ananue 3. BbIMOTHUTHL HaCTPONKY BbIOpaHHBIX PoTOK0I0B U [1O mmdpoBanus U reHepanuu Kirouei
Ha KJIMEHTCKOro KoMIbtoTepa. HacTpouTh 3alyIeH bl KaHall HA OCHOBE COEIMHEHHUS TPOBOAHOM
JIOKAJIbHOM CETH.

2.6. BoInostHeHNe MOHTaKa KOMIIBIOTEPHBIX ceTeil, OpraHu3anus 1 KOHGUIypupoBaHue
KOMIIbIOTEPHBIX ceTell, yCTAaHOBJIeHHe U HACTPOiiKa MapaMeTPOB COBPeMEHHBIX ceTeBbIX
NPOTOKOJIOB.

3amanue 1. BeimomHuTh MOHTaX (hparMeHTa (WUJIu MOJIHOCTHIO) JoKanbHOU cetu Ethernet B cooTBeTCTBHM
CO CXeMOH C pa3MelleHus B kaOesb-KaHallaX U YCTaHOBKOM HAaCTEHHBIX MH(POPMAIIMOHHBIX PO3ETOK.
3ananue 2. YCTaHOBUTH (110 BO3MOKHOCTH) B TEOMETPUUYECKOM LIEHTPE JIOKAIBHON CETH KOMMYTaTop U
MOJKJIFOUUTH K HEMY CETMEHTBI CETU IO TOMOJIOTHH «3BE3aN.

3ananue 3. [IpoBepuTh Ha y3/1ax CETU HAJIMYUE CETEBBIX JIPaiBEpOB U MPU HEOOXOAUMOCTH YCTAaHOBHUTD
UX.

3ananue 4. [Ipu orcyrctBun DHCP — cepBepa HacTpouTs pyuHnyro [P-anpecanuro corimacHo mpoToKoIy
TCP/IP Ha Ka)XI0M CETEBOM Y3JIC.

3amanue 5. Eciu TpeOyeTrcs BBIXO U3 JIOKAJIbHON CETH B CETh IHTEpPHET, TO BHITIOJHUTH HACTPOUKY
MEXCETEBOI'0 AKpaHa Ha KayKJJOM CETEBOM Y3JI€.



W

2.7. OcymiecTBjIeHHE TMATHOCTUKU KOMIILIOTEPHBIX CeTeil, onpeaejieHue HeUCIpaBHOCTel 1 c00eB
MOJICHCTEeMBbI 0€30IIACHOCTH U YCTPAHEHHEe HEHCIIPABHOCTEI.

3ananue 1. C moMouIbio CIeNHaabHOr0 HHCTPYMEHTa (000pyI0BaHMs) ONPEAeIuTE MECTO OOpbhIBa
Kabesnst «BUTas mapay.

3ananue 2. C moMOUIbIO CETEBOI0 CKaHepa ONpeeuTe Haubosee U HauMeHee 3arpyKeHHbIe
HAaINpaBJIEHUA NEpeaun MakeToB. [lonpITaiTECh HANTH 3AKOHOMEPHOCTD IMOSBJIEHUS TMKOBBIX 3HAUCHU .
3ananue 3. Ha oJHOM 13 KOMITBIOTEPOB B JIOKAIBHOM CETH CceTeBasi KapTa UMeeT «(iryn», uTo
necrabunusupyer padory cetr. Heooxonumo oO0HapyKUTh MPOOIEMHYIO CETEBYIO KapTy.

3amanue 4. C nomompto I10O mpodeccnonanbroro aiepposiia, yCTaHOBICHHOTO HA KOMIIBIOTEPE
[IPOAHAIU3UPYHITE MONBITKH TECTOBBIX ATaK.

3ananue 5. [Ipoananusupyiite cucTeMHbIE )KypHaIbl 0€30MaCHOCTH U c(POPMHUPYITE CIIUCOK MPOOIEM U
BO3MOJKHBIX PELICHUMN.

2.8. 3ano/iHeHNE OTYETHOM JOKYMEHTANMH 110 TEXHUYECKOMY 00C/JIY;KUBAHUIO U PEMOHTY
KOMIIbIOTEPHBIX CeTeH.

3ananue 1. CocraBbTe Tabnuiy B Excel nnun Word, B cronbuax kotopoit Oyaer cienyroas
uHpOpMaLS:

- 1aTa oOpalleHusl KIUeHTa

- JlaTa yCTpaHEeHUsI MPOOJIeMbI

- OIUcaHue MpoOIeMbl CO CIOB KIIMEHTA

- OnMcaHue MpoOIeMbl CIELMATUCTOM MOCIIE €€ aHaIu3a

- 3aMEUEHHBIE COMYTCTBYIOIINE MPOOJIEMBI B CETH U PEKOMEHIAINH [0 YCTPAHEHHUIO

- pabOTHI 10 YCTPAHEHUIO IPOOIEMBI CIICIIUATTUCTOM C YKa3aHHEM THITa pPadOT — IUIAHOBBIE / aBapUIHBIC
- MOATHKCH CIIEIUAIINCTA

3ananue 2. Buecute HHGOPMALIUIO O HETABHO MPOBEACHHBIX paboTax M MPEACTaBbTE JJIsl IPOBEPKU
MIpernoaaBaTelnio.

4.2.2. OneHOYHBIE CPeICTBA NMPHU NPOMEKYTOUHOM KOHTPoJIe (3a4eT, Au(pPupUHIHPOBAHHBIH
3a4er)

®opMoii TPOMEKYTOUHOH aTTecTaluu sBisieTcs Ju@depeHInPOBaHHbIN 3a4€eT, B MPOLIECCE KOTOPOTO
orpenensercs copMUPOBAHHOCTh 0003HAYEHHBIX B TPOrpaMMe KOMIIETEHIUH.

WNHcTpyMeHTOM n3MepeHusi CQOPMUPOBAHHOCTH KOMIIETEHIIMH SBJISETCS YCTHAS WM TUCbMEHHAs
3alllUTa OTYETA [0 IPAKTUKE.

[Ipu 3amuTe oTYETA 10 MPAKTHKE HEOOXOIMMO JIaTh OTBET Ha JIBa TEOPETHUECKUX Bompoca. Jlomyckom k
MIPOMEXKYTOYHOHOM aTTECTAIIUU SBIISIETCS BBIIMOJIHEHNE BCeX TPeOOBaHUI TEKYIIETrO KOHTPOJIS.
Kputepuu onieHnBaHusI IpU OTBETE HA BOIIPOCHL:

- 90—-100 6annoB — MpH MPaBUILHOM M ITOJIHOM OTBETE Ha JIBa BONPOCA;

- 80—89 6annoB — npu NPaBUIBLHOM U MIOJHOM OTBETE HA OJMH U3 BOIIPOCOB U MPaBUIILHOM, HO HE
IIOJIHOM OTBETE Ha JPYroi U3 BOIPOCOB;

- 60—79 6annoB — IpU MPABIIIBHOM U HETIOJTHOM OTBETE TOJIBKO Ha OJIUH U3 BOIIPOCOB;

- 0-59 6annoB — Mpu OTCYTCTBUU NMPABUIBHBIX OTBETOB Ha BOIIPOCHI.

Kommuectso 6amtos|0-59 [60-79 80-89  90-100

OTJIMYHO
[[Tkaya oleHMBaHKS HEY A YI0BJI XOPOILLIO

Ilpumeput 6onpocos K 3awume omuemos:

Pasnea 1. YcraHoBKa, HACTPOHKA M KCIIYaTallUs CeTEBbIX ONEPALMOHHBIX CHCTEM.

1.1. YcranoBKka nporpaMMHOro ofecre4eHus B COOTBETCTBUHU C TEXHUYECKOM JOKYMeHTAlueil.
Ha uyTo Hy>HO 00paTUTh BHUMaHHE IPU BBIOOPE almapaTHOrO U CUCTEMHOT0 o0ecrieueHus s
pa3BepTeiBanus cneruanbHoro 110 wmm AUC?

Yro nenatsb, €CM MapoJIb YUYETHON 3alIUCH C aIMUHUCTPATUBHBIMU IIPaBaMU YTEPSIH, HO HYKHO
yctanoBuTth [10?

UYro Britoyaet B ce0s mepBuyHas ycraHoBka [10? Onummre KpaTko €€ alropuTM.

Uro BKMIOYaeT B cebOst ToHKas HacTporka [10 mocne nepBUYHOM yCTaHOBKH?

UYro nenath, eciy ycTaHOBKA WM HacTpoiika [10 He uzeT 1o 3a1aHHOMY aIrOPUTMY U BBIIACT OIINOKY?
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1.2. HacTpoiika napamMeTpoB padoThl NIPOrPAMMHOI0 o0ecrneYyeH sl, BKIYas CUCTeMbI
ynpasJjeHHus 0a3aMu JaHHBIX.

Kaxkue mapameTpsl oTHOCATCS K HH(DOpMaImoHHou 0e3onacHoctu npu Hactpoiike [10 / CYB/?
Kakue nelicTBUS BRINIOTHSIOTCS U NoKioueHnn tpedyemoii b1 k nmerommetics CYB?

Kaxkue nevictus npu padote ¢ bJl gacto 3anperieHbl HEKOTOPBIM MTOJIb30BaTEIsIM?

B kakux ¢opmarax MOryT OBITH UMIOPTHPOBAHBI / SKCIIOPTUPOBAHBI JaHHBIE 110 3amnpocy u3 / B B/1?
Kakue xomanasl SQL garmie Bcero ucnonb3yroT agMuaucTpaTopsl b/l s noctyna u nposepku bJ1?
1.3. HacTpojiika KOMIIOHEHTOB IOACHCTEM 3aIIUThI HHGOPMALMH ONlePALIMOHHBIX CHCTEM.
Kaxune KkoMIOHEHTHI BXOJST B COCTaB MOJCUCTEMbI 3alIUThl HHPOPMAIUHU ONIEPALIMOHHBIX cUCTEM?

B kakux KOHCOMSX / anIieTax HaXOAsATCsS MHCTPYMEHTHI JUIsI HACTPOWKH KOMIIOHEHTOB TTOACHUCTEM
3amuThl HH(GOpPMaLUKU onepalMoHHbIX cucteM Ha mpuMepe OC Windows.

Kakum yrpo3zam MOKeT MPOTUBOCTOSTH MTOJICUCTEMA 3AIIUTHI HHPOPMALIUU ONEPAIIIOHHBIX CUCTEM?
Kaxum 06pa3oM BBIMOIHSIETCS HACTPOHKA 0€30MacHOCTH JIOKaJIbHOIO KOMIIbIOTEpa?

Kakum 00pa3oM BBIMOTHAETCS HACTPOKA 0€30MaCHOCTH KOMITBIOTEPA, BKIFOYEHHOTO B COCTaB JIOMEHa?
1.4. YnpasJieHHe y4eTHBIMH 3aIIMCSAIMH I10JIb30BaTEJICH

Kakue neiicTBUs BBINOIHIIOTCS NPU HACTPOMKE YUETHBIX 3alMCEeN Ha JIOKaJIbHOM KOMIIbIOTEpE?

Kak 1 KTO MOKeT BHECTH CYIIECTBYIOIIETO MMOIb30BaTeNsl JOMEHA B TPYIIY ¢ 00Jiee BBICOKUMU
MTOJTHOMOYHUSIMU ?

Onummure KpaTKo aaropuT™M CO3AAHUS IEPEMEIIAeMOro MPOQIII MOJIb30BaTENs

Kak BwITONTHSIETCS BBOJT / BBIBOJI ITOJIB30BATEIILCKOTO KOMIIBIOTEPA B / U3 TOMEHA?

SIBnsieTcs M BCTPOCHHASI CUCTEMHAs YYETHAsl 3aUCh AIMUHUCTPATOP aHAJIIOTOM CO3/1aHHOM y4eTHOI
3aMuCcH C MpaBaMH aJIMUHUCTpaTopa?

1.5. PaGoTa B onepaniMOHHBIX CHCTEMAX € COOJII0IeHUEM /IefiCTBYOIINX TPeOOBAHMI 110 3a1UTe
uHpopmannu

Kakum MUHMMAaTbHBIM TPEOOBAHUSAM JI0JKEH YIOBIETBOPATH MAPOJIb, YTOOBI JaHHBIA KOMIBIOTEP
CUHMTAJICS 3AIIUIIECHHBIM U O0€30MaCHBIM?

Kakumu 10KHBI OBITH HACTPOMKH CISIIETO PEKUMa U 3aCTaBKU, YTOOBI TAHHBIN KOMITBIOTEP CUHUTANICS
3aIUIIEHHBIM U 0€301acHbBIM?

Kak M0xHO c(hopMyIHpOBaTh OJTHUM MPEI0KEHUEM 0oJiee KECTKYIO NOIUTUKY HH(DOPMAITMOHHON
0€30MacHOCTH, TPUMEHSIEMOI Ha KOMITBIOTEpE U MPH paboTe B ceT?

Uro naet BKIIOYEHHE MapaMeTpa «udpoBaHue» B cBOMCTBax (aiina?

Kakue mapameTpsl nonuTHK 0€300aCHOCTH JIOKAJIbHOIO KOMITbIOTEpA OO0JIbIIIE BCETO BIMUSIOT HA 3aLUTY
uHpopmanun?

1.6. YcranoBka 00HOBJIeHHMS IPOrPAMMHOIO o0ecneyeHust

Kakum o6pa3zom Ha npumepe OC Windows MOKHO y3HaTh Kak1e OOHOBIICHHS YCTAHOBJICHBI?

Kaxkue criocoOb1 ycranoBku ooHoBnenuit [10 cymecTByroT?

Kak BoImonHsercst oOHoBieHue npouuBKy (firmware) Ui pa3InyHbIX yCTpOCcTB?

Bcerpna nu Hy)HO cpa3y ycraHaBnuBaTh oOHOBieHHE [107?

MOXHO JI1 yJaJIUTh YCTaHOBJIeHHOE 0OHOBIeHue 1107

1.7. KoHTpPOJIb 1EJOCTHOCTD MOACUCTEM 3AIMTHI HH(POPMALMH ONePALHOHHBIX CHCTEM.

Kakue ¢akTops! BIHUAIOT Ha LEIOCTHOCTD MOJCHCTEM 3aIUThl HHPOPMALIUU ONEPALITOHHBIX CUCTEM?
Kakumu BHEIIHUMU CPEICTBAMH MOXHO YCHIIUTH II€JIOCTHOCTh MOJCUCTEM 3alUThl HH(OpMaLuu
OTIEpaIIMOHHBIX CUCTEM?

Kaxkumu nporpaMMHBIMU CpECTBAMHU MOXHO OIIEHUTD LIEJIOCTHOCTD U Ha/IEKHOCTD MOJICUCTEM 3aIIUThI
uH(OpMAaIIUU ONIEPAUOHHBIX CUCTEM?

Bo03MOXHO 11 3KCIITyaTHpOBaTh KOMITBIOTEP, HA KOTOPOM OOHAapy>keHa Opelllb B MOJACUCTEME 3aIUThI
uHpOpMAaILIUU ONIEPAUOHHON CUCTEMBI?

Ecnm Ha kommproTepe B cocTaBe 0UCHOM JIOKAIBHON CETH 0OHApYKEeHA YSA3BUMOCTH B 1IEJIOCTHOCTH
MOJICUCTEMBI 3aIUTHI HH(POPMAIIUU, TO YTO HY’KHO C/IEaTh B IIEPBYIO ouepeib?

1.8. BoIno/iHeHHe pe3epBHOI0 KOMUPOBAHUS U ABAPUITHOT0 BOCCTAHOBJIEHUSI PA00TOCIIOCOOHOCTH
ONepPAllMOHHOM CHCTEeMBbI U 0a3bl JaHHBIX



i

M

SNk W=

Nk W=

b s

N —

W

N —

Kaxk nHacTpouth aBTOMaTHuecKyro apxuBanuio AaHHbBIX Ha mpuMmepe OC Windows? OnummuTte KpaTko
QJITOPUTM.

JUi1s 4ero Hy>KHbI TOUKH BOCCTAHOBJIEHUSI CUCTEMBI, KaKue MPOOIEeMbl MOKHO PELIUTh C IIOMOLIbIO UX?
Ha xakue HocuTenu peKoMeHayeTCs IeJaTh pe3epBHOE KOIMPOBAHUE JaHHbBIX?

C kaxol NepUOAMYHOCTBIO PEKOMEHAYETCS BBIIIOJIHATD PE3EPBHOE KONIMPOBAHUE NAHHBIX?

Kakumu nporpaMMHBIMU CpeCTBAMHU MOXHO CO37aTh 00pa3 ONepalliOHHON CUCTEMBI?

1.9. Ucnosab30BaHue NMPOrPpaMMHBIX CPeICTB AJI APXUBUPOBAHUS UHGOPMALUKN

B uem otiinune BectpoeHHbIX B OC cpeAcTB apXUBaIMK JaHHBIX U apXUBaTOPOB?

Kakoii apxuBatop noajepxusaer 0Oospliee KoJIMn4ecTBo (popMaToB apxXuBOB?

Kakue mapameTpsl apXuBUpOBaHUS MOYKHO HAaCTPauBaTh B apXUBATOPax?

MO3KHO JI1 UCTIOIB30BaTh APXUBATOP B PEXKMME KOMaHJHOU CTPOKH?

Kakumu 1onoaHuTenbHBIMA (YHKIUAMU KPpOME apXUBAIMHK / IeapXUBaIK 001aJaeT apXUBaTOP
WinRAR ?

Paznea 2. [IpoBenenue ayanuTa 3aliMIIEHHOCTH AaBTOMATU3HPOBAHHOM CHCTEMBI.

2.1. [IpoBeneHue ayauTa 3alllUIIEHHOCTH ABTOMATH3HPOBAHHON CHCTEMBbI

Kakue xpurepuu ucnosb3yrorces Juisl aHainusa 3amuiesHoctu AUC?

KT0 ynonHomMoueH NpoBOAUTE ayJUT 3aIIUIIEHHOCTH aBTOMATU3UPOBAaHHON CUCTEMBI?

KTo0 nomxkeH ycTpaHsTh BbISBIEHHBIE B XO/I€ ayAUTa HECOOTBETCTBUSA?

Kakue yactu AVC nojuexar NpoBepKe B X0J1€ ayIUTa 3aIMILEHHOCTH aBTOMATU3UPOBAaHHONW CUCTEMBI?
Kakoe criermansaoe 10 / TecTbl HCMONMB3YIOTCS 1Sl TIPOBEICHHS ayIUTa 3alUIIEHHOCTH
aBTOMATHU3UPOBAHHOW CUCTEMBI?

2.2. YcTaHOBKA, HACTPOHKA M IKCIJIyaTalus ceTeBbIX ONEePAllMOHHBIX CHCTEM

Kakue ocHOBHBIE ceTeBbIe HACTPOMKM HEOOXOAMMO CAeNaTh B yCTaHOBIEHHOM ceTeBoit OC?

Kakwue cereBbie Moy u koMmroHeHTHI ecTh B OC Windows Server Standard 2012 (2016) ?

K uemy cBoautcs Hactpoiika ciyx6s1 DHCP Ha cepBepe u kiueHTe?

K uemy cBoautcs HacTpoiika ciyx0b1 DNS Ha cepBepe u kiauenre?

Kakne KOMIOHEHTHI CETEBOT0 MOAKIIOUEHHSI KAK MUHUMYM JIOJIKHBI ObITh aKTUBHBI M HACTPOEHBI 115
B3alMOJICHCTBUS KOMIIBIOTEPOB B JIOKAJIbHOU CETH?

2.3. /IMarHoCTHKA COCTOSIHUS MOJACHCTEM 0€30IaCHOCTH, KOHTPOJIb HATPY3KH H PEKMMOB PadoThI
CeTeBOH ONEPALMOHHOM CHCTEMBbI.

I'ne 8 OC Windows HaxoasTcst cucteMHsble xxypHaisl OC, oTHOCsIueECs K MojcucTeMe 6e30nacHoCTh?
[TosicHuTe KpaTKo e HaXOIUTCS M KaK MOJIb30BaThCsl CUCTEMHBIMU MOHUTOPAaMHU PECypcoB?

Kpartko onummmre ocHoBHbIE Bo3MoxHOCTH [10 Trna Traffic Inspector (unu ananoruyHoro)

Kakumu nporpaMMHBIMU M annapaTHBIMU CPECTBAMH MOXHO JUArHOCTUPOBATh COCTOSIHUS MOJICUCTEM
6e3onacHoctu cereBoit OC?

B03MOXHO 11 KaK-TO aKTUBHO YIIPaBJIATh Harpy3KOi CETEBON ONEpPalMOHHON CUCTEMBbI?

2.4. Opranusanus padoT ¢ yiaJaeHHbIMH XPAHWIMIIAMY JAHHBIX H 02a3aMM JaHHBIX.

Onummure KpaTKo aaropuT™ padoThl C yAalEHHBIM XpaHUIUIIEM JaHHbIX Uiau b/l

Onuinre OCHOBHBIE JIeiicTBUA MO HacTpolike kKiareHTcKyo CYBJI ans paboTsl ¢ ynanennoii b/l B
COOTBETCTBHH C MOJIUTUKOIN 0€30M1aCHOCTH.

Kak oprann3oBaTh ceTeBOi KaHaJl JJs1 paboThI C KECTKUM JAUCKOM, PACIIONIOKEHHBIM Ha KOMITBIOTEPE,
HaxoJsmeMcs B Ipyrom ropoje?

Uro Ttakoe perumkanusa bJ[ u 11 yero ona HyxHa?

Kakwue cereBble MPOTOKOIIBI UCIOIB3YIOTCS AJIsl pa0OTHI € yAaJeHHBIMU XpaHWINIIAMU JaHHbIX Win BJ1?
2.5. Opranu3anus 3alMIICHHON NepeJavyu JaHHbIX B KOMIIBIOTEPHBIX CETSIX.

[IpuBeanTe mpUMepsHl 3aIUIIIEHHBIX CETEBBIX POTOKOJIOB

Kak obecrieunTs 3a1uTy NPOBOJHON KOMITBIOTEPHOM ceTH OT pacnpocTpaHenus eto [IDMUH, a takxe
3alIUTy caMoi cetr oT BHemHux [I9MHUH?

Kakue xanaibl nepeauu JaHHBIX SBISIOTCS 0oJiee 3alIUIEHHBIMU — BBIJICICHHBIC UITH
KOMMYTHUPYEMBbIE?

B kakux cimyyasix orpaBIaHO UCIIOJIb30BaHUE MPOTOKoIa https ?

Kaxkoit ¢pu3ndeckuii kaHal epeaadn JaHHBIX 00ecTieunBaeT HAanOOIBITYIO 3alIUIIIEHHOCTD JaHHBIX?
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2.6. BbinoJiHeHMe MOHTAKa KOMIILIOTEPHBIX ceTell, OpraHu3anus U KOHGUrypupoBaHue
KOMIIBIOTEPHBIX ceTell, yCTAHOBJIeHHEe U HACTPOIKAa MapaMeTPOB COBPEMEHHBIX CeTeBbIX
MPOTOKOJIOB.

[lepeuncnure OCHOBHBIE ITpaBHUiIa MOHTaXa Kabesns BuTas napa s cetu 1 Gb /s.

Kaxkue cymiecTByroT BapuaHThl pa3MEILIEHUS CETEBBIX KOMMYTaTOPOB?

Kakne ocHOBHBIE HACTPOUKH TPeOYyeTCs BHIIOIHUTH HAa CETEBBIX aJaNTEPax KOMIbIOTEpA U B KAKUX
ciydasix?

B kakux cimyyasix ucnonbsyercs cereBoit nmporokon TCP/IP Bepcuu 6 ?

Kax HacTtpouts Bxoa u3 cetu IHTEpHET Ha KOHKPETHBIM KOMIIBIOTEP JIOKAIBHOU ceTH?

2.7. OcyuiecTBi/IeHHE IMATHOCTHKY KOMIIbIOTEPHBIX ceTell, onpeaeeHe HeHCIPaBHOCTell u c6oeB
MOJACHCTEMBI 0€30MACHOCTH M YCTPAaHEeHHE HeMCIPABHOCTE.

Yem oTiinyaeTcs CETEBOM CKaHep OT CETEBOro Tecrepa?

Kakumu cpeactBamu MO>KHO ONpeAeTuTh TpaduK CeTH, OIIMOKH, KOJLTU3UN?

K xakum HeraTuBHBIM SIBJICHHUSM MPUBOJAUT HAJIMYNE CETEBBIX METEIb M BCET/1a JTU OHU BPEIHbI?
Kakue cymiecTByrOT BUJbI MEKCETEBBIX IKPAHOB?

CymectByet 11 B OC Windows cHCTEeMHBIH )KypHall, OTpaXXaloluii HapylieHus B padote cetu ? Ecnn
1a, TO T/1€ UMEHHO?

2.8. 3ano/iHeHHe 0TYETHO TOKYMEHTALMH N0 TeXHUYECKOMY 00C/IYKUBAHUIO H PEMOHTY
KOMIIbIOTEPHBIX CeTeH.

KT0 1 17151 yero J0mKEH 3aMoNHITh OTYETHYIO JIOKYMEHTALIUIO 110 TEXHUYECKOMY 00CITy>)KUBAaHUIO U
PEMOHTY KOMIIBIOTEPHBIX ceTei?

B kakom Buze u popMaTe MOKET BECTUCH OTUETHAS JJOKYMEHTAIUS 110 TEXHHYECKOMY OOCITYKMBAHUIO U
PEMOHTY KOMIIBIOTEPHBIX ceTei?

Benercs nmm otueTHas mokymeHTtanus st cetd Wi-Fi, umerorieiics B opraHu3anuu?

['e nomkHa XpaHUTHCS OTYETHAS JOKYMEHTAIUS IO TEXHUYECKOMY 00CTY>KUBAaHUIO U PEMOHTY
KOMITBIOTEPHBIX ceTei?

SIBnsieTcs M OTYETHAs JOKYMEHTAIUS 0 TEXHUYECKOMY OOCITYKHBAaHUIO U PEMOHTY KOMIIBIOTEPHBIX
ceTell TOKYMEHTOM IOBBIIIEHHON CEKPETHOCTH?

4.2.3. MeToguveckne MaTepHAaJIbl, ONpeesaolue Npoueaypbl OllcHMBAHUSA 3HAHUI, yMEHUI,
NPAKTHYEeCKOI'0 ONbITA, HEOOXOAUMBIX /151 (POPMUPOBAHHUS COOTBETCTBYIOIINX KOMIIeTeH M
[To uToram MpakTHUKK aTTECTYIOTCS 00YUaIOUINecs], BHITOIHUBIINE MIPOTPAMMY MPAKTUKHU U
MPEeACTaBUBIINE WHIUBUYyAJIbHBIE OTUETHI 10 MPAKTUKE.

®opMOI UTOTOBOTO KOHTPOJISI TPOXOKACHUS MPAKTUKHU ABIISIETCS 324YET C OLIEHKOM.

3aueT NPOBOJIUTCS C YUETOM 3alIUThl OTYETOB, COCTABJICHHBIX B COOTBETCTBUU C TPEOOBAHUSIMU
MpOrpaMMbl PAKTUKH, HA OCHOBAHUM YTBEPKIECHHOTO 3aJJaHUsI HA PAKTHUKY.

3amuTa oT4eTa MPOBOAUTCS PYKOBOJUTENIEM IPAKTUKHU OT Kadeaphl.

[Tpu nmpoBeneHnr TEKYIIEro KOHTPOJIS 00YJarOMIUKCs TPEICTABISIET BHITOTHEHHBIC DIIEMEHTHI (Pa3/Iembl)
OTYeTa 0 MPaKTUKE.

[IpenonaBarenb aHANU3UPYET UX COAEP)KAHUE HA COOTBETCTBUE, MOCIIE YETO OLIEHUBAET JOCTUTHYTHIN
pe3yIbTar.

[Tpu npoBeneHNr TPOMEKYTOUHOU aTTECTAIMK 00YJAIOIIUNACS IPECTABISIET OTUET MO MPAKTHKE.
[IpenomaBaTenp aHATM3UPYET COMIEP)KAHUE OTUYETA, 3aTEM ITyTeM Oecelbl C 00yJarOIINMCS BBISBIISIET €r0
CIIOCOOHOCTH 0OOCHOBBIBATH MPUHSATHIE PEIICHUS.

5. Uuble cBeieHus U (MJIM) MaTepUAaJIbI

OTueT 1o NnpaxkTHKe SABISETCS OCHOBHBIM JIOKYMEHTOM, XapaKTEepPU3YIOLIUM paboTy 00ydaromierocs Bo
BpeMs MpakTUKU. OTYET COCTABIISETCS B COOTBETCTBUU C MMPOTPaAMMOM IPAKTUKHU U COAEPIKUT
CIIEYIOIINE PA3AEIIbL:

TUTyJIBHBIN JHCT.

Pabounii rpaduk (11aH) NPaKTHKH, YTBEPKICHHBIH 3aBeyIOIUM KadeIpoi 1 COTIaCOBAHHBIN C
pykoBoauTesneM npakTuku ot Ky3['TY u (wnm) npeanpusiTusi.

Brenenue.

BrinonHenne MHAMBUYATBHOTO 3a/1aHMUS.



5. BEIBOAEL

6. Crnucok HCIOIb30BaHHBIX HCTOUHUKOB U JINTEPATYPHI.
TpebdoBanusi kK 0p)OpMIIEHNIO OTYETA
Pe3ynbraThl MPaKTHUKHU TOJKHBI OBITH 0(hOpMIIEHBI B (hOpME OTUETA, B COOTBETCTBUH C TPEOOBAHUSIMMU:
CtpaHulibl He 0OBOIATCS B paMKax, MOJIs HE OTACIIAIOCS YepToil. Pazmepsl nmosneit He meHee: eBoro - 30
MM, paBoro - 10 MM, BepxHero - 20 MM 1 HIkHero - 20 mMm. Hymepanus cTpaHul oT4eTa - CKBO3Has: OT
TUTYJILHOTO JIUCTA JI0 TOCJIETHETO JINCTA MPUIOKEHHIH.
Howmep cTpanuiisl Ha TUTYJIBHOM JIUCTE HE MPOCTABIISIOT.
Howmep cTpanulipl cTaBAT B IEHTPE HUKHEH YacTH JIMCTA, TOYKA MTOCIIE HOMEpa CTPAHMIIBI HE CTAaBUTCS.
Crpanutipl, 3aHTbIe TAOIUIIAMU M WLTIOCTPALMSIMU, BKIIOYAIOT B CKBO3HYIO HYMEpAIHIO.
O0Bem oTueTa 1o MPAKTHKE JOJDKEH OBITh He MeHee 16 ctpanull (6e3 yuera mpUIoKeHUH )
MamuHOMMCHOTO TekeTa (mpudT 14nt, Times New Roman, uepe3 1 uarepBai). OtueT 10JmKeH OBITh
orniedaraH Ha popmate A4 u nmoammt. ONMKUCaHusl TOJDKHBI OBITH CKaThIMU. OOBbeM NMPUIIOKEHUN HE
periIaMeHTHPYETCs, a X COJCPKAHUE OMPEEIIIETCS 00YJalOUIMMCs CAMOCTOSTENBHO.
Odgopmnenue hopmyn
DopMyITel JOIHKHBI OBITH 0(hOpMIIEHBI B peiaktope hopmyit. B popmynax B kauecTBe CHMBOJIOB CIIEAYET
MPUMEHSITh 0003HAYEHUS], YCTAaHOBIICHHBIE COOTBETCTBYIOIIMMHU IOCYAapCTBEHHBIMU CTaHIaPTaMH.
Pacuer o ¢opmyiam BeaeTcsi B OCHOBHBIX €IUHHIIAX U3MEPEHHUS, (POPMYIIBI 3aITHCHIBAIOTCS CIICAYOLIIM
o0Opa3oMm: cHayala 3anuceiBaercs popmysa B OyKBEHHOM 0003HAUEHUH, ITOCIIE 3HaKa PaBEHCTBA BMECTO
Ka)/10i1 OyKBBI TIOJICTABIISIETCS €€ YMCICHHOE 3HAYCHHE B OCHOBHOUM CHCTEME €IMHUI] U3MEPEHHUS;, 3aTEM
CTaBUTCS 3HAK PABEHCTBA U 3aMKCHIBACTCS KOHEUHBIN Pe3yabTaT ¢ equHHIIeH n3mMepenus. [loscuenus
CHMBOJIOB M YHCIIOBBIX KO3((PHUIIMEHTOB, BXOAALINX B (OPMYITy, €CIIM OHU HE MOSICHEHBI PaHee B TEKCTE,
JOJKHBI OBITH MPUBEJCHBI HEMOCPEICTBEHHO 1o popmyrioi. [losicHeHNs Ka)KA0ro CUMBOJIA CIIETyET
JaBaTh C HOBOW CTPOKH B TOW MOCJIEI0BATEIBHOCTH, B KOTOPOW CHMBOJIBI IPUBEIEHBI B (JOPMYIIE.
[lepBas cTpoka mosiCHEeHUs AOKHA HAUMHATHCS CO CIIOBA «Te» 0€3 TBOSTOUHS ITOCIE HEro.
[lepeHocuTh GopMyJIbI Ha CIEAYIONIYIO CTPOKY JIOIMYCKAaeTCs TOJBKO HA 3HAKaX BBIITOJIHIEMbIX
orepalui, MpUyeM 3HaK B Havase Cleayrolei cTpoku noBropstoT. [Ipu nepeHoce Gpopmyibl Ha 3HaKe
YMHOKEHUS IPUMEHSIOT 3HAK «X.
dopmyiia HyMepyeTcs, €cIH Jjajiee 10 TeKCTy oHa OyeT BoctpeboBaHa. DopMyIibl, 32 UCKIIIOUEHHEM
(dbopMyI1, TOMELIAEMbIX B IPUIOKEHUH, JOJKHBI HyMEPOBAThCsS CKBO3HOW HyMepalueil apabckumu
udpamMu, KOTOPBIE 3aMKUCHIBAIOT HA YPOBHE (hOPMYIIBI CIpaBa B KPYTibIX ckoOkax. Jlomyckaercs
HyMepalus B Ipejenax paszena. B atom cioyuae HoMep popMyJsibl COCTOUT U3 HOMEpa pasjiena u
MOPSAAKOBOTO HOMepa (pOpMYJIbl, pa3/ieeHHBIX TOUKOH.
CchUIKY B TEKCTE Ha MOPSIKOBBIE HOMEpa (DOPMYII JAIOT B KPYIJIBIX CKOOKaX, Harmpumep, B opmyrie
9.1).
®opMyJIbl, TOMELIAaEMble B TPUIIOKEHUAX, TOJIKHBI HyMEpPOBaThCs OTAEIbHON HyMepalne, apabCcKuMu
U paMu B Mpeienax KaxkJI0ro IpUiIoKeHus ¢ Jo0aBIeHueM nepes] Kaxaou 1udpoii 0003HaueHUs
npuioxenus. Hanpumep, popmyna (A.1).
Odgopmnenue unnrocmpayuii
WnnmrocTpallnoHHBIN MaTeprai MOXKET ObITh NPEeACTaBIeH B BUAE cXeM, rpaduxos u T.1. Mmmroctpanuu,
MIOMEIICHHBIE B TEKCTE U NMPHIIOKEHHUIX OTYETa, UMEHYIOTCSI pUCYHKAMHU.
Wnmroctpanuyl BHIMONHAIOTCA B Ipad@UUYECKUX peAakTopax U pacioiararoTcs Mocie NepBoi CChUTKM Ha
HUX U KaK MOXHO OJIMKE K CCBUIKE Ha HUX B TEKCTE.
Wnmroctpanuy, 3a HCKIIIOYEHUEM WIUTIOCTPAlluil PUIIOKEHUH, clieyeT HyMepoBaTh apadCKUMHU
nudpamu B mpeenax paszena, 1udo ckBo3HoW Hymepanueil. Hampumep, «Pucynok 1», «Pucynok 1.1y,
«Pucynok 2.1».
CchIIKy Ha WIUTIOCTPALIMIO JAAI0T B CIIEAYIOIIEM BUE: «B COOTBETCTBUU C PUCYHKOM 1».
Wnmroctpanus npu He0OXOAMMOCTH MOXKET UMETh HAaMMEHOBAHKE U NOSICHUTEIIbHBIE TAHHbBIE
(moxpucynounslii Tekct). CinoBo "PucyHok" 1 HAaMMEHOBaHHUE MOMEIAIOT MOCJIE MOSICHUTEIBHOTO TEKCTa
0€3 TOUYKHU B KOHIIE.
Bce pucynku popmara 6onbiiero, ueM A4, BBIHOCATCS B IPHIIOKEHHUSL.
Ilocmpoenue mabauy



CnoBo «Tabnuia», ee HOMEp U Ha3BaHUE MTOMENIAIOT cieBa Haj Tabauieid. Hazpanue Tabauiibl, mpu ero
HAJIMYHH, JTOJDKHO OTPaXaTh €€ COJIepKaHue, ObITh TOUHBIM, KpaTKuM. HazBanue TaOIuIbl 3a1IMCHIBAIOT
yepe3 TUpe nocie ciioBa « Tabmuia» ¢ mponucHo# OykBbI 0e3 ToukH B KoHiie. Hanpumep: «Tabmuma 2.1 —
TexHuyeckue JaHHbIEY.

3aroyioBKU rpad U CTpOK TaOIUIBI MUITYTCS C MPOMKUCHOM OYKBBI, a M0/13aroJIOBKU rpad- co cTpoyHOi
OYKBBI, €CJIM OHU COCTABIISIOT OJHO MPEAJIOKEHHUE C 3ar0JIOBKOM, HITU C TPOIMUCHOM OYKBBI, €CIH OHH
HMMEIOT CaMOCTOSITeNIbHOE 3HaUeHue. B KOHIle 3arojioBKOB U MO3ar0JI0OBKOB TaOJIUI] TOYKU HE CTaBSAT.
3aroJ0BKH U TOJ3ar0JIOBKH Tpad yKa3bIBalOT B €IMHCTBEHHOM YHUCIIC.

3aroyioBKU rpad 3anuchBaOT NapauieabHo cTpokaM Tabnuikl. [Ipyn Heo6XoaUMOCTH ToMycKaeTcs
NEPIEeHINKYIIPHOE PACIOI0KEHUE 3ar0JIOBKOB rpad.

Tabnuiry B 3aBUCUMOCTH OT €€ pa3Mepa IMOMEIIAIOT MO TEKCTOM, B KOTOPOM BIIEPBbIE JIaHA CChIJIKA Ha
Hee, WIX Ha CIeIyIoNei cTpaHulle, a mpu HeoOXOAMMOCTH, B IPUIIOKEHUH K JOKyMeHTY. Jlomyckaercs
MOMEIIaTh TaOJIUILy BOJIb JJIMHHOW CTOPOHBI JINCTA TOKYMEHTA.

Ecnu B KOHIIE cTpaHuIlbl TabauIa NPEpbIBAETCs, €€ MPOJOJIKEHUE IOMEIIAIOT Ha CIEIYIOIIEH CTPaHHULIE.
[Tpu nepeHoce TabIUIBI HA IPYTYIO CTPAHUILYy HA3BaHKUE MOMEIIAIOT TOJIBKO HaJl MEPBON YaCThIO
tabmupl. CiioBo «Tabmuia» yka3pIBaroT TOJBKO OJWH Pa3 CIeBa HaJl IEPBOM YacThIO TAOIHIIBI a, HAJ
JOPYTUMHU YacTSIMH MUIIYT ciioBa «[Ipomomkenue TabiauIbp» ¢ yKka3aHueM HoMepa TaOIHIIbL.

Bce Tabnuiel, 3a HCKIIIOYEHHEM TaOJIUI TPUIIOKEHUH, HyMEpYIOTCs apaOCKuMu I pamMu CKBO3HOM
HyMmepanueil. Jlomyckaercss HymepoBaTh TaOJIMIIBI B Ipeieniax pa3zena. B aToM ciydae Homep TabIuIbl
COCTOMT M3 HOMEPA pa3zesia U MOPsIKOBOI0 HoMepa TaOIuIbl, pa3/ieJI€HHOIO TOUKOM.

Tabnuipl KaXKA0ro MPHIoKEeHUs: 0003HAYAIOT OTAEIBLHOM HyMepaluel apadCKuMu g paMu ¢
noOasinieHust nepen udpoit 0603HaYeHUs TPUIIOKEHUs, Hanpumep, «Tabnuia A.1», ecinu oHa puBeIeHA
B MPUJIOKEHUH A.

Ha Bce Tabauibl TOKyMeHTa JOJKHBI OBITh MPUBEIEHBI CCBUIKH B TEKCTE, TIPU CCHUIKE CIIOBO «Ta0IUIIa
MUIIETCS MOJIHOCTHIO C YKa3aHHEM e HOMepa.

Odghopmnenue cnucka tumepamypol

Crniucok auTepartypsl ABJIseTCs 00513aTeIbHBIM (HEHYMEPOBAaHHBIM) pa3/ielioM O0T4eTa, 0opMIIseTCs B
cootBeTcTBUM ¢ [[OCT 7.1-2003 "Cucrema cranapToB 1o nH(GOpMaLUK, OUOIMOTEUHOMY U
u3aatenabckoMy neny. bubnuorpaduyeckas 3anuce. bubnuorpaduueckoe onucanue. O0mue TpedOBaHUS
Y TIpaBUJIA COCTaBJIECHMS", BKIIIOYAETCS B CO/IEpKAHUE OTUETA.

Crnucok JOIKEH CoiepkaTh CBEJIeHH 000 BCeX MCTOYHMKAX, UCIOJIb30BAHHBIX IPU COCTABICHUN
otyeta. Pacronararb HCTOUHUKH B CIIUCKE PEKOMEH]IyETCS B ITOPSIJIKE MOSIBICHUSI CChUIOK B TEKCTE.
Bo03MOXHO 1 Apyroe pa3peleHHOe HOPMAaTUBHBIMU IOKYMEHTAMH PACIOI0KEHUE UCTOYHUKOB B CITHCKE.
Odghopmnenue npunodxcenul

[Tpunoxenus opOpMIIAIOT Kak MPOJODKEHUE OTUeTa U TIOMEIAOT B KOHIIE OTYETa B MOPAIKE CChIIOK Ha
HUX B TeKcTe. B TekcTe oTdyera Ha BCe MPUIIOKEHUS TOJKHBI OBITh JaHbl CChUIKU. Kax1oe npuioxeHue
CJIeyeT HAaUMHATh C HOBOT'O JINCTA C YKa3aHUEM Ha BEPXY MOCPENNHE CTPAHULIBI CJI0BA
«ITPUJIOXKEHUE» u ero o6o3nauenus, Hanpumep, «I IPUJTIOKEHUE Ay. ITpunoxxenue 101KHO UMETh
3aroJ0BOK, KOTOPBIN 3aIIMCHIBAETCS CUMMETPUYHO OTHOCUTENILHO TEKCTA C MPONUCHON OYKBBI OT/IEIbHOM
CTPOKOM.

TIpuioKeHns 0603HAYAIOT 3arIaBHEIMK GykBamu and)aButa, HaunHas ¢ A, kpome 6yks E, 3, 1, O, U, b,
bl, b. lonyckaercs 0603HaueHNe NMPUIIOKEHHS] OyKBaMU JIATUHCKOTO ayipaBuTa, 32 UCKITIOUEHHEM OYKB |
u O. IIpunoxenus BHIMOMHAIOT Ha ucTax Gopmara A4, A3, A4X3,A4x4, A2, A1 o I'OCT 2.301.
[TpunoxxeHus JOMKHBI UMETH OOIIYIO C OCTAJIbHOM YacThIO JJOKYMEHTA CKBO3HYIO HyMEpaIlio CTPaHULI.
Bce npunoxxeHus 10JKHbBI ObITh TIEPEUNCIIEHBI B COJICPKAHNU OTYETa U C YKa3aHUEM X HOMEpOB U
3aroJIOBKOB.



		2024-09-09T17:26:40+0700
	Евсина Татьяна Алексеевна
	я подтверждаю этот документ своей удостоверяющей подписью




