MHWHOBPHAYKHU POCCHUHN
(enepanbHOE rocyaapcTBeHHOE OI0KETHOE 00pa3oBaTeIbHOE YUPEKIESHHE BBICIIEI0 00pa3oBaHus
«Ky30accknii rocyrapcTBeHHbIN Texun4yecknii yausepcuter umenn T.D. 'op6auesar»

@unuan Ky3I'TY B r. HoBoky3Helke

( )
JOKYMEHT NOoArnmMcAH
QNIEKTPOHHOW NOAMUCHLIO

YTBEPXKIAIO
Ceptudmkat: 4B52DFD6B51FDA26ACBAF4AD87221F25
Bnageneu: EBcuHa TaTbaHa AnekceeBHa 3amecTuTeNb AUPEKTOPA 110 YP’
OencreuteneH: ¢ 01.02.2024 no 26.04.2025 COBMceIIaromias 00s3aHHOCTH

M0 JOJDKHOCTH AUPEKTOpa
¢wmana Ky3I'TY B r. HoBoky3nerke
T.A. EBcuna

«27» mrons 2024 r.

. J

PaGouas nporpaMMa qUCHMILINHBI
JKCIUIyaTalusi KOMIIBIOTEPHBIX ceTel

CroenuanbHOCTD
«10.02.05 O6ecnieuenne MHPOPMATMOHHOW OE30MTACHOCTH ABTOMATH3UPOBAHHBIX CHCTEM»

[IpucBanBaemas kBanupuKaIus
«TexHuk no 3amuTe UHGOPMALIUI»

dopma o0yueHus
OuHast

I'ox HaGopa 2023

Cpok oOyueHnus Ha 0aze
cpenHero odmiero oopazoBanus - 2 roga 10 mecsieB

Hosoky3nenxk 2024 r.



PABOYYIO ITIPOI'PAMMY COCTABWI

[Ipenonasatens otnenenust CI1O

C.A. CtpokuH

l
COIJIACOBAHO N ligey

)f' F
3aBeQyromuii oTaeTeHHeM CITO )~ /77 T.B.TyveHHHKOBa
' [MOOmHCE
COTI'JTACOBAHO
3aM. JHpekTopa mo YP T.A. EBciuHa

Hodruce

PaGouas nmporpamma o0Cy>KaeHa Ha 3aceaHuH yueOHO-MeToanyeckoro coera ¢unmmana Kys['TY Br.

Hosoxky3snerke ITporokon Ne9 ot 27.06.2024r. roga



1. OO0mas xapakTepucTHKA padoyeil MPOrpaMMbl JHCHUIIIHHBI
1.1 MecTo IUCHHMIIUHBI B CTPYKTYPe OCHOBHOI 00pa30BaTe/IbHON NPOrpaMMbl
Y4ebHast qucHumInHa « DKCIITyaTalys KOMIBIOTEPHBIX CETEH» ABISIETCS 0053aTEIbHON YacThI0 MPO(ECCHOHATIBHOTO IIUKIIA
OCHOBHOI 00pa3oBarenbHOM mporpamMmbl B cooTBetcTBUE ¢ @T'OC 1o crienmansHOocTH 10.02.05 «Obecnedenue
nH(pOpMaMOHHO 6€3011aCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM).
YueOHas aAucIMIUIMHA «DKCIUTyaTanusl KOMIBIOTEPHBIX ceTei» obecneunBaeT GopMUpOBaHHE NMPOPECCHOHATIBHBIX U
o6mux xomnerenuuit B cootBerctBun ¢ ®I'OC no cnenmansHoctu 10.02.05 «O6ecneuenne nHGOPMAMOHHON
6e30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEMY.
1.2 Ileas n mIaHUpyeMble Pe3yJbTAaThl 0CBOEHHS JUCIHILUIMHBI, COOTHECEHHBIE ¢ IUIAHHPYEMBIMH pe3yJIbTaTaMH
O0CBOeHHS 00pa30BaTeJbLHOI NPOrPaMMBI
OcBoeHHe TUCIUIUIMHBI HAIIPaBJIeHO Ha (hopMupoBaHHe:
00X KOMITETEHIINI:
OK 01. Beibupats crioco0s! penreHus 3a1a4 IpoQecCHOHATBHON IeITeNbHOCTH, IPIMEHUTEIHHO K Pa3IIHBIM
KOHTEKCTaM.
3HaTh: IPUHIUITEI OCHOBHBIX METOJIOB OPTaHHU3AIMN 1 MPOBEIACHHUS TEXHUIECKOTO 00CTy )KUBaHNS KOMITBIOTEPHBIX
CeTeH;
YMers: obecrieunBaTh paboTOCIIOCOOHOCTh, 0OHAPYKHUBATh U YCTPAHITh HEUCIIPABHOCTH KOMITBIOTEPHBIX CETEH;
OK 02. OcymiecTBisITh IOKCK, aHAIM3 U MHTEpIpeTaIiio nHGopManny, He0OX0IUMOM JJIs BBITOJTHEHHS 33124
npo¢eCCUOHANBHOM JCSITeIBPHOCTH.
3HaTh: MCTOYHUKH, BKIIFOUas 3JIEKTPOHHBIE PECypChl, Meauapecypcebl, THTepHET-pecypChl, IepHOANIEeCKUE H3AaHUSI
O CMENHMANBLHOCTH /ISl PelIeHHs Npo(ecCHOHAIBHBIX 3a/1a4;
YMeTh: HCTIONIB30BaTh Pa3NyHbIe HCTOUYHHUKH, BKITFOUAs SJIEKTPOHHBIE PECYPChl, Meanapecypcsl, IHTepHeTpecypesl,
MEPHOANYECKIE M3IaHHS 110 CIICNNAIBHOCTH JUIS PeIIeHNs PO eCCHOHATBHBIX 33/1a4;
OK 03. ITmaHnpoBaTh U peann30BbIBaTh COOCTBEHHOE MTPO(ECCHOHANBHOE W INIHOCTHOE PA3BUTHE.
3HaTh: CIOCOOB! IEMOHCTPAIMH PHHATHIX PEIICHNH;
YMeTh: 000CHOBBIBATh, aHAIU3UPOBATH U KOPPEKTUPOBATH PE3YIbTaThl COOCTBEHHON paboTHI;
OK 04. PaboTath B KOJUIEKTHUBE ¥ KOMaH[E, 3PPEKTHBHO B3aUMOICHCTBOBATE C KOJIIETAMH, PYKOBOJCTBOM,
KJIHCHTaMH.
3HaTh: IPUHLUIIEI PA0OTHI B KOJUIEKTHBE M KOMaH/ie, ClIOCOObI 3 PEeKTUBHOTO B3aUMOJICHCTBHS C KOJIIETaMHy,
PYKOBOJICTBOM, KIINEHTAMU;
YMmeTh: 000CHOBaTh U aHATM3UPOBATH PabOTyY YIEHOB KOMaH/BI (TIOAYMHEHHBIX);
OK 09. Ucnonp30BaTh HHGOPMAIIMOHHbBIE TEXHOJIOTHH B IPOGECCHOHANBHON AESITeIbHOCTH.
3HaTh: HHHOPMALMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTHH NPO(eCCHOHABHOM NIesITEeNbHOCTH;
YMeTh: HCTONIb30BaTh HHPOPMAIIMOHHBIE TEXHOIOTHH B IPO(eCCHOHATIBHON AEATEIHHOCTH;
OK 10. [Tomp30Bathbcs mpodeccHoHaIEHONW JOKYMEHTAIEH Ha TOCYJapCTBEHHOM U HHOCTPAHHOM SI3BIKE.
3HaTb: crI0cOoOB! MCIOIb30BaHMS MPOPECCHOHATBHON TOKYMEHTALINH;
YMeTh: HCTIONIb30BATh B MPO(ECCHOHAIBHOH JeITeIbHOCTH HE0OXOJMMYIO TEXHUYECKYIO JOKYMEHTAINIO, B TOM
YHCcIIe Ha aHTJIMHCKOM SI3BIKE;

npodeccHoHaIBHBIX KOMIETEHIINH:
I1K 1.2. AiMuHHCTpHUPOBAThH POrPaMMHBIE U IIPOTPAMMHO-AIIIApaTHbIE KOMIIOHEHTHI aBTOMAaTH3HPOBAHHOM
(mH(OPMAIIIOHHOI) CHCTEMBI B 3aIIUIICHHOM HCIIOTHEHUH.
3HaTh: TEOPETHUECKIE OCHOBHI KOMITBIOTEPHBIX CETEH M MX ammapaTHBIX KOMIIOHEHT, CETEBBIX MOJEIEH, IPOTOKOIOB
Y IPUHIUIIOB aApECcaniy; Y MeTh: MPON3BOIUTH YCTAHOBKY, aIalITAIIMIO M COIPOBOXKICHHE THITOBOTO IIPOTPaMMHOTO
o0ecrieueHns1, BXOAAIIETO B COCTaB CUCTEM 3aIlIUTHl MHPOPMALIMK aBTOMAaTH3NPOBAaHHOM cucTeMsl; VimMeTs
MPaKTHYECKUI OIBIT: TUarHOCTHKA KOMIIOHEHTOB CHUCTEM 3aIIUTHI HHPOPMAINU aBTOMaTU3UPOBAHHBIX CUCTEM,
yCTpaHEeHHE 0TKa30B U BOCCTAHOBJICHHE pabOTOCIOCOOHOCTH;

1K 1.3. ObecneunBaTh GecriepeOoiiHyI0 paboTy aBTOMAaTU3MPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3alHIIIEHHOM
WCIIOJIHEHUH B COOTBETCTBUH C TPEOOBAaHUSAMH KCILTyaTallHOHHON JIOKYMEHTAIINH.

3HaTh: NOPSAAOK YCTAHOBKU M BBOJIa B 3KCIUTyaTalMIO CPECTB 3aIUTH HH(QOpMALK B KOMIBIOTEPHBIX CETAX NPH
9KCIUTyaTallii KOMITBIOTEPHBIX CeTel; YMeTh: HacTpanBaTh U yCTPaHITh HEUCIIPABHOCTH NPOTPaMMHO-AIINAPaTHBIX
CPE/ICTB 3alIXThl HHPOPMAIMK B KOMITBIOTEPHBIX CETSX I10 33aHHbIM NpaBuiaM; MIMeTh NpakTHYECKUil OMbIT:
IKCILTyaTallsi KOMIOHEHTOB CHCTEM 3aIUThl HH)OPMAIMH B KOMITBIOTEPHBIX CETSIX;

[IK 1.4. OcymiecTBsTh IPOBEPKY TEXHUYECKOTO COCTOSIHUS, TEXHUYECKOE 00CITy )KUBaHNE U TEKYLHH PEMOHT,
YCTPaHSATh OTKa3bl U BOCCTAHABIMBATH PA0OTOCIIOCOOHOCTh aBTOMATU3MPOBAHHBIX (MH()OPMALIMOHHBIX) CUCTEM B
3aMIUIIEHHOM HCIIOIHEHHH.

3HaTh: IPUHIUITEI OCHOBHBIX METOJIOB OPTraHMU3aIMU U IIPOBEJCHUS TEXHUIECKOTO 00CTy KNBaHHS KOMIIBIOTEPHBIX
ceTeit; YMeTh: obecrieunBaTh paboTOCIOCOOHOCTD, 0OHAPYIKUBATEH M YCTPAHATH HEUCTIPABHOCTH KOMITHIOTEPHBIX
cereil; IMeTh MpakTHUECKUH OMBIT: ANATHOCTHKA KOMIIOHEHTOB CUCTEM 3aIIUThl HHYOPMAIIH
aBTOMATH3MPOBAaHHBIX CHCTEM, YCTPAaHEHHE OTKa30B M BOCCTAHOBIECHUE PabOTOCTIOCOOHOCTH;



B pe3yabTaTe ocBOeHHUS TMCHMIIJIMHBI 00yYaloLMiics B 0011eM MO AUCHUIINHE J0JKEeH

3HaTh:

- TIPUHIUNIBI OCHOBHBIX METOJIOB OPTaHU3AINH U IIPOBEICHHUS TEXHUUECKOTO 00CITy )KHBaHMUS KOMIIBIOTEPHBIX CETEH;

- HCTOYHHKH, BKIFOUas JIEKTPOHHBIE PECYPChl, Mennapecypchl, IHTepHeT-pecypChl, IepHOANIeCKHe H3AaHus 110
CHELUaIbHOCTH JUISl pEIICHUS TPOECCHOHANBHBIX 331a4;

- CHOCOOBI JEMOHCTPALMK NPUHSTBIX PELICHHH;

- [pUHOMIBI pabOTHl B KOJJIEKTUBE U KOMaH/E, crioco0b! 3 (EeKTHBHOTO B3aUMOJICUCTBHUS C KOJUIETaMH, PYKOBOICTBOM,
KIIMEHTaMH;

- uH(pOpPMaIMOHHO-KOMMYHHKAIIHOHHBIE TEXHOJIOTUH NPO(ECCHOHANBEHON e TEIbHOCTH;

- CHOCOOBI UCTIOB30BaHMS TPO(HECCHOHATLHOM JJOKYMEHTALHH;

- TEOpPeTHYECKHE OCHOBBI KOMITBIOTEPHBIX CETEH M MX allapaTHBIX KOMIIOHEHT, CETEBBIX MOIEIEH, IIPOTOKOIOB M MPHHITUAIIOB
azipecarum;

- TOPAIOK YCTaHOBKH M BBOJA B SKCIUIyaTaIllMIO CPEICTB 3AIIUTH HH(YOPMAITH B KOMITIBIOTEPHBIX CETSAX IPH YKCIUTyaTaI[HH
KOMITBIOTEPHBIX CETEH;

YMerth:

- obecneunBaTh pabOTOCIIOCOOHOCTD, OOHAPYKHUBATEH M YCTPAHATH HEUCTIPABHOCTH KOMITBIOTEPHBIX CETEH;

- HCIIOJIB30BaTh PAa3INUHbIC HCTOUHUKH, BKIIFOUAs AIEKTPOHHBIE pECypChl, Menuapecypcesl, IHTepHeTpecypehl,
MEePUOANYECKUE U3/IaHHS 110 CIICIMABHOCTH JUIS PelIeHHs TPO(heCCHOHANBHBIX 3a/1ay;

- 000CHOBBIBaTh, aHATU3UPOBATH U KOPPEKTUPOBATH PE3YJIbTAThl COOCTBEHHOI PadOTHI;

- 000CHOBaTh U AaHAJTM3UPOBATH PAOOTY WICHOB KOMaHAbI (IO JYMHCHHBIX);

- UCIOJIb30BaTh HH(YOPMALMOHHBIE TEXHOJIOTHU B TPO(PECCHOHANBHON JIESITENbHOCTH;

- HCIIONB30BaTh B IPO(PECCHOHATEHON ACATEIHEHOCTH HEOOXOIMMYIO TEXHIUIECKYIO JOKYMEHTAIIHIO, B TOM JHUCIIC Ha
AHTJITHHACKOM SI3BIKE;

- TIPOM3BOAMTH YCTAHOBKY, aaNTAIMIO U COMPOBOXKICHUE TUIIOBOTO MTPOTPAMMHOTO 00eCTICUeHHS, BXOAAIICTO B COCTaB
CHCTEM 3aIUTH HHPOPMAIIUH aBTOMAaTH3NPOBAHHOMN CHCTEME,

- HACTpaWBaTh U YCTPAHATh HEHCIIPABHOCTH MPOTPAMMHO-ANMAPATHBIX CPEACTB 3aIIUTH MHPOPMAIIUH B KOMITBIOTEPHBIX
CeTSIX TI0 33/IaHHBIM IIpaBHIIaM;

HMeTh NpakTUYECKUH OIIbIT:

- JIMarHOCTHKa KOMIIOHEHTOB CHCTEM 3allUThl HH(pOpMAIINK aBTOMAaTU3UPOBAHHBIX CUCTEM, YCTPAHEHHE OTKa30B U
BOCCTaHOBJIEHHE PaOOTOCTIOCOOHOCTH;

- JKCIUTyaTalys KOMIOHEHTOB CHCTEM 3alUThl HHOOPMAILUH B KOMIIBIOTEPHBIX CETSIX;

2. CTpyKTypa M coaep:KaHue JHCHUILIHHbI

2.1 OO0beM AUCHHILIMHBI M BHIbI Y4eOHO# padoThl

KoanyecTBo yacoB
®opma 00yueHUs!
oD 3P 030
Kypc 1/ Cemectp 2
O0BbeM TUCHUITHMHBI 38
B TOM 4YHCIIE:
\tekyuu, ypoxu 18
ltabopamopuvie pabomul 18
npaxmuyeckue 3aHamust
KoHncynpranuu
CamocrosiTesibHas pabota 2
[IpomexyTouHas aTTecTanus
MHmBHyaJIbHOE TPOEKTUPOBAHHUE
DopmMa NPOMEeKYTOUHOM aTTeCTALMHU
Kypc 2 / Cemectp 3
O0beM AU CUMILIMHBI 72
B TOM YHCIIE!
\tekyuu, ypoxu 22
ltabopamopuvie pabomul 42
npakmuyeckue 3aHamus




[ ]

KoauyecTBo yacoB
®opma 00yueHust
(010)] 30 039
Koncynpranum
CamocTosTenpHas pabora 8
TIpoMexyTOoUHas aTTecTalus
MuauBHayanbHOE IPOSKTHPOBAHUE
DopMa NPOMEKYTOYHOMH aTTecTalMU
Kypc 2 / CemecTtp 4
O0beM AU CHUIIIMHBI 88
B TOM YHCIIE:
lnexyuu, ypoxu 40
iabopamopuvie pabomuol 20
npakmuueckue 3aHAmMus
KoHcynpTanuu 6
CamocTosTenpHas pabora 16
[IpoMe)kyTOUHAs aTTeCcTaIs 6
MHauBHayanbHOE IPOSKTHPOBAHUE
DopmMa POMEKYTOYHOM aTTecTALMHU 3K3aMEH
2.2 TemaTuyecKkHii JIAH U coJePsKAHME TUCUNIVINHBI
HaumenoBanue Conep:xxanue yueOHOro Mmatepuasa u (GopMbl OPraHU3aUMU AeATeIbHOCTH Oo0bem B
pa3ziesioB U TeM ol0yJaommuxcs yacax

2 cemecTp

Pasnea 1. OcHOBBI NepeAayy JaHHBIX B KOMIILIOTEPHBIX CeTAX

Tema 1.1. Mooenu cemeeozo e3aumooeiicmeus

Ulexyuu
Jlexuus 1.1.1. Mogens OSI. Yposau Mmonenu OSI. BzaumoneicTBue MexIy ypOBHSIMU. 1
Mukancymnsiius nansbix. Onucanue yposHeit moaenu OSI.
JTexrmst 1.1.2. Mogmens u crek npotokosioB TCP/IP. Onucanue yposueit moaenu TCP/IP.
VlabopamopHule 3aHAmMUsL
JIabopaTtopHoe 3ansTue 1.1.1. 3yueHne seMeHTOB KaOelbHOM CHCTEMBI 2

Tema 1.2. ®usuyeckuii yposenb OSI

Ulexyuu

KaHaJia CBA3H.

Jlexrmst 1.2.1. TTonsiTue muanK U KaHaia cBsA3u. CurHanel. OCHOBHBIE XapaKTEPHUCTHKI 1

Jlexuus 1.2.2. MeTobl COBMECTHOTO HCIIOIB30BAHMSI CPEAbI IIepejaun KaHaia CBsI3U. 1
MyJbTUIIIIEKCUPOBAHUE U METOABI MHOXKECTBEHHOI'O JJOCTYTIA.

Jlexnms 1.2.3. ONTOBOJIOKOHHEIE JTUHUM CBS3U 1
Jlekums 1.2.4. Crannaptsl kabeneil. DnekTprudeckas MPOBOJIKA. 1
Jlexnus 1.2.5. becripoBoaHas cpena nepeaadn. 1




HaunmeHoBaHue Conep:xxaHue y4eOHOTo MaTepuaa U (POpPMbI OPTAHU3ALNH JesATeILHOCTH Oo0bem B
pa3jesoB U TeM o0yuvarommxcst yacax
VlabopamopHnvie 3anamus
JlabopaTtopHoe 3ansitue 1.2.1. CoznaHue ceTeBoro kadesst Ha OCHOBE HEIKPAHUPOBAHHOM >
Butoii naps! (UTP)
JlabopaTopHoe 3ansTHe 1.2.2. CBapka ONTHYECKOTO BOJIOKHA 2
Camocmosmenvhasn paboma obyuarouwuxcs
. Co6op uHpOpMAaIHMU O KIMEHTCKUX YCTPOCTBAX
. Pexxumbl paboThl M OpraHn3alys MIMTaHus TOYEK JOCTyTa
. Peanu3arus Gyskimii odecneueHus 6€30MaCHOCTH MOPTa KOMMYTAaTopa
. OmnpeneneHne TEXHUYECKUX TPEOOBaHUIA
. [MoaroroBka k 00ciIeA0BaHNIO OOBEKTa 1
. O6cenoBanue 30HBI OECIIPOBOTHOM CBSA3M
. Pa3paboTka TpeOOBaHUI K CETH
. AHanu3 CymecTBYOIIEH ceTr
. [TpuMmeHeHne TPOEKTHBIX OTPaHUICHUH
Tema 1.3. Tonosiorust KOMNBIOTEPHBIX ceTel
Ulexyuu
Jlexrms 1.3.1. Tlonsitue Tomosioruu cetu. CeteBoe 06opyaoBanue B Tonooruu. O630p 1
CETEBBIX TOIOJIOTHH.
VIabopamopuvie 3anamus
JTabopatoproe 3austue 1.3.1. Pa3paboTka TOMOJOTH CETH HEOOBIIIOTO MPETPUITHS 2
Jlabopatoproe 3ansaTHe 1.3.2. [TocTpoeHre 0JTHOPAHTOBOH CeTH 2
Camocmoamenvhas paboma o6yuaowuxcs
. IMoaxmoueHne KIMeHTa K 6eCIpOBOIHOM CETH B HHPPACTPYKTYPHOM pEKUME
. ITpoexTupoBanus GECTIPOBOAHOM ceTH
. IIpennpoexkTHOE 0OCIEAOBAaHIE MECTa YyCTAHOBKH OECIIPOBOAHOI ceTH
. CermenTarusi 0€CIIpOBOIHOM ceTH
. [TocTpoexTHOE 00CIEIOBAHIE U TECTUPOBAHUECETH 1
. Co3maHne CTpYKTYpBI CETH OPTaHU3AIIH
. DopMyIHpoBKa OOIINX IeNeil MPoeKTa .
. OmnpeneneHne MPOEKTHBIX CTPATETHH ISl JOCTHIKEHUSI MaclITaOupyeMOCTH
. CocraBiieHHE CXEMBI CETH
Tema 1.4. Texnonoruu Ethernet
Ulexyuu
Jlexkums 1.4.1. O630p TEXHOJIOTHI MOCTPOCHHUS JIOKAJIBHBIX CETEH. 1
Jlexnus 1.4.2. Texnomorust Ethernet. ®u3ndeckuii ypoBeHb. 0,5
Jlexnms 1.4.2. Texnomorus Ethernet. KanansHbIN ypoBeHB 0,5
Vlabopamopnvie 3anamus
JTabopaTtopHoe 3ansitue 1.4.1. 3yuenne agpecanun kananbHoro yposas. MAC-anpeca. |2




MOy AYIIJICKCHOM U AYIIJICKCHOM pCKHUMax.

HaumeHoBaHue Copep:xaHue yuedOHOro Matepuaja u GopMbl OPraHU3aALMM JeATeTbHOCTH O6beMm B
pa3ziesioB U TeM ol0yuamommxcs yacax
Tema 1.5. TexHOT0rMH KOMMYHUKAIIUH
Ulexyuu
Jlexmust 1.5.1. Anroput™ mpo3payHoro Mocta. Meroil KoMMyTauuu. TexHoI0ruu 1
KoMMyTanuy u Monenb OSI.
Jlexiust 1.5.2. KoHCTpyKTHBHOE HCTIONHEHHE KOMMYTaTOpoB. du3nyeckoe CTEKUpOBaHUE 1
KoMMyTaTtopoB. [IporpamMmmHoOe obecrieueHre KOMMYTaTOPOB.
Jlexnms 1.5.3. O0mpye NpUHITAIIBI CETEBOTO Mu3aiiHa. TpeXypoBHEBas HepapXxudecKas 1
MOJICITb CETH
Jlexmms 1.5.4. Texuomorust PoweroverEthernet 1
Vlabopamophvie 3ansamus
Jlabopatoproe 3ansTue 1.5.1. Coznanne KOMMYTHPYEMOH ceTH 2
Tema 1.6. CereBoii nporoxo. IPv4
Ulexyuu
Jlexrms 1.6.1. CereBoii ypoBeHs. [Ipotokon IP Bepcun 4. O01ime GhyHKIUU KIACCOBOH U 1
OeckmaccoBoif afpecarun. Beienenue aapecos.
Jlexuus 1.6.2. MapmpyTusarus maketos [Pv4 1
Jlexuus 1.6.3. IIpoTOKOIBI AMHAMUYECKON MapIIpyTH3aLUH 1
Vlabopamophvie 3ansamus
JTabopatopuoe 3ausitue 1.6.1. Usyuenue [P-ampecarum. 2
Tema 1.7. CkopocTHbIe U fecnipOBOAHBIE CeTH
Ulexyuu
Jlexmmst 1.7.1. Cets FDDI. Cets 100VG-AnyLAN. CBepXBBICOKOCKOPOCTHBIE CETH. 1
becnipoBoiHbIE CETH
VlabopamopHule 3aHamMus.
JTabopaToproe 3ansTue 1.7.1. Hactpoiika 6ecripoBOIHOTO CETEBOTO 000PYI0BAHUS 2
3 cemecTp
Pasgen 2. Texnonoruum KOMMyTanMi M MapIIpyTH3aluu coBpeMeHHbIX ceTeil Ethernet (3 cem)
Tema 2.1. OCHOBBI KOMMYTAaIIUH
Vlekyuu
Jlexust 2.1.1. @yHKINOHUPOBaHHE KOMMYTATOPOB JIOKATIbHOM ceTU. APXUTEKTYpa
KoMMyTaTopoB. Tunbl nHTEpdEiicoB KOMMYTAaTOPOB. YIIpaBiIeHHE IIOTOKOM B 3




HaumenoBanue
pa3ziesioB U TeM

Conep:xkaHue y4eGHOro MaTepuaia u popMbl OpraHU3anMM AeATeJIbHOCTH
ol0yuamommxcs

O0beM B
gacax

Jlexmms 2.1.2. XapakTepuCTHKY, BIUSIOMINE HA IPOU3BOIUTEILHOCTH KOMMYTaTOPOB.
00630p PyHKIIMOHATBEHBIX BO3MOKHOCTEH KOMMYTaTOPOB

VlabopamopHhvie 3anamus

Jlabopatoproe 3ansTHe 2.1.1. PaboTa ¢ 0OCHOBHRIMH KOMaHAAMHA KOMMYTATOpa.

Tema 2.2. HauaabHas HacTpoiika KoMMyTaTopa

Ulexyuu

Jlexmus 2.2.1. CpenctBa ynpaBieHHs KOMMyTaTopamMu. [loakimroueHne K KOHCOTU
uHTep(eiica KoMaHaHOW CTpoKH KomMyTaTopa. [Toakmouenue k Web-untepdeiicy
YIIpaBJIeHUs] KOMMYTaTOpa

Jlexnms 2.2.2. HaganpHast KOHQUTypalys KOMMYyTaTopa. 3arpy3ka HOBOTO IIPOTPaMMHOTO
oOecrieueHns: Ha KOMMYTaTop. 3arpy3ka 1 pe3epBHOE KOITMPOBAaHHUE KOHPUTYpaUU
KOMMYTaTopa.

VlabopamopHhvie 3anamus

JTaGoparoproe 3ansaTue 2.2.1. KoMaHasI 0OHOBICHHS MTPOTrPAMMHOTO 00eCTICUCHUS
KOMMYTATOpa M COXPaHCHHS/BOCCTAHOBICHHS KOH(PUTYPAIIMOHHBIX (hailyioB

JlabopaTopHoe 3ansTHe 2.2.2. Komanas! yripaBneHus TabiaumnamMu kommyrtanua MAC- u
IP-ampecos, ARP-TaGmmist

Tema 2.3. BupryaubHble JokanabHble ceTd (VLAN)

Ulexyuu

Jlexums 2.3.1. Tumet VLAN. VLAN nHa ocHoBe moptoB. VLAN Ha 0CHOBe cTaHmapTa
IEEE 802.1Q. Crarnueckue u nuHamudeckue VLAN. IIpotokon GVRP.

JTexuus 2.3.2. Q-in-Q VLAN. VLAN Ha ocHOBE HOPTOB ¥ IPOTOKOJIOB - cranaapT IEEE
802.1v. ®ynkmus TrafficSegmentation

w

VlabopamopHhvie 3ansamus

JTabopatoproe 3anstue 2.3.1. Hactpoiika VLAN Ha ocHoBe crannapra IEEE 802.1Q

JTabopaTtopHoe 3ansaTue 2.3.2. Hacrpoiika nporokona GVRP.

JlabopaTtopHoe 3ansTre 2.3.3. Hactpoiika cermenTanuu Tpaduka 6e3 UCIOIb30BaHUs
VLAN

JTaGopaTopHoe 3ansatre 2.3.4. Hacrpoiika ¢pyukiuu Q-in-Q (Double VLAN).

Camocmosimenvhas paboma 06y4aouwuxcs

. HaGmonenue 3a tpadukom B cetn VLAN
. Co3naHne 1uarpaMMbl JIOTHYECKON CeTH
. [IpoexTrpoBaHre BUPTyaIbHBIX YACTHBIX CETEU

. CamocrosrtenpHas padora no co3ganuto JIBC na ocroBe cranaapra IEEE
802.1Q.

Tema 2.4. ®yHKUHUY NOBBIIIEHUS] HAIE:KHOCTU U MPOM3BOIMTEILHOCTH

Vlekyuu




Mapipytuzanuu. [Iporokon RIP.

HaunmeHoBaHue Conep:xxaHue y4eOHOTo MaTepuaa U (POpPMbI OPTAHU3ALNH JesATeILHOCTH Oo0bem B
pa3jesoB U TeM o0yuvarommxcst yacax
Jlexmms 2.4.1. IIpotokon Spanning Tree Protocol (STP). Ysa3zsumoctu nmporokoia STP. 2
Jlexms 2.4.2. Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol. 2
Jlexkuus 2.4.3. JlonomHuTeNbHBIE (DYHKIMN 3aLUTHI OT METelb. ATPEernpoBaHue KaHajIoB >
CBSI3H.
VlabopamopHnvie 3anamus
JTaGoparoproe 3ausTue 2.4.1. Hactpoiika mpoTokoiioB cBs3ytomiero nepesa STP, RSTP, 4
MSTP.
JTaGoparoproe 3ansTue 2.4.2. HacTpoiika (yHKIIMU 3aIIUTHI OT 00pa30oBaHMS METENb 4
LoopBackDetection
JlabopaTopHoe 3ansTHE 2.4.3. ATperupoBaHie KaHAJIOB. 4
Camocmosmenvhas paboma o6y4aouwuxcs
. duznveckoe KOAUPOBAHUE C HCIOIb30BAHUEM MaHYECTEPCKOTO KOJa
. Jlorndeckoe KOAUPOBAHUE C HCHOIB30BAaHUEM CKPEMOINPOBaHUS
. OreHka OecIIpOBOAHON JIMHHUY CBSA3H
. [TnannpoBaHne MPOU3BOANTEIBHOCTH U 30HBI IEHCTBHS OECIIPOBOJHOM CETH
. ObecrieueHne 0TKa30yCTOMYMBOCTH B OECIIPOBOIHBIX CETSIX
. Hactpoiika QoS
. OnpenesneHne yI3BUMbBIX MECT CETH .
. MOHUTOPHHT IPOU3BOIUTEITEHOCTH CETH
. OmnpeneneHne XapaKTePUCTUK CETEBBIX NMPHIOKEHUH .
. AHanu3 ceTeBoro Tpaduka . 5
. OmnpeneneHne NPUOPUTETHOCTH TpadHKa .
. N3yyenne kauecTBa 0OCIYKUBAHHS CETH .
. HccnenoBanne BIUSHUS BUaeoTpaduKa Ha CETh
. Omnpenenenne MOTOKOB TpaduKa, IOCTPOCHUE JHarpaMM IIOTOKOB Tpadurka
. Omnpenenenne cTpaTeruii MOBBILICHUS TOCTYTHOCTH .
. Onpenenenne TpeOboBaHUHN K 00eCTIeUeHNI0 0€30TTaCHOCTH .
. AHanu3 maHa TeCTUPOBAHUS M BHIIIOIHEHHE TeCTa .
. Co3naHue miIaHa TeCTUPOBAHMS IS CETH KOMIUIEKCa 3aHui
. BbesomacHas nepenava qaHHBIX B O€CITPOBOAHBIX CETSX .
. UccnenoBanue Tpaduka
4 cemecTp
Pa3nen 2. TexHo10ruM KOMMYTAIMH M MapIIPYTH3alMu coBpeMeHHbIX ceTell Ethernet (4 cem)
Tema 2.5. Anpecanus ceTeBOro ypoBHsl 1 MapuIpyTU3aLUs
Ulexyuu
Jlexuus 2.5.1. O630p aapecanym ceTeBOToO ypoBHsI. POpMUPOBaHUE TIOJCETEH. >
beckiaccoBas anpecanust [IPv4. CriocoOwr koHnburyparmu [Pv4-agpeca.
Jlexuus 2.5.2. ITporokoun IPv6. dopmupoBanue naentudrkaropa naTepdetica. Criocoos >
koH(puryparu [Pv'6-angpeca.
Jlexus 2.5.3. IInanupoBanue noacereit IPv6. IIporokon NDP. 2
Jlexmus 2.5.4. Tlonsitue Mapupytusanuu. JIMcTaHIMOHHO-BEKTOPHBIE TPOTOKOJIBI >




HaumenoBanue
pa3ziesioB U TeM

ConepxaHue yueOHOro Matepuaja u GopMbl OPraHU3aAIMM TeATEIbHOCTH
ol0yuamommxcs

O0beM B
gacax

VlabopamopHnvie 3anamus

JTabopaToproe 3ansaTue 2.5.1. OcHOBHBIC KOH(PHUTYpaIUy MapIIPyTH3ATOPA

JlabopaTtopHoe 3ansiTHe 2.5.2. PacmipeHHble KOHGUTYpaMK MapIpyTu3aTopa.

JTabopatoproe 3ansaTue 2.5.3. Pabota ¢ mporokonaom CDP.

JTaGoparoproe 3ansaTue 2.5.4. Pabora ¢ nmpotokonaom TELNET. Pa6oTa ¢ mpoTokosom
TFTP.

JTabopaToproe 3ausTue 2.5.5. Pabota ¢ nporokosiom RIP.

JTabopaToproe 3ansTue 2.5.6. Pabota ¢ mporokonaom OSPF.

JTaGoparoproe 3ansaTue 2.5.7. KoHpurypupoBanue GyHKIIUH MapIIpyTH3aTOpa
NAT/PAT.

JTabopaTtopHoe 3ansitue 2.5.8. Koudurypuposanue PPP u CHAP.

Camocmosimenvhas paboma 06yuaowuxcs

. Cosganne ACL-crmcka

. PazpaboTtka ACL-crimckoB it peani3anuy HabopoB MPaBHUI MEKCETEBOTO
PKpaHa

o HUcnonp3oBanmne CIDR mns obecrieueHust 00beIMHEHHS MapIIPyTOB

. Onpenenenue cxemsl [P-anpecanyu

. Onpenenenne koiauuectBa [P-cereit

. Co3naHue TabJIHILIBI JIJIsI BBIJCIICHUS aJpecoB

16

Tema 2.6. KauecTBo 06cay:xuBanus (QoS)

Ulexyuu

Jlexrms 2.6.1. Moaenu QoS. Ilpuopuresarus naketos. Kitaccudukanus makeTos.
MapKupoBKa I1aKETOB.

Jlexmmst 2.6.2. YpapieHne eperpy3KaMn 1 MeXaHU3MBI 00CITy)KUBAHHS OUepeIeH.
MexaHu3M NpenoTBpalieHus neperpy3ok. Kourposns nonocel nponyckanus. [Ipumep
HacTpoikn QoS.

VlabopamopHule 3aHamMUs.

JIabopaTtopHoe 3ansTHe 2.6.1. Hactpoiika QoS. [Tpuopurusanus tpaduxa. YpasieHue
[OJI0COH MPOIyCKaHUs

—

Tema 2.7. ®yHkuuu odecneyeHust 6e30MACHOCTH U OTPAHNYEHHS T0CTYNA K CETH

Ulexyuu

Jlexmmst 2.7.1. Cimcku ynpasnernus goctynoM (ACL). @yHKINN KOHTPOIIS HaJ
[OAKIJIIOYEHUEM Y3JI0B K TOPTaM KOMMYTaTOpa.

Jlexuus 2.7.2. Ayrentudukanus noss3oBareieit 802.1x. 802.1x Guest VLAN. OyHknun
zamuTel L{ITY xommyTaTopa.

N

VIabopamopHuvie 3anAmus




HaumeHnoBanue ConepxaHue yueOHOro Matepuaja u GopMbl OPraHU3aAIMM TeATEIbHOCTH
pa3ziesioB U TeM ol0yuamommxcs

O0beM B
gacax

Jlabopatoproe 3ansTue 2.7.1. Cimcku ynpasnerus goctynoM (AccessControlList)

JTaGoparoproe 3ausaTHe 2.7.2. KOHTpOIbh Ha TOAKITIOYCHUEM Y3JI0B K IIOPTaM
koMMyTaropa. @ynkmus PortSecurity. KOHTpoIb Ha MOIKITIOYCHHEM y3JI0B K ITOpTaM
kommyTaTopa. @yukuust IP-MAC-Port Binding

Tema 2.8. MHoroagpecHasi paccblIKa

Ulexyuu

Jlexums 2.8.1. Aapecanus mHoroaapecHoit [P-paccesuiku. MAC-anpeca rpynmnoBoi
[PacChUIKH.

Jlexnms 2.8.2. TToamucka 1 00CTy>KHBaHKE TPy, YTIpaBJICHHE MHOTOAIPECHON
paccheuikoii Ha 2-M ypoBHe Moaenu OSI (IGMP Snooping).®yukuus IGMP FastLeave.

VlabopamopHhvie 3ansamus

JlabopaTtopHoe 3ansitue 2.8.1. OTcnexxuBanue Tpagrka MHOTO3APECHON PaCChUIKH.
OTtcnexuBanue Tpaduka Multicast

Tema 2.9. @®yHKIMH yNpaBJeHHs KOMMYTaTOPaMu

Ulexyuu

Jlexmms 2.9.1. YipaBieHne MHOKeCTBOM KOMMyTaTopoB. IIporokon SNMP.

JTexuus 2.9.2. RMON (Remote Monitoring). ®yukims Port Mirroring.

Vlabopamophvie 3ansamus

JlaGopaTtopHoe 3ansitue 2.9.1. @yHkimu aHanusa cereBoro Tpaduka. Hacrpoiika
[IPOTOKOJIa yrpasiieHus Tonojiorueit cetu LLDP.

Pa3nen 3. MexkceTeBble IKPaHbI

Tema 3.1. OcHOBHbIE IPUHIUIIBI CO3aHUSA Hale:kHOH 1 Oe3onacHoil UT-undpacTtpykrypbl

Jlexmms 3.1.1. Knmaccudukarus cereBsix atak. Tpuaga 6e3onmacuoit UT- uHOpacTpyKTYpHI.

—

Jlekums 3.1.2. Yrpasienue KoHQUTypauusiMi. YTIpaBlieHHE HHIMACHTAMHU.
Vcnionp30BaHme TpeThel oBepeHHON cTOpoHbI. KpunTorpaduueckie MexaHU3Mbl
0€30I1aCHOCTH.

Tema 3.2. MexceTeBble IKPaHbI

Ulexyuu

Jlexuus 3.2.1. TexHonoruu MexxcereBbIX SKpaHoB. [ToMTHka MeXKCEeTeBOro IKpaHa.
Me:xceTeBble SKpaHbl ¢ BO3MOXKHOCTSIMH NAT.

Jlexups 3.2.1. Tomosorust ceTH MpH UCTIOIH30BAHUN MEKCETEBBIX IKPAHOB.
[TmaHnpOBaHME ¥ BHEIAPEHNE MEXCETEBOTO SKpaHa.

VlabopamopHule 3aHAMUS

JTabopatoproe 3ansTue 3.2.1. OCHOBBI aIMUHUCTPHUPOBAHUS MEIKCETEBOTO IKpPaHa




HaunmeHoBaHue Copnep:xxaHue y4eOHOTro MaTepuaa U (popMbl OPraHM3aLUHU JeATeIbHOCTH Oo0bem B
pa3jesoB U TeM o0yuvarommxcst yacax

JTaGoparoproe 3ausaTHe 3.2.2. CoeJMHCHHE IBYX JIOKATBHBIX CETeH MEKCETEBBIMU 1
PKpaHaMHu
JlabopaTtopHoe 3ansTue 3.2.3. Co3naHue NOJINTHKY O€3 IIPOBEPKU COCTOSHHS. 1
JTaGoparoproe 3ansaTue 3.2.4. Co3gaHue MOJUTHK IJIs TPATUITUOHHOTO (MITH HCXOISIIETO) 1
NAT.
JTaGopaTopHoe 3ansaTre 3.2.5. Co3naHue IOJUTHK I AByHanpasiensoro (Two-Way) 1
INAT, ncnons3ys Metox pinholing

Tema 3.3. Cucrembl 00HApYKeHHSl U NIPeJOTBPAllleHUs] NPOHUKHOBEHM

Ulexyuu
Jlexrmst 3.3.1. OcunoBHoe HaszHaueHue IDPS. Crioco0s! knaccudukanuu IDPS. Beioop >
IDPS. JlonomHUTENbHBIE HHCTPYMEHTAIBHEIE CPEACTBA.
Jlexnms 3.3.2. TpeboBanus opranm3aiyu kK GyHkuonuposanuto IDPS. Bo3aMoskHOCTH >
IDPS. PazgeptriBanue IDPS. CunbHble CTOPOHBI U orpaHudeHHOCTh IDPS.

VIabopamopuvie 3anuamus
Jlabopatoproe 3ansTHe 3.3.1. OOHapyKeHHE U MPEIOTBPAIICHHE BTOPKCHUH. 1

Tema 3.4. [Ipnoputuzanms Tpaduka M co3JaHue aTbTEePHATHUBHBIX MAPLIPYTOB

Ulexyuu
Jlexuus 3.4.1. Coznanue aabTepHATUBHBIX MaplIPyTOB JOCTYIA B UHTEPHET. >
[Mpropuruzanus Tpapuka.

VlabopamopHnvie 3anamus
JTabopatoproe 3ansTue 3.4.1. Coznanne ambTepHATUBHBIX MAPIIPYTOB C HCIOJIH30BAHUEM 1
CTaTHUYECKOHM MapIIpyTH3aIiN

KoncyabTanuu 6

IIpoMe:kyToOuHasi aTTecTalus B (popMe IK3amMeHa 6

3 Martepua/ibHO-TeXHUYECKOE U y4eOHO-MeToIuecKoe ofecnevyeHne JHCHUILTMHBI (MOTYJIsl)
3.1 CnenmnanabHble IOMeEUIEHUS ISl Peajn3anuy MporpaMmbl
Hanmnuaus yae6HoT0 KabruHeTa «nHHOPMAIMOHHON 0€30MacHOCTH, JJA00PATOPUU HHPOPMAITMOHHBIX TEXHOJIOTHIT.
ObopynoBanue yueOHOro KabuHera:
- I0Ca/I0YHBIC MECTA MO KOJIMYECTBY 00YHaIOIIUXCS;
- pabodvee MECTO MpernoaaBaTess;
- KOMIUIEKT Y4eOHO-HarJIAHBIX ocoOnid « KoMIbroTepHbIe ceTH»;
- 3JEKTPOHHOE yueOHOe mocodue.
TexHnueckue cpescTBa 00yUEHHSL:
- KOMIBIOTEP C JIMLEH3NOHHBIM ITPOrPaMMHBIM 00€CIIEYCHUEM, MYJIbTUMEANIHBIN TMaIIpOeKTOp, HHTEPAKTUBHAS JOCKA.
3.2 HNudopmanmonHoe odecrieyeHne peaju3anuy MPporpaMmsbl
3.2.1 OcHoBHasi TuTepaTypa

1. Jubpos, M. B. KomnbioTepHbIE ceTH U TeleKoMMyHHUKauu. MapmpyTtu3zaius B [P-cetsx B 2 4. YacTb 1 : yueOHUK 1
NPaKTHKYM JUIsl CpeAHero npodeccuoHaibHoro oopasosanus / M. B. [lubpoB. — Mocksa : M3natenscrBo IOpaiit, 2021. — 333 c.
— (ITpodeccrnonansuoe obpazoBanue). — ISBN 978-5-534-04638-0. — Tekcr : anexrpoHHbi // OOpa3oBaTenbHas miardopma

FOpaiir [caiit]. — URL: https://urait.ru/bcode/471382 .

2. Jubpos, M. B. KomnboTepHbIE ceTH U TeleKoMMYyHHUKauu. MapmpyTtu3zaius B [P-cetsx B 2 4. YacTp 2 : ydeOHUK U
MPAKTUKYM IS cpeaHero npodeccuoHanibHoro oopazosanus / M. B. [lubpoB. — Mocksa : M3marensctBo KOpaiit, 2021. — 351 c.


https://urait.ru/bcode/471382

— (IIpodeccronanpuoe oopazosanue). — ISBN 978-5-534-04635-9. — Tekcr : anekTpoHHbIi // O0pasoBaTebHas maThopMa
FOpaiir [caiit]. — URL: https://urait.ru/bcode/471910 .

3.2.2 [lonoJiHMTe/IBHAs JUTEpPaTypa

1. [pockypsikos, A. B. Kommerotepusie cetn / A. B. IIpockypskos. - Poctos-na-Jlory|Taranpor : FOxHBIH denepanbHbIii
yuauBepcurert, 2018. - 202 c. - ISBN 9785927527922 - URL-: http://biblioclub.ru/index.php?page=book_red&id=561238 . - Tekcr :
3NIEKTPOHHBIN.

2. ®owmun, J[. B. Komnsrorepusie cetu / 1. B. @omun. - Mocksa, bepimn : Tupexr-Menmna, 2019. - 68 .
- ISBN 9785449901538. - URL-: http://biblioclub.ru/index.php?page=book_red&id=575232 . - TekcT : 3IeKTPOHHBIH.
3. Bopucos, C. I1. KomnsioTepHsie ceti. AHanu3 u Auarnoctuka : yueonoe nocodue / C. I1. bopucoB. — Mocksa : PTY

MUPDA, 2021 — Yactb 1 — 2021. — 67 c. — Tekcer : anekTpoHHEIH // JIaHb : aneKTpoHHO- OnOmMoTeyHas cuctema. — URL:
https://fedanbook.com/book/176562 . — Pexxum fgocTyma: Uist aBTOPH3. MOJIb30BATEINEH.

3.2.3 Mertonuyeckas JurepaTypa

1. TlpodeccroHaNBHBII HUKI : METOANYECKHE MaTepHalbl Uil 00y4aroluxcs HanpasieHus noarotoBku 10.02.05 "Obecneuenue
nH(opMaLMOHHO# 6e301IacHOCTH aBTOMATH3UPOBaHHbBIX cucteM" / Ky30acckuii rocy1apCcTBEHHBIN TEXHUYECKUI YHUBEPCUTET UM.
T. ®. I'opbauesa ; Kadenpa undopmarrionHoii 6ezonacHocty, cocrapurenu: E. B. IIpokonenko, A. B. Mensenes, A. I
Kupenbepr. - Kemeporo : Kys['TVY, 2020. - 290 c. - URL: http://library.kuzstu.ru/meto.php?n=9964 . - TeKcT : 3IeKTPOHHBIH.

3.2.4 HuTepHeT pecypchl

1. DUOC Kys3I'TV:

a) Dnektponnas 6ubanorexa Ky3['TVY. - Tekcrt: anextponusiii / HayuHo-texHuueckas 6ubdanorexa Kyzoacckoro
roCyIapCTBEHHOTO TexHu4Yeckoro yausepcureta uM. T. ®. Topbadesa : caiir. - Kemeposo, 2001 - . - URL: https://elib.kuzstu.ru/ . -
TekeT: 3JIEeKTPOHHBIM.

b) TMopran.Ky3I'TY : ABromatusupoBannas Uupopmannonnas Cucrema (AUC) : [caiir] / Ky3bacckuii rocyaapcTBeHHbIN
TexHudeckuil yuusepcuteT um. T. @. T'opbauesa. - Kemeposo : Ky3['TY, [6. r.]. - URL: https://portal.kuzstu.ru/. - Pexxum mocryma:
JUI aBTOPH3. NOJIb30BaTeNel. - TEKCT: AIEKTPOHHBI.

€) DmnektpoHHOE oOy4enue : [caiit] / Ky36acckuii rocynapcTBeHHbI TexHudeckuit yunsepeuret um. T. @. ['opbayesa. -
Kemeposo : Ky3I'TV, [6. r.]. - URL: https://el.kuzstu.ru/ . - Pexxum moctyna: anst aBropus. noib3oateieit Kys['TVY. - Tekcr:
3JIEKTPOHHBIH.

2. OCTIK Poccun : DenepasnbHas ciayx0a 10 TEXHUUECKOMY M IKCIIOPTHOMY KOHTPOIIIO : oduiManbsHblii caiit / DAY «THUNUN
T3 ®CTIK Poccumy». - Mocksa, 2004 - . - URL: www.fstec.ru. - TekcT: 31eKTpOHHBIIA.

3. SecurityLab.ru : uH(opManMOHHKIH HOpTA MO0 6€30MacHOCTH : caiT. - Mocksa. - URL: https://www.securitylab.ru/ . - Tekcr:
JJIEKTPOHHBIN.

4. Jlemaprament oOpa3oBaHus Bosoroackoi o6xacTy : opuuanbHblii caidT. - Bomoraa. - URL: http://depobr.gov35.ru/ . - Tekcr:
JJIEKTPOHHBIN.

5. BIOMETRICS.RU : Poccuiickuii 6nomerpuueckuii mopran : cair. - Mocksa, 2000 - . - URL: www.biometrics.ru . - Tekcr:
3JIEKTPOHHBIH.

6. InformationSecurity/MupopmarmonHas 6e30macHOCTS : caiit. - Mocksa. - URL: http://www.itsec.ru. - TekcT: 31eKTpOHHBIH.

7. eLIBRARY.RU : HayuHas 31ekTpoHHas 6ubnuoTexa : caift. - Mocksa, 2000 - . - URL: https://elibrary.ru. - Pexxum nocrymna:
JUISL 3apETUCTPUP. MoJIb3oBaTee. - TeKCT: 3JIeKTPOHHBIH.

8. TapaHT. py : HHOOPMAILIMOHHO-TIPABOBOI ITOpTA : caifT. - Mocksa, 1990 - . - URL: https://www.garant.ru/ . - Tekcr:
3JIEKTPOHHBIH.

9. KoncynprauTlLinoc : KOMIBIOTEpHAST CIPABOYHO-IIPABOBAsI CHCTEMA : CallT. - MockBa, 1992 - . - URL: www.consultant.ru .

- TekcT: 3JIeKTpOHHBIH.

10. Enunoe okHO AocTyma K 00pa3oBaTelibHbIM pecypcam : nHdopmannonnas cucrema : caidt / ®T'AY THUU UTT «Mudopmukay
. - Mockaa, 2005 - . - URL: http://window.edu.ru/ . - TekcT: 3JI€KTPOHHBIIA.

11. Poccuiickoe obpazoBanue. enepanpHbiii 00pa3oBarenbHbIi moprtain : caiit / PIAOY IO LIPTOIT u UT. - Mockga, 2002 - .
- URL: www.edu.ru . - TekcT: 31eKTpOHHBII.

4. OpraHu3amnusi cCaMOCTOSITeJIbHOMH PadoThI 00yUYaIOIMXCsI

CamocTosTenpHas padoTa 00ydaronuxcs OCYIIECTBISIETCS B 00beMe, YCTAaHOBIEHHOM B pasjielie 2 HACTOSIIEH MporpaMMbI
JUCITUTUTAHB (MOJTYJIS).

Jiist caMOCTOSITENIbHOM PaboThl 00YUarOMXCS IPEIyCMOTPEHBI CHICHUAbHbIE TOMEIEHNUS, OCHAIICHHBIE KOMITBIOTEPHOI TEXHUKOM
C BO3MOYKHOCTBIO TIOAKITIOYCHHS K HH()OPMAITMOHHO-TEJICKOMMYHHUKAITMOHHOW ceTH "HMHTepHeT" ¢ obecneueHneM J0CTyTa B
3JIEKTPOHHYIO HH(DOpMATMOHHO-00pa3zoBaTebHyto cpeny Ky3['TVY.

6. Unble cBegeHus u (M) MaTepHaIbI

1. OO0pa3oBateNbHEINA MPOIECC OCYMIECTBISACTCS C HCIOIb30BAHUEM KaK TPAIUIIMOHHBIX, TAK U COBPEMEHHBIX HHTEPAKTHBHBIX
TexHosorui. Ilpn KoOHTaKTHO# paboTe merarornaeckoro paboTHUKA C 00YJaIOIIMMUCS TIPUMEHSIIOTCS CIIETYFOIIHE SIIEMEHTHI
WHTEPAKTHBHBIX TEXHOJOTHIi:

- COBMECTHBIH pa30op MpoOIIEMHBIX CUTYaIN;

- COBMECTHOE BBISBICHHE IPHYUHHO-CIICICTBEHHBIX CBS3€H Bemel U COOBITHH, MPONCXOIAIINX B TIOBCETHEBHOM KU3HU, U HX


https://urait.ru/bcode/471910
http://biblioclub.ru/index.php?page=book_red&id=561238
http://biblioclub.ru/index.php?page=book_red&id=575232
https://edanbook.com/book/176562
http://library.kuzstu.ru/meto.php?n=9964
https://elib.kuzstu.ru/
https://portal.kuzstu.ru/
https://el.kuzstu.ru/
http://www.fstec.ru/
https://www.securitylab.ru/
http://www.securitylab.ru/
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COIOCTABJIEHHE C yUYCOHBIM MaTEPHAIIOM.

2. llpoBezneHme rpyNIoOBHIX U HHAVBAAYAIbHBIX KOHCYJIBTAIIMH OCYIIECTBISIETCSI B COOTBETCTBHHM C PACIMCAHUEM KOHCYIIbTAINN
TI0 TeMaM, 3asIBJICHHBIM B pabodeil mporpaMMe AUCHUILIHHEL, B IEPUO OCBOCHUS JUCIUIUIMHEI M TIEpE]] TPOMEXYTOUHON
aTTecTalyeil ¢ y4eToM pe3ynbTaToOB TEKYIIETO KOHTPOIS.
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